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Preface

This documentation describes how to perform administration tasks for Omni Governance
Console (OGC), which provides a web-based Administration console that you can use to

configure the application.

How This Manual Is Organized

This manual includes the following chapters:

Chapter/Appendix

Contents

1 Introducing the
Administration Console

Introduces the Administration console, which is a
component of the Omni Governance Console (OGC).

2 Configuring Application Describes how to configure Omni Governance
Components Console (OGC) application components using the
Administration console.
A Enhanced Access Security: Describes how to configure column-based access

Column-Based and Row-

security and row-based access security in the Omni

Based Governance Console (OGC).
B Configuring Single Sign-On Describes how to configure Single Sign-On (SSO) for
Omni Governance Console (OGC).
C Using MData, Synch, and Describes the WS02/MData Synchronization

WSO02 Administration

(Mdata-Synch) feature of reducing the configuration
work of the administrator when a new subject
arrives into the Omni Server model and database,
and when data structures are altered (for example,
a type or name of a column has been changed).

D Configuring Omni Governance

Console Roles From LDAP
(Active Directory)

Describes how to configure a WSO2 based LDAP
connection and User Store which will eliminate the
redundant data entry, and allow the Subject per
Userid Authorizations to be obtained from the
enterprise LDAP Server (Active Directory).

Documentation Conventions

The following table lists and describes the documentation conventions that are used in this

manual.

Omni-Insurance Omni Governance Console Administration Guide



Related Publications

Convention

Description

TH S TYPEFACE
or

this typeface

Denotes syntax that you must type exactly as shown.

this typeface

Represents a placeholder (or variable), a cross-reference, or an
important term. It may also indicate a button, menu item, or dialog
box option that you can click or select.

underscore Indicates a default setting.
Key + Key Indicates keys that you must press simultaneously.
{3 Indicates two or three choices. Type one of them, not the braces.

Separates mutually exclusive choices in syntax. Type one of them,
not the symbol.

Indicates that you can enter a parameter multiple times. Type only
the parameter, not the ellipsis (...).

Indicates that there are (or could be) intervening or additional
commands.

Related Publications

Visit our Technical Documentation Library at http://documentation.informationbuilders.com. You
can also contact the Publications Order Department at (800) 969-4636.

Customer Support

Do you have any questions about this product?

Join the Focal Point community. Focal Point is our online developer center and more than a
message board. It is an interactive network of more than 3,000 developers from almost every
profession and industry, collaborating on solutions and sharing tips and techniques. Access
Focal Point at http;//forums.informationbuilders.com/eve/forums.

Information Builders
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Preface I

You can also access support services electronically, 24 hours a day, with InfoResponse
Online. InfoResponse Online is accessible through our website, http://
www.informationbuilders.com. It connects you to the tracking system and known-problem
database at the Information Builders support center. Registered users can open, update, and
view the status of cases in the tracking system and read descriptions of reported software
issues. New users can register immediately for this service. The technical support section of
http://www.informationbuilders.com also provides usage techniques, diagnostic tips, and
answers to frequently asked questions.

Call Information Builders Customer Support Services (CSS) at (800) 736-6130 or (212)
736-6130. Customer Support Consultants are available Monday through Friday between 8:00
a.m. and 8:00 p.m. EST to address all your questions. Information Builders consultants can
also give you general guidance regarding product capabilities and documentation. Please be
ready to provide your six-digit site code number (xxxx.xx) when you call.

To learn about the full range of available support services, ask your Information Builders
representative about InfoResponse Online, or call (800) 969-INFO.
Help Us to Serve You Better

To help our consultants answer your questions effectively, be prepared to provide
specifications and sample files and to answer questions about errors and problems.

The following tables list the environment information our consultants require.

Platform

Operating System

0S Version

JVM Vendor

JVM Version

The following table lists additional questions to help us serve you better.

Request/Question Error/Problem Details or Information

Did the problem arise through
a service or event?

Omni-Insurance Omni Governance Console Administration Guide 9
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Request/Question

Error/Problem Details or Information

Provide usage scenarios or
summarize the application that
produces the problem.

When did the problem start?

Can you reproduce this
problem consistently?

Describe the problem.

Describe the steps to
reproduce the problem.

Specify the error message(s).

Any change in the application
environment: software
configuration, EIS/database
configuration, application, and
so forth?

Under what circumstance does
the problem not occur?

The following is a list of error/problem files that might be applicable.

. Input documents (XML instance, XML schema, non-XML documents)

Transformation files
Error screen shots
Error output files

Trace files

Diagnostic Zip

L o v U U U oud

Transaction log

Custom functions and agents in use

Information Builders
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User Feedback

In an effort to produce effective documentation, the Technical Content Management staff
welcomes your opinions regarding this document. Please use the Reader Comments form at

the end of this document to communicate your feedback to us or to suggest changes that will

support improvements to our documentation. You can also contact us through our website,
http:;//documentation.informationbuilders.com/connections.asp.

Thank you, in advance, for your comments.

Information Builders Consulting and Training

Interested in training? Information Builders Education Department offers a wide variety of
training courses for this and other Information Builders products.

For information on course descriptions, locations, and dates, or to register for classes, visit
our website (http://education.informationbuilders.com) or call (800) 969-INFO to speak to an
Education Representative.

Omni-Insurance Omni Governance Console Administration Guide
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Chapter

Introducing the Administration Console

This chapter introduces the Administration console, which is a component of the Omni
Governance Console (OGC).

In this chapter:

-

L U o U

Overview

Prerequisites

Key Features

Accessing the Administration Console

Understanding the Layout and Structure of the Administration Console

Overview

Omni Governance Console (OGC) provides an Administration console that you can use to
configure OGC.

The Administration console is only available after users log in to OGC. Only users who are first
authenticated and authorized with the System Administrator role in the WSO2 Identity Server
user store repository are allowed to access the OGC Administration console.

Prerequisites

Before connecting to the Omni Governance Console (OGC), ensure that the client system
supports the prerequisites that are listed in the following table.

Client Component Version

Operating Systems 'd Windows 2016, Windows 2012, Windows 10

Omni-Insurance Omni Governance Console Administration Guide 13



Key Features

Client Component Version

Web Browser .4 Microsoft Edge
. Internet Explorer 11
-l Mozilla Firefox: Latest available version

.d Google Chrome: Latest available version

Key Features

14

The OGC Administration console provides a web-based interface to view and edit OGC
configuration details (metadata).

The main operations that can be performed in the Administration console include the following:
View and edit sources.

View and edit views, create new views.

View and edit options, create new options for table, view or source.

View and edit tables, create new tables.

View and edit columns.

View and edit links.

View and edit Table Order.

View and edit settings, create new settings.

L U U U v v uJ od o

Download and upload configuration (metadata.xml) files.

Note: All configuration options set, and all screen layouts defined by the metadata that the
Administration console creates or edits are applied at a system-wide level. These options
cannot be configured on a per-user basis.

For example, if the Administration console is used to create a grid display with LastName as
column 1 and FirstName as column2, then all users viewing that display will see the columns
in this order.

Information Builders



1. Introducing the Administration Console I

Accessing the Administration Console

Ensure that the user who is responsible for managing OGC metadata, modifying application
options, and display definitions has the System Administrator role in the WSO2 Identity Server
user store repository.

1. Enter the URL in your browser to access OGC. For example:
https:// ogcHost Nane: 8443

2. Sign in to OGC with your valid user ID and password.
3. Click the Administration tab on the OGC menu bar.

Understanding the Layout and Structure of the Administration Console

All pages within the OGC Administration console are unified through a common page layout, as
shown in the following image.

|
Irces 5 r Tables T O attings E 1
2 3
Name Source Entity Type
1 Masters OmniSource PatientMaster
OmniSource Patient
Person Address Masters OmniSource PersonAddressMaster
Person Name Masters omniSource PersonNamenaster
Person Addresses OmniSource PersonAddress
4
OmniSource PersonName
OmniSource Provider
OmniSource Providerhaster
Person Identifier Masters OmniSource PersonidentifierMaster
Person Contact Method Masters OmniSource PersonContactiethodiMaster
m 2 3 1 7 8 1 Next
Q Back to top) 5

Each page contains the following areas:
1. Components menu

2. Actions menu

Omni-Insurance Omni Governance Console Administration Guide 15



Understanding the Layout and Structure of the Administration Console

3. Help menu
4. Content area

5. Footer

Components Menu

The components menu includes the following tabs:
Sources

Views

Options

Tables

Table Order

Settings

L U o U U U

Exceptions

The following image shows the components menu with the Tables tab selected.

Actions Menu

16

The actions menu may vary depending on the specific page. Usually, the actions menu
contains:

. List of items.
- Create item button.
. Edit item button.

4 Delete item button.

Detailed information about the actions menu is described throughout this documentation.

Information Builders



1. Introducing the Administration Console I

The following image shows the actions menu when the Tables tab selected in the components
menu.

Table List + New Table & Edit Table B Delete

Help Menu

The Help menu describes the functionality of the corresponding activity. It is available within
each tab for each action.

The following image shows the Help menu when the Views tab selected in the components

menu.

© Help

| Views

| Views enable you to present data
entities as gnds, customizing their 100k
and feel

Ealea

Content Area

The content area is the main part of each page where administrators can view and edit
metadata.

Detailed descriptions of different pages are provided throughout this documentation.

Footer

The footer contains links to the Home and Contacts pages, and links for downloading and
uploading metadata. It also contains the Back to top link.

o
w1}
-

Omni-Insurance Omni Governance Console Administration Guide 17
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Chapter

Configuring Application Components

This section describes how to configure Omni Governance Console (OGC) application
components using the Administration console.

In this chapter:

- Sources

Views

Options

Tables

Table Order

Settings

Exceptions

Downloading and Uploading Metadata

Configuring 360 Viewer

L U U U v v uJ od o

Configuring Remediation Pages

Sources

Sources contain information about services that provide data and its metadata (data
structure).

Omni-Insurance Omni Governance Console Administration Guide
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Sources

Source List

A list of all sources is displayed on the Source List page. On this page, it is also possible to
validate source and view source updating history.

Sources WViews Options Tables Table Order Settings Exceplions

e AN+ New Source © Help

MName uri Action

OmniSource nltp Im40834-2 prclpetls local: 8082/ OmniDomainfv2/data. svof Validate | History
Source Validation

Administrators can validate a source by clicking the Validate link. Validation is necessary to
check the source remote changes. It covers the cases when an additional column was added
to a specific table on a remote source, removed from it, or its properties changed (type,
canfFilter, canEdit). After validation, all changes will be synchronized.

Source List + New Source

42 columns to add, 28 columns to remove, 0 columns to edit and 0 tables to remove

View Details

After clicking the Apply Changes button, the source will be updated, as shown in the following
image.

Sources  Views  Oplions Tables Tabie Sets Seftings  Exceptions

Successiully updated source OmniSource © added 42, removed 28 and edded 0 columns, O lables removed

Name uri Action

http:ivm40834-2 projects local 9000VOmniDomainiv2idata sve Vasdate | History

20 Information Builders



2. Configuring Application Components I

Source History

Administrators can access the Source Update History page from the Source List page by
clicking the History link. This page contains all update events after a source validation, as

shown in the following image.

Source Update Events

Date

2014-03-26 14:53.07.12
2014-03-26 14:53.07 069
2014-03-26 14:53.07.017
2014-03-26 14:53.06 966
2014-03-26 14:53.06 915
2014-03-26 14.53.06 864

2014-03-26 14.53.06.813

26 14:53.:06.756

2014-03-26 14:53.06.704

2014-03-26 145306 653

Show Source

To view detailed information about a source, administrators should click the name of the
source on the Source List page. The Show Source page contains the following information:

4 Source name

= Uri

WI Tickets

Wi Cases

Wi Cases

Wi Cases

v

NT Cases

Wi Cases

Wi Cases

Wi Cases

-1 Tables the source contains

View

groupedGridview
advancedSearchView
TulinfolView
groupedGridview
groupedGridview
groupedGridyiew
manOvermidePopupView
casePropertiesView
casesPopupView

breadc rumbView

Omni-Insurance Omni Governance Console Administration Guide

Column
remedyRefs
remedyRefs
remedyRefs
events
tickets

550

Action

edited

edited

edited

eted

edited

edied

edited

edited

edied

edted
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Sources

22

[d Source configuration

Sources Views Options

= Sources List  # Edit Source

Name
Uri
B Tables

n Source configuration

Tables  Table Order  Settings  Exceplions

& Delete

OmniSource

hitp:ivm40834-1 projects local: 8082/OmniDomain/fv2/data. svc/

Patient Masters

Organizational Unit Identifiers
Organization Names

Organizational Unit Contact Method Masters
Provider Assignments

Provider License Monitors

Facility Relation Masters

Facility Location Contact Method Masters
Job Masters

Provider interpreter Privileges

Facility Location Relation Masters
Provider Practice Speciality Masters
Facility Address Masters

Organization Address Masters
Qrganizations

Person Names

Facility Identifier Masters

Patient Medical Record Number Masters
Provider Insurances

Organization Identifiers

orDelimiter

@ Help

Information Builders



2. Configuring Application Components I

Editing a Source

The Edit Source page enables administrators to change source properties. However, some
fields such as Uri and Tables cannot be edited. To navigate to this page, administrators should
select the source that needs to be changed from the list and then click the Edit Source button.

sources Views Options Tables Table Order Settings Exceptions

= Source List + New Source # Edit Source ® Delete @ Heip

Hame OmniSource
Uri httpiivmd0B834-2 projects local 9
Service URL htpivmd0834-2 projects local9 | Workfiow endpaoint

Tables + Person Name Masters
= Organization Names
+ Facllity Address Masters

« Proviger Practice License Masters

+ Patient Masters

« QOrganization Contact Methods

« Organization Contact Method Masters
« Facility Location Addresss

« Qrganization Mame Masters

+ Facility Location Identifiers

« WI Events

+ Include Rules

« Provider License Monitors

Omni-Insurance Omni Governance Console Administration Guide 23



Views

Deleting a Source

Views

24

Administrators can delete an item by clicking the Delete button, which is available on the Show
Source page, as shown in the following image.

Delete ltem

Are you sure?

Views are used to select/group columns for display in the main interface of Omni Governance
Console (0GC).

Grid Result View

Related In

Included
masterid #
firstName #
middieName #
lastName #
dateOfBirth #
addressLinel#
city #
stateProvinceCodeDescription#
postalCode &

omniModifiedDate #

e

Excluded

addressLine2s#

addressLined #

addressLined #
addressUsageComment#
adoptedCode #
adoptedCodeDescription #
adoptedCodeld #
ambulatoryStatusCode #
ambulatoryStatusCodeDescription #
ambulatoryStatusCodeld #

badDebtCode #

Information Builders




2. Configuring Application Components I

For example, the Grid Result View is used to represent the grid on the Show Table page, as

shown in the following image.

Sources  Views  Oplions  Tables  Table Order  Seftings  Exceplions
= TableList 4 NewTable # EciTable & Delete @ Help
UEMID * First Name Middle Name Last Name Date Of Birth Address City State/Province Postal Code Omni Modified Date
10 Dylan P Morgan 1088-07- 126 E MAIN ELKTON  Maryland 21921-5007 2014-05-20T02:40:06
04T00.00:00 8T
12 Audrey Patricia Myers 1945-12- 4123 EL CA 917311008 2014-05-20T02:40.08
0OT00.00.00 ROWLAND MONTE
AVE
14 Shawn E Henry 1942-12- 9000 Romulus  Michigan 48174 2014-05-20T03:49.08
07T00:00:00 Middiebelt Rd
16 Tery A Frost 1962-02- 235 Prospect  Grand Mschigan 49503 2014-05-20T03:49.10
14T00-00-00 Avenue Rapics
18 Hristopher Tanaka 1934-07- 745 Highway Sgawk utah 34322 2014-05-20703:49:15
07T00.00:00 Terrace Valiey
2 Ernily Sophia Bickenbach 1075-10- 24576 Athens inois 62613 2014-05-19T15:10:52
10T00-00.00 BROCKWOOD
HILLS RD
4 1965-02- 2014-05-10T15:10:54
21T00-00.00
[ Emily Sophia Blers-Knutson  1975-10- 24577 Athens lingis 62613 2014-05-19T15:11:12
10T00-00°00 BROCKWOOD
HILLS RD
] Ryan Z Carter 1988-07- 5719 Los California 90058-3811 2014-05-20703:49.06
04T00°00:00 BANDERA ST  ANGELES

Omni-Insurance Omni Governance Console Administration Guide
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Views

View List

The list of all views is displayed on the View List page, as shown in the following image.

2= view List [JEETERTE @ e
Title Has Celumns Exclude All Has Column Groups Has Column Sub Groups Has Column Sections
Resi True True False False False
tails ue True True True e
True False True False ase
True T alse Fal Faise
True True True Tru Faise
it Sea View frequentSearchView True True Faise True Faise
relatedinstancesView True True Faise False Faise
breaderur True True False False False
-ase casesPop True True Faise False Faise
casePropertiesview True True True False Faise

B

List of all views and its representation in the user interface is described in the following table.

View Description

Grid Result View Ul: Columns that should be displayed in the tables on the
360 Viewer and 360 Details page. Also reflects Show
Table page on Admin console.

Admin Tables: Domain's (Party Master, Party) and
Subdomain's tables (Addresses).

Quick Details View Ul: Columns that should be displayed in Preview Panel in
the 360 Viewer and 360 Details tables.

Admin Tables: Domain page table and Details 360
subdomain table (Preview Panel), also configure case and
ticket pop-ups (Wf Cases, Wf Tickets, WF RemedyRef
tables).
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2. Configuring Application Components I

View

Description

Full info View

Ul: Columns on Details 360, Master Comparison,
Compare Source, Historic Master Comparison, Historic
Compare Source, Remediation pages.

Admin Tables: Domain's (Party Master, Party) and
Subdomain's tables (Addresses).

Record Properties View

Ul: Record properties on Master Comparison for current
and historic records.

Admin Tables: Domain's (Party Master, Party) tables.

Advanced search view

Ul: Domain search, Instance search, and Issues Search.

Admin Tables: Domain's (Party Master, Party) and
Subdomain's tables (Addresses).

Frequent Search View

Ul: Domain search, Instance search.

Admin Tables: Domain's (Party Master, Party) tables.

Related Instances View

Ul: Details 360 breadcrumb drop-down list for domain.

Admin Tables: Domain's (Party Master, Party) and
Subdomain's tables (Addresses).

Breadcrumb View

Ul: Breadcrumbs throughout the entire application.

Admin Tables: Domain's(Party Master, Party) and
Subdomain's tables (Addresses).

Case Properties View

Ul: Case properties area on remediation pages: Matching,
Cleansing, General Issue.

Admin Tables: WF Cases

Grouped Grid View

Ul: Data Dictionary Code set grouped view.

Admin Tables: Source Codes.

Case Issues Grid View

Ul: Columns in Case's Grid on Issues Search page.

Admin Tables: WF Cases, all Domain's (Party Master,
Party) tables.
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Show View
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View

Description

Ticket Issues Grid View

Ul: Columns in Ticket's Grid on Issues Search page
(nested grids).

Admin Tables: WF Tickets.

Manual Override Popup View

Ul: Issue popups.

Admin Tables: WF Remedy Refs table.

My Cases Filter View

UI: Filter by Cases and Filter by Tickets panel on My cases
tab (Issue Search page)

Admin Tables: WF Tickets, WF Cases

All Cases Filter View

ULl: Filter by Cases and Filter by Tickets panel on All cases
tab (Issue Search page).

Admin Tables: WF Tickets and WF Cases.

The Show View page can be reached by selecting any view from the list. It contains the
following information about the selected view:

- View title
View name

If a view has columns

If a view has groups
If a view has sub-groups

If a view has sections

L U U U U U L

If a view has links

If all columns must be excluded
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More information about groups/sub-groups/sections will be provided in the following sections.

B2 View List + New View # Edit View B Delete @ Help

0 Title Grid Resuit View

9 Hame aridResultview

0 Has Columns True

e Exclude All True

@ Has Column Groups False

@ Has Celumn Sub Groups False

a Has Column Sections False

@ Has Links False
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Creating a New View

Administrators can create a new view by clicking the New View button. The new view will not be

used anywhere, but this functionality is available.

B view List + MNew View

Tille

Name

Has Columns

Exclude All

Has Column Groups

Has Column Sub Groups

Has Column 3ections

Has Links

30

I
=

OFF

OFF

OFF

OFF

OFF

a Help
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Editing a View

The Edit View page enables administrators to change a view. Administrators can navigate to
this page from the Show View page by clicking the Edit View button. Note that the Name field
cannot be edited.

EE view List e New Visw B Delate @ Helf

Title Grid Result View
Hame  gridResultView
Has Columns
Exclude Al
Has Column Groups
Has Column Sub Groups

Has Column Sections

Has Links

Options

Options can be added for a table, source, or view. Each of these elements can store a custom
value for the option. Currently, options are used to:

[d Configure a name for single table record.
Id Show or hide Info tabs.
I Switch logging on or off.

I Define a title for Default Filters.

Omni-Insurance Omni Governance Console Administration Guide 31



Options

[d Adding of multiselect switchers to My/All Filter cases.

Option List

The list of all options is displayed on the Option List page, as shown in the following image.

Show Option

32

Title
Record Name

Info Tab Indicator

Is Logged
DefaultFilterStateMyCases
DefauliFilterStateAllCases

SwitchervaluesStateAliCases

SwilcherValuesStateMyCases

Sources Views Options

£= Options List + New Option

Name
tableRecordName

isinfoTab

IsLogged
DefaultFilterStateMyCases
DefaultFilterStateAliCases

SwitchervaluesStateAliCases

SwitchervaluesStateMyCases

Settings Exceptions

Description
Name for single table record

Indicates whether a table is
an information kind of tab

Log events from this table
DefaultFilterStateMyCases
DefaultFilterStateAliCases

adas possibility using of
multiselect switchers for
configuring of filtering items
on All Cases

adds possibility using of
multiselect switchers for
configuring of filtering items
on My cases

@ Help
Path,
Type' Path Name
table

table

table
view  myCasesFilterview
view  alliCasesFilterView

view aliCasesFilterview

view  myCasesFilterview

When administrators select any option from the list, the Show Option page is displayed. This

page contains the following information about the selected option:

U U o o o o

Option title

Option name
Option description
Option type

Option default type

Type of component
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[ Name of view (if required)

EB Option List + HNew Oplion # Edit Option B Delete @ Help
o Titie Record Name
9 Hame tableRecordiame
9 Descriplion Name for single table recond
9 Type String
B Default Valye Record
@ Path Type table
o Path Name

Creating a New Option

Administrators can create a new option on the New Option page by clicking the corresponding
button on the Option List page, as shown in the following image.

IE Opbion List + Mew Oplion @ Help

Title
Name
Description
Type v
Path Type v

Create Resel
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Editing an Option

The Edit Option page enables administrators to modify an option. Administrators can navigate
to that page from the Show Option page by clicking the Edit Option button, as shown in the
following image.

B Option List =R Edit Option B Delete @ Help

Title Recond Name
Name ftableRecordMame
Descriplion | Mame for singie table record
Type String
Default Value Record
Path Type fable

Path Name

Update Reset

Note that the Name and Type fields cannot be modified.

Tables

Tables represent all available entities (for example, Patient Master, its Addresses, Provider
Master, and so on).
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Table List

Show Table

Sources Views Oplions Tables
= Table List [ ENEVRELTE
HName

Patient Masters

Fatients

Person Address Masters

Person Name Masters

Person Addresses

Person Mames

Providers

Prowvider Masters

Person Identifier Masters

Person Contact Method Masters

n? 3 4 5§ 6 7 8 9

I= Table List 4 New Table 4 Edit Table
UEMID First Name Middle Name
10 Ava F

12 Emity G

14 Abigail H

16 Jayden 1

18 William I

2 Qlivia D

20 Madison L

22 Hoan K

24 Michael M

28 Alexander o

Table Order  Seitings

Exceptions

Source

omniSource
omniSource
‘OmniSource
OmniSource
OmniSource
OomniSource
OmniSource
OmniSource
OmniSource

OmniSource

E Delete

Last Name Date Of Birth
Miller

Davis

Garcia

Wilson

Rodriguez

Brown

Anderson

Martinez

Taylor

Hemandez
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Address

City

The list of all tables is displayed on the Table List page, as shown in the following image.

Entity Type
PatientMaster

Patient
PersonAddressMaster
Personiamedaster
PersonAddress
Personiame

Provider
ProviderMaster
PersonkdentifieriMaster

PersonConiactMethodMaster

2]

State/Province Postal Code

Help

When administrators select a table from the list, the Show Table page is displayed. This page
contains information about the selected table, as shown in the following image.

35



Tables

Creating a New Table

36

Administrators can create a new table on the New Table page by clicking the corresponding

button on the Show Table page.

The New Table page contains the following sections:

Table properties

Table options

View tabs

Included columns

Include all/Exclude all buttons

o 0ok wbdp

Excluded columns

Columns can be added in the Included section by dragging and dropping, or deleted by clicking

the "x" icon.

Sou Views O Tables
= Ta sl + New Table @ Help
Source OmniSource
Table Column .
Name Columns
Record Name Record Hame for single lable recond
Infip Tab Indicator Indicates whether a table is an information kind of tab 9
Grid Result View Qu Fi Record Propertes
Related Instances View Cases Popup View ridl Vie 0
+
[reioded Excluded
calcDescription x calcFormyla e
calculatedColumn
dataType
displayName
toreignkey
id
longDescr
name
o primaryKey (6]
shortDescr
sourceSystem
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Some views have groups/sub-groups/sections. To create a new group/sub-group/section,
administrators should choose the appropriate value from the drop-down list (if the view allows
having groups/sub-groups/sections), type the name, and then press Enter.

Groups allow administrators to unite columns.

Sub-group is used to display a key-value pair, which is why a sub-group must contain two
columns.

A section is an additional grouping in the group.

Group ¥
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For example, the Patient Master table has groups (1) and subgroups (2) in the Quick Details

View.

Included:
I@Demographics 0 x
mmName »
firstName 4 x (|
lastName # =
mmName e x
motherMaidenName & x
middieName # x
maritalStatusCodeDescription 4 x
citizenshipCode ¢ x
ssn4# b
dateOfDeath & x

The following image shows the Advanced Search dialog.

Search for Provider Masters e
@ Demographics
| Mame ‘?I Mothar ﬁden Name

Middle Name ? Marital Status

Citizenship Code SSN

Date Of Death g2 Date Of Birth (=

Cause Of Death Gender

Deceased Code o
&) Ethnicity
m Close of try search | Addresses | Names
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Created items are validated before they are updated to the table. Sub-group tags must contain
two columns. In addition, the Grid Result View must have at least one column included. If
validation fails, an appropriate message is displayed and the table is not updated.

View tabs can be closed and restored from +Add view drop-down list, as shown in the following

image.

Grid Result View Quick Details View Full Info View

Related Instances View Breadcrumb View

Included
sourceName #
sourceinstanceld #

omniModifiedDate #

Omni-Insurance Omni Governance Console Administration Guide

Grouped Grid View

Manual Override Popup View
Case Properties View

Cases Popup View

Master Issues Grid View
Instance Issues Grid View

Record Properties View

Ta

<< = i
1
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Editing a Table

The Edit Table page looks similar to the New Table page. To navigate to the Edit Table page,

administrators must select a table from the list and click the Edit Table button. Note that the
Source and Table fields cannot be edited. Administrators can enable the Info Tab Indicator to
represent Info tabs for a particular table.

Sources  Views  Options  Tables  Table Order  Seftings  Exceptions

12 Table List + New Table # Edit Table B Deigle @ Help

Source  OmniSource
Table Patienthasier

Name Patient hMasters

Record Mame Patient Mame for single table record
info Tab Indicator OFF Indicates whether a table is an information kind of tat
Breadcrumb View Related instances View Frequent Search View Advanced Search View
Record Properies View Full Info View CQuick Details WView Grid Result View + Add view =
Included Excluded

masterid # »® HH addressLine] #

fuliName # = addressLinel #

dateOfBirth # » addressLined #

ssnd x addressLined #
addressUsageComment #
adoptedCode #

adoptedCodeDescription &
adoptedCodeld #
ambulatoryStatusCode #
ambulatoryStatusCodeDescription #

ambulatory StatusCodeld # x:
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Some views have links. The Links section is displayed after the Columns section.

Links Included Excluded
addresses # x cases#
names # x contactMethods #
identifiers #

instances #

preferredProviders #

Columns and links can be added in the Included section by dragging and dropping, or deleted
by clicking the "x" icon. Tables displayed in the Links section are represented within the
application as subdomains/sub-sub domains.

When new options for a View are created, they are displayed on the corresponding View tab
after the Columns and Links sections.
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For example, the following image shows Default Filtering on the WF User Cases table.

NEANce |8sues Giid View Magter Issues Grid View My Cases Filer View
Al Cases Fler View & Add view =

Included Excluded
feazename # = nn assignee #
losedFlag # X assignmentDT #
ocumentame # x createDT #
dUser # x cumentState #
duserCraated # * days0ld #
jcasaType # x documentReference #
dUserUpdated # X fuliName #

id #
instanceCount #
queueName #

redsonCode # hi

efaull Filter Siate My Cases

casename -
clysedFlag =

docurneniName

idUser -

KLiserCraated -
caseType

KUserUpdated =

Columns that are placed in the Included section of the My/All cases filter view are displayed in
the Default Filtering section as well. If a column is moved to the Excluded section, the column
will automatically disappear from the Default Filtering section.

42 Information Builders



2. Configuring Application Components I

The administrator can select any required value for the field from the drop-down list. Or the
administrator can start typing within the field itself to view results that satisfy the filtering

criteria.
& " i i Default Fitter State My Cases
Defaull Fiker State My Cases
casename jene casename =
chsearlag | Manual TICrl closedFlag | Manual cleansing

manual matching
documentName

manual :_)E-"EIJl
idLiser . idUser -
Craated
UsarCraated idUserCreated o

caseType -

dUserUpdated -

More than one value can be selected for one field if required.

Default Filter State My Cases

casename manual matching manual genaral -
chosedFlag -
documentName -
idUser d
idUserCreated -
caseType v
KUserUpdated -

After the required values are set, the administrator can click Update to apply the changes.
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Editing a Column

Columns can be edited from the Edit Column page, by clicking on the pencil icon for a
corresponding column in the table.

Sources Views Oplions Tables Table Onder Sellings Exceplions

+ Mew Column B Delete @ Help
Name masterld
Descriplion
Title  UEMID
Table * Patient Masters
vpe  Siring
View  Breadcrumb View
Treat As et Ly
Width
Alignment
Can 3o
Can Filter

Can Edit N

EEBAR"

Is Visible ON

Several fields, such as Name, Table, Type, and View are not available for editing. The Table
and View fields are hyperlinks to corresponding items.

In addition, it is possible to create or delete a current column by clicking the corresponding
button.
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Global Column Editing
There is an Update in all views check box near some fields on the Edit Column page. When
selected, the appropriate column will be updated in all views for the corresponding table. For
example, if an administrator changes a description in the Patient Masters table with this
option selected, then the description will be changed in all views for the Patient Masters table.

Description
:_Update in all views j

Title LUEMID

Editing a Link

Links represent sub-domains. Links are used, for example, in the Advanced Search dialog.
They allow searching by sub-domain parameters of a record. Links are laos used on the Details

360 page, where they display sub-domain tabs.

fewen ) Q Advanced Search

OMMIPATIENT

Provider Masters

@ Frequent

(& Demographics

® Ethnicity
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Link can be edited from the Links section on the Edit Table page, by clicking on the pencil icon.

B Link List =+ Mew Link # Edit Link B Delete

Hame  addresses

Description
Titse Addresses
Table *  Providers
View fic
Treat As text v
15 Visibie On
Reference Type  Person Addresses

upaste | perie SR

Several fields, such as Name, Table, Type, and View are not available for editing. The Table
and View fields are hyperlinks to corresponding items.

In addition, it is possible to create or delete a current link by clicking the corresponding button.

Table Order

Table Order is a group of Domain tables. Domains included in the Domains drop-down list are
displayed based on the order defined in Table Order.
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Table Order List

A list of all table orders is displayed on the Table Order List page, as shown in the following
image.

Sources Views Optlions Tables Table Order Settings Exceplions

£= Tabie Order List @ Help

Title Name

Master Table Order masterTableOrder
# Home & Download @ Back to top
B3 Contacts Metadata

& Upload Metadata
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Editing a Table Order

The Edit Table Order page is accessible from the Table Order List page by clicking the Table
Order link and then clicking Edit Table Order, as shown in the following image.

Title Kaster Table Onder

Mame masterTableOrder

Tatdes Patient Masters #
Provider Masters #
Facility Location Masters #
Facility Masters #
Organization Masters #

Worker Masters #

Ea Contacls Ketadata

& Upload Metadata

Orders can be changed by dragging boxes to the required position and then clicking Update.

Settings

Settings are global variables for configuration per whole application. For now, settings are used
to configure the following items:

I Default date format for date pickers and date fields.
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- Default date time format for that is used for custom date properties that do not belong to
any view (for example, activity dates for cases).

Defining view of links for actions column in domain view table.

Track JavaScript Errors.

Show pop ups with copy button in domain view table when hovering records.
Load records by default on home page, or after searching only.

The number of tables expanded by default on issue search page.

Defining of the number of filter sections count.

Enabling the ELK logging functionality.

Setting the proxy URL.

L U U U U v v od o

Defining the default display of sections on the Master comparison page.

For example, administrators can change the default date format value to dd MM yyyy, and all
date fields will be represented in this format.
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Setting List

The list of all settings is displayed on the Setting List page, as shown in the following image.

Sources Views Options Tables Table Order Seftings Exceptions
£= Settings List G BNEECE ] @ Help
Name *  Title ¢ Description : Type + Value s
trackJsErrors Track Track JavaScript Errors Boolean frue
JavaScript
Errors
defaultDateTimeFarmat Date Time Default date time format for that is used for custom String yyyy-MM-dd hh:mm:ss a
Format date properties that do not belong to any view (2.9

activity dates for cases)

showPopupWithCopyBution  Show Popup Show pop ups with copy bution in domain view table Boolean false
With Copy when hovering records
Button
showActionicons Show Action Show icons in domain view table for actions Boolean  true
lcons
defaultDateFormat Date Format Default date format for date pickers and date fields String MM/dalyyyy

without pattern

InadRecordsBy Default Load records Load records by default on home page, or after Boolean  faise
by default searching only
issuePageTablesCount Default grid The number of grids expanded by default on issue Numeric 3
number search page.
IssueFitersectionsCount Issue Fiter Issue Fiter Sections Count Numeric 1
Sections
Count
loggingELK Enable ELK Enable ELK logging Boolean false
logging
proxyUrl Proxy Url Proxy Url String hitp:/lomnipat1.ibi. com:8080

Show Setting

Administrators can navigate to the Show Setting page by selecting the corresponding setting
from the list. The Show Setting page provides the following information about the selected
setting:

[ Setting name
[ Setting title
Id Setting description

I Setting type
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[d Setting value

& Setting List 4 NewSelting o EditSetling B Delele @ Help
@ 1=me defaultDateFormat
9 Title Date Format
a Deseriplion Default date format for date pickers and date fields withoul pattern
0 Type Siring
B Value MKd yyyy

Creating a New Setting

Administrators can create new setting on the New Setting page by clicking the corresponding
button on the Show Setting page, as shown in the following image.

I8 Setting List 4+ New Setting Help

Name
Title
Description

Type ¥
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Editing a Setting

The Edit Setting page enables administrators to change the properties of a setting.
Administrators can navigate to that page by clicking the corresponding button on the Show
Setting page, as shown in the following image.

IE SeftingList  + New Setting m . D ey

Name defaultDateF ormat
Title Date Format
D5 riplion Default date format for date pic ke
Type  Siring

Value Wddnyyyy

Note that the Name field and Type field cannot be edited.

Exceptions

The Exceptions tab contains information about all errors that have occurred in the application.
When an error occurs, a user receives an exception ID on the error page, and an administrator
can the error condition based on this ID.
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Exception List

The list of all exceptions is displayed on the Exception info List page, as shown in the following
image. This page is used to provide information for Omni Governance Console (OGC) support
and developers in the event of an error occurrence.

Sources  Views Optiens Tables Table Sets

£= Exceptioninfo List @ Help

Id User Date Stack trace

Settings Exceptions

v 3 projectsiwso2sysadmint 2014-05-20 12.04.33  com.ibi.op.search. Sour Response code 404: Not Found at
com.ibi.op.config. SourceClientService$_t__doRequest_closured_closured doCall{SourceClientService groovy:54) at
groovyx net http HTTPBuilders1 handleResponse(HT TPBuilder java:494) at
org.apache. hitp.impl.client.C: tipClient execute(C fitpClient java 218) at
org.apache. hitp.impl.client.C itpCiient execute(C fitpClient java: 160) at
groovyx.net http HTTPBullder. doRequest(HT TPBuilder java:506) at groovyx.nel hitp HT TPBuilder doRequest
(HTTPBuilder java:425) at groovyx.net hitp HTTPBullder. request{HT TPBullder java:401) at
com.ibi.op.config SourceClientSernvice. $tt_ ¢ q eC vice. groovy:38) at
com.ibl.op.config SourceClientService $tt__doGet{SourceClientSenvice groovy-13) at
com.ibi.op.config. SourceService $tt__getEntityTypes(SourceService. groovy-294) at
com.ibi.op.config.odata SourceController. getEntity Types(SourceController. groovy:73) at
grails. plugin cache web filter. PageF achingFilter. doFilter (PageF acl ier java:200) at
grails_ plugin.cache web filter AbstractFilter doFilter{AbstractFilter java63) at
grails_ plugin springsecurity web filter Gr ationFiter doFiker
(G iter java:532) at
grails plugin sp web. Req) er.doFilter
{RequestHolderAuthenticationFilter java:49) at
grails. plugin.springsecurity. web.authentication logout MutableLogoutFitter. doFilter(MutableLogoutFilter java:62) at
java.util.concurrent ThreadPoolExecutor runWorker(ThreadPoolExeculor java: 1145) at
java.util.concument ThreadPoolExecutorsWorker run(ThreadPoolExecutor java615) at java lang. Thread.run
(Thread java:745)

» 2 projecis/wso2sysadmin 2014-05-2012.04.24  COM.IDM.Op.S€Arch. SoUrCEResponseException: Response code 404 Not Found at com.ith.op.config SourceClientSenv

» 1 prOjectSwWs02sysacmint 2014-05-2012.01.59  javaiang RuntimeException. wskte.So0ap. SOAPCHEnEXCeption: S00 INtemal Server Eor al ofg. Sprngiramework sec.

Downloading and Uploading Metadata

This section describes how to download and upload metadata.

Downloading Metadata

Metadata provides the configuration values for the Omni Governance Console (OGC)
application. It describes what sources, domains, and sub-domains (from services, views,
settings, and so on) are used within the application. Metadata is stored in XML format in a file-
based database.

A metadata.xml file is read into and is validated while it populates the OGC configuration
database, and initializes application settings.
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The configuration database is stored in two files, as shown in the following image.

bt b Local Disk (C:) » Program Files » Apache Software Foundation » apache-torncat-7.0.52 » bin

[E configtest.bat
configtest.sh

[%] cpappend.bat

__ daemon.sh

[ digest.bat

| digest.sh

% prodDb.h2.db

% prodDb.lock.db

%] service.bat

[ setclasspath.bat
setclasspath.sh

[E] shutdewn.bat
| shutdown.sh
[E] startup.bat
__ startup.sh
2 tenative-1.dil
'ﬁ tomcat?.exe
’b tormncatTw.exe
& tomcat-julijar
L lﬂmat-na‘rhre.ta(.gl:
[E&] tool-wrapper.bat

Mew folder
&
Name Date modified
__ commons-daemon-native.tar.gz 2403 2014 19:07

014 1907

24.03.20

24.03.2014 21:25
24.03.2014 21:16
24.03.2014 19:07
24.03.2014 19:07

24.03.2014 19:07

24.03.2014 19:07

24 03,2014 19:07
24.03.2014 19:07
014 19:07

24032014 19:07

24.03.2014 19:07
24032014 19:07
24.03.2014 19:07
24032014 19:07

34 (13 WH4 1907
24.03.2014 19:07

Type

GZ File

Windows Batch File
5H File

Windows Batch File
SH File

Windows Batch File
SH File

Diata Base File

[Data Base File

ws Batch File

Windows Batch File
SH File
Windows Batch File
SH File
Windows Batch File

SH File

Application extens...

Application
Application
Executable Jar File
GZ File

Windows Batch File

Lize

201 KB
IKE
2KB

2 KB

S KB

3 KB

2 KB
5130 KB
1KE
TEB

4 KB

4 KB
2KB
2KB
2KB

2 KB
1553 KB
102 KB
102 KB
38 KB
280 KB

4 KB

The database is created during the first deployment of OGC when an existing configuration
database (prodDb.h2.db) is not present.

Administrators can download the runtime database of metadata stored as prodDB.h2.db (as
shown in the above image) and convert it into a readable metadata XML file by clicking the

Download Metadata link.

The download link is displayed in the footer of the page, as shown in the following image.

#& Home
3 Contacts

& Download Metadata
& Upload Metadata

© Back to top
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Uploading Metadata

You can configure an application from metadata that is stored in an XML file. There are three
scenarios for uploading metadata:

1.

Upon the first deployment of the application, when the configuration database is empty.
After authorization, the first log in attempt by a user with the System Administrator role will
be redirected to the Upload Metadata page. Here, the administrator will be able to select
the configuration file that will be provided separately.

It is possible to upload metadata without redeployment, when the application is already

configured, by clicking the Upload Metadata link. It is advisable to do this only if the data
structure has not changed, and only some columns or views were edited. Otherwise, the
application may crash. In this case, follow the instructions in the third scenario.

. If remote services were upgraded and the data structure was changed (the application can

no longer function), using the second scenario will not work. In that case, stop the
application, remove the configuration database, and follow the instructions in the first
scenario.

@® Upload Metadata

Please upload metadata XML file fo infialize source, tables, columns and other components

Choose File | Mo file chosen
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Before uploading, the file is validated to ensure that the format is correct. If the format is
incorrect or thee file is empty, an error message appears, as shown in the following image.

@® Upload Metadata

Flease upload metadata XML file to initialize source, tables, columns and other components

| L1 ] File cannot be empty

Choase Flie | No file chosen Upload
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Configuring 360 Viewer

To configure the order of domains in the Domain drop-down list, click the Table Order tab and
then click Master Table Order. You can change the order of the Domains by dragging the
domain boxes and then clicking Update.

Sources Views Options Tables Table Order Seftings Exceptions

£= Table Order List © Help

Title Name

Master Table Crder masterTaeOnder

N/

Sources Views Options Tables T¥0le Crder Seltings Exceptions

EE Table Order List JFISIRELELIGEN | = Delete

Title Master Table Order

Name  masierTableOrder

Tabkes  patient Masters #

Provider Masters #

Facility Location Masters #
Facility Masters #
Organization Masters #

Worker Masters #

For configuring table columns (Home, Search pages) edit the particular table and include or
exclude the necessary columns in the Grid Result View. Each domain has its own set of
columns that configures to the appropriate Master tables (Patient Master, Provider Master,
Worker Master, and so on), as shown in the following image.
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Source

Table

Name

Record Name

Table List 4 New Table B Delete

OmniSource

PatientMaster

Patient Masters

Patient MName for single table recond

Quick Details View Fullinfo View

Breaderumb Vi +Add view

Included
masterid #
firstName #
middieName #
lastName #
dateOfBirth #
addressLine1 #
city #
stateProvinceCodeDescription #
postalCode #

omniModifiedDate #

Advanced Search View Frequent Search View

Excluded
addressLine2 #
addressLined #
addressLined #
addressUsageComment #
adoptedCode #
adoptedCodeDescription #
adoptedCodeld #

ambulatoryStatusCode #

¥ odeD: p rl
ambulateryStatusCodeld #

badDebtCode #

@ Help
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2. Configuring Application Components I

To configure columns for record details, edit the appropriate table and include or exclude the
necessary columns in the Quick Details View.

EE Table List 4+ New Table # Edit Table & Delete @ Help
Source  OmniSource
Table PatientMaster
Name  Patient Masters
Record Name Patient Name for single table record
Grid Result View Quick Detalls View Full Info View Record Properties View Advanced Search View Frequent Search View
Related Instances View Breadcrumb View + Add view =
Included Excluded
um Gender ® = addressLine1#
genderCode # X addressLine2 #
genderCodeDescription # ® addressLined #
== Gender x addressLined #
mm Marital Status x addressUsageComment #
marital StatusCode # x adoptedCode #
marital StatusCodeDescription # » adoptedCodeDescription #
um Marital Status x adoptedCodeld #
uE Language x ambulatoryStatusCode #
languageCode # x ambulatory StatusCodeDescription #
languageCodeDescription # Ll ambulatoryStatusCodeld # -
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To configure subdomain links for advanced search panels, include or exclude the necessary
links in the Advanced Search View tab for the corresponding domain table.

[Brid Result View Quick Details View Full Info View Record Properties View Advanced Search View Frequent Search View
Related Instances View Breadcrumb View + Add view ~
m Included Excluded

addresses# * cases#

identifiers # x contactMethods #

names # x

instances #

preferredProviders #
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To configure fields in the Frequent Search View, include or exclude the necessary columns, as

shown in the following image.

Table PatientMaster

MName Patient Masters

Included: Excluded:

Record Name Patient Name for single table record
Info Tab Indicator Indicates whether a table is an information kind of tab
Is Logged ON Log events from this table

Breadcrumb View Related Instances View Frequent Search View Advanced Search View

Record Properties View Full Info View Quick Details View Grid Result View

firstName # x H ﬂ addressLine1 #

lastName ¢ x addressLine2 #
dateOfBirth & x addressLined #
mrm# x addressLined #
ssn# x addressUsageComment #

adoptedCode #
adoptedCodeDescription #
adoptedCodeld #

ambulatory StatusCode #
ambulatory StatusCodeDescription #

ambulatory StatusCodeld #

mEy
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To configure all Advanced Search sections (except Frequent section) and their attributes,
include or exclude the necessary columns in the Advanced Search View, as shown in the
following image.

Table PatientMaster
Name Patient Masters
Record Name Patient MName for single table record
Info Tab Indicator OFF Indicates whether a table is an information kind of tab
Is Logged ON Log events from this table
Breadcrumb View Related Instances View Frequent Search View [ Advanced Search View
Record Properties View Full Info View Quick Details View Grid Result View + Add view ~
Included: Excluded:
@ Demographics x H E addressLine1 # ;
firstName # x addressLine2 #
lastName # x addressLine3 #
motherMaidenName & x addressLined #
middieName # x addressUsageComment #
ssn# x adoptedCode #
mm & x adoptedCodeDescription #
dateOfBirth # x adoptedCodeld #
ambulatory StatusCode #
ambulatory StatusCodeDescription #
ambulatory StatusCodeld # -
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To configure subdomains for Details 360 and Master Comparison pages, edit the Master table
and include or exclude the necessary links in the Full Info View tab, as shown in the following

image.
¥ Quick Details View Full Info Record Properties View Advanced Search View Frequent Search View
Es View Breadcrumb View + Add view ~
I Links I Included Excluded
addresses # x cases &
contactMethods # x instances #
identifiers # x
names # x
preferredProviders # x
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In the Full Info View tab, you can configure sections and their attributes for Domain or

Subdomain (for example, Details 360, Master Comparison, and Compare Source pages) by

including or excluding the necessary columns, as shown in the following image.

Table PatientMaster

MName Patient Masters

Record Name Patient Name for single table record
Info Tab Indicator OFF Indicates whether a table is an information kind of tab
Is Logged Log events from this table
Breadcrumb View Related Instances View Frequent Search View Advanced Search View
Record Properties View Full Info View Quick Details View Grid Result View + Add view -
Included: Excluded:
@ Demographics x : E adoptedCodeld #* =
firstName #* x ambulatory StatusCodeld # 1
middieName # x badDebtiCodeld #
lastName # x blindCodeld #
fullName # x careLanguageCodeld #
suffix # x citizenshipCodeld #
prefix # x countryCodeld #
title # x countyRegionCodeld #
dateOfBirth # x deafCodeld #
ssn# x deceasedCodeld #
addressLinel # x - disabilityCodeld #* -
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2. Configuring Application Components I

To configure the Record Properties section attributes, include or exclude the necessary
columns in the Record Properties View, as shown in the following image.

Table PatientMaster

Name Patient Masters

Record Name Patient Name for single table record
Info Tab Indicator Indicates whether a table is an information kind of tab
Is Logged ON Log events from this table

Breadcrumb View Related Instances View Frequent Search View Advanced Search View
I Record Properties View I Full Info View Quick Details View Grid Result View + Add view ~
Included Excluded

masterld & x BB addressLine1 # =

emniMedifiedDate # x addressLine2 #

addressLine3 #

addressLined #
addressUsageComment &
adoptedCode #
adoptedCodeDescription #
adoptedCodeld #

ambulatory StatusCode #
ambulatory StatusCodeDescription #

ambulatory StatusCodeld # -
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To configure the size, alignment of columns, and the columns to be sorted and filtered, click
the pencil icon (Edit) in Grid Result View, as shown in the following image.

Sources Views Options Tables Table Order Seltings Exceplions

= Table L + New Table 8 Delete
Source  OmniSource
Table PatientMaster
Name | Patient Masters
Record Name Patient Name for single table record

Gnid Result View Quick Detaits View FullInfo View Record Properties View Advanced Search View Frequent Search View
Related Instances View Breadcrumb View -
Included Excluded
maslerl » B addressLine2 #
hrstNam % addressLined #
mlddleNam@ x addressLined #

To select the default state of the Home Page, click the Settings tab, select the Load records by
default setting from the list, and then edit the parameters accordingly.

If you wish to display the grid on the page by default, select ON in Value field and then click
Update. Otherwise, select OFF.

Show pop ups Wi cogy buRion i domain view lable when hovering  Boolean | true Eescrpuon
recoeds

To configure the Copy button in Popup windows, click the showPopupWithCopyButton setting in
the Settings tab and edit it accordingly.
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If you wish to display the Copy button, select ON in Value field and then click Update.
Otherwise, select OFF.

Show Popup
With Capy
futon

Show Action
tone

Date Format

ssuePageTablesCount

Detaut grid
number

Description

Track JavaScript Enors

Dedaut date bme format for that is sed for
that do it belang ba any view (& 9. aciny

cases)

‘SNow PO UpS Wih £0py BRTIon In Comain view table when novering
recoids

Show icons in domain view laie for aciens

Detaul daie format for date pickers and date fiekds without patiem

¥ Load recorcs by defaul on home page, o after searching only

The nsmer of Grids expanded by defas on issus Search page

It Faer Sections Count

Type

Boolean &

Bookean 1

Boolean  in

String

Boolean

Paameric

Mumenc

@ el

Value

MY

e

To configure the Master comparison and Details 360 display screens, click the Settings tab,
then click the showActionicons link from the list and edit it accordingly.

To display the Master comparison and Details 360 as icons, set the Value parameter to ON,
and then click Update. Otherwise, to display them as links, set the Value parameter to OFF and
then click Update.

By Load records by default on home page, or after sea

Bescription

Track Javascript Errars

hatis us
wieg &

that 8o not belang

i cases)

Show pop ups wih copy btion in domain view table when hovering
recors

SNow IGANS N JOMAN Ve 1At fOr ACOAS

Defat date format for date pickers and date felds without pattem

The number of grids expanced by defaul on S5UE SEATCh page.

Issue Fier Sections Count

Type

Value

Bookan

Boolean

Boolean

string

Bookean

Mumenc 3

Humeric

@ He:

s - s

Hame  showActionicons

r-:i:u: Reset

To configure the display of information tabs, click the Tables tab, select the required table from
the list, and edit it accordingly.
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To display the table as an Information tab, set the Info Tab Indicator parameter to ON.
Otherwise, to display the table as an ordinary sub-domain, set the Info Tab Indicator to OFF.

Sources  Views

Tables Table Order Settings Exceptions

i= Table List 4+ New Table @ Help

Source  OmniSource

Table ProviderLicenseMaster

Name Provider License Masters

Record Name Provider License Name for single table record

Info Tab Indicator Indicates whether a table is an information kind of tab

Is Logged m Log events from this table

Breadcrumb View Advanced Search View Record Properties View Full Info View Quick Details View

Grid Result +Add view ~
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You can configure the default display of sections on the Master Comparison page. All sections
on Master Comparison page can be collapsed or expanded by default. It can be configured
using the setting IsDataExpandedByDefault, as shown in the following image.

Sources Views Options Tables Table Order Setlings Exceptions

I= Settings List 4 New Setting [ AIE=iL0E & Delete

Name * isDataExpandedByDefault
Title * Expand All
Description Defines default display of section

Type* Boolean

e [

If you want all sections to be expanded by default, set the Value parameter to ON. Otherwise,
set the Value to OFF to collapse all sections by default.

Configuring Remediation Pages

This section describes the configurations for the remediation pages.

Issues Page
The Administration panel is available for users with the System Administrator role.

You must first identify which grid on the Issues page needs to be configured.

. If the Parent grid needs to be configured, click the Tables tab and select the WF Cases
table from the list of tables.

. If the Inline grid needs to be configured, click the WF Tickets table from the list of tables.
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Case Issues Grid

The Case Issues Grid view is responsible for the looks and appearance of the Case Grid in the
All Cases and My cases tab of the Issues Search page. The view consists of the following
parts:

d general
.4 domain

The general-related part includes columns which are common for all domains and
configurations in the main Included section of the Case Issues Grid view.

The domain columns are displayed next to the general columns in the grid and can each be
preconfigured for the current user domain.

In order to configure how the Case grids appear on the Issues Search page, click the Tables
tab and select WF Cases from the list of tables. The table should consist of the following
views:

- My filter Issues Grid
.4 All Filter Issues Grid
.d Advanced Search View

4 Case Issues Grid View
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First, check if the current metadata contains a particular view in Views List. If the Case Issues
Grid View is not created yet, delete the existing Master Issues Grid View, then click the New
View button and fill in the required fields, as shown in the following image.

SOuUrces VIEWS 15 ables 1Dk [ S | Exceplion:
= Views Lis + New View
Tille Case Issues Grid View
Mame caselssuesGrdvView
Exclnde All m

Has Column Groups OF ]

=
!

Has Column Sub Groups OFF

Has Column Sections FF

E

Has Links OFF

Create Rizset

Click Create and then click the Tables tab, open the WF Cases table, and click Edit Table.
Add the required Views from the Add View drop-down list and exclude any that are not required.

To rearrange the columns in the view, drag the required column from the Excluded section to
the Included section, especially if you wish to include the column in the view.
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Click the X icon if you wish to exclude a column from the view.

(@ PartyMaster [E)
@ genaral B)
[« Sevory Sy 10 lser Croated | Comn DT | UpdwaDT | Daya0d Tickat Couet. | [Lesmoems Finone | |
| | ]
® e o PRAR Y irad DZBE0IE 102BE05 ] 2 Smith
3] o crm PRMAR Y nad NS A0ERENE o 2 Walson Hpa
10 1
T
L
s - | e
. =
Ticket Issues Grid

The Ticket Issues Grid View is responsible for how the Inline grid appears, which is used to
display Ticket details. In order to configure the Inline grids in the Issues Search page, click the
Tables tab and select WF Tickets from the list of tables. That table should consist of the

following views:
I My filter Issues Grid
I All Filter Issues Grid

I Ticket Issues Grid View.

72
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Check if the current metadata contains a particular View in Views list. If the Ticket Issues Grid
View is not created yet, delete the existing Instance Issues Grid View, then click the New View
button and fill in the required fields, as shown in the following image.

il

e Ticke! Issues Grid WView

Mamea tckad] seiie S G riew

Exclude Al m

Has Column Groups F

Has Column Sub Groups
Has Colnmn Sachons

Has Links ¥WFF

Click Create, and click Tables tab, then open the WF Tickets table and click Edit Table.
Add the required Views from the Add View drop-down list and exclude any that are not required.

To rearrange the columns in the view, drag the required column from the Excluded section to
the Included section, especially if you wish to include the column in the view.
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Click the X icon if you wish to exclude a column from the view.

Showing 1.2 of 2 recards. Number of records parpage | 10 »

My Cases Filter View

Vigw

Inchuded:

ids#

ticketType #

creataDT#

updateDT £

ticketS overity

reasonCode #

idUserCreated #
idUserpdated #

reasonDesc#

74

closedFlag#

- | e

Ticket Issues Grd View

@ PartyMaster [E)
@ general )
Showing 1-2 of 2 records. Number of records perpage | 10 *
I Swverity Systems 1d Usir Created | Croate 0T Update 0T Days Old Ticket Count
=] -]
@ 7FCOBT1EE-1C3... [o] cm PRIMARY/nad. .. 10282015 10282015 o 2
Shmmm.; 1:2 of 2 records. Nun‘nnm of iecords perpage | 10 v ) . .
I Id Ticket Severity  Ticket Type Reason Code Create D T Update DT Id User Created | Id User Updat.. | Reason Desc Closed Flag
] ]
TAMTAIC-ZI. o] geneal Manually Edigp 10282015 02B2MS PRIMARY/nad..  PRIMARY/nad comment add... false
DEDB1718-82. o] general Manually Eq 10282015 0Z82s PRIMARY/nad.. = PRIMARY/nad.. | comment add... false
Shawing 1-2 of 2 records. Number of records per page | 10
© EDAAFB4S01B... (o] crm PRIMARY/nad. .. 10282015 22205 o 2

+ Add vew =

Excluded
assignmentDT #
casold#
casoType #
currentState #
documentName#
documentRelerence #
documeniType #
{ASCHML #
idTicketParant#
idUserhssigned &

aueueName #
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2. Configuring Application Components I

The configuration of nested columns (for example, display name, sortable, filterable) are
available by clicking the pencil (edit) icon for the appropriate columns and updating the
corresponding options.

# Edit Column

Name fullName

Description

Titke Name

Table *
Type  String
View Breadcrumb View
Treat As text v
Width
Alignment v

Can Sort

lef
Can Filter m
can ot
FF

Filtering Panel on My Cases Tab

In order to configure the Filtering Panel for cases on the Issues page, click the Tables tab and
then click WF Cases from the list of tables. If the Filtering panel for tickets needs to be
configured, then the WF Tickets table should be edited.
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The My Cases Filter View is responsible for the list of filtering criteria displayed in the Filtering
panel of the My Cases tab, as shown in the following image.

Table WFCase

Name  WI Cases

Record Name | Record

Info Tab Indicator | orF |

Instance Issues Grid Ve Master Issues Grid View
Al Cas +Add view ~
Included
caseType s x
casename & x
x
severity # x
recordSiatus # %
sourceName # %
currentState & x
daysOld # %
documentName # %
idUserCreated # x

Name for single table record

Indicates whether a

Grid Result View

table is an

information kind of tab

Excluded
assignee #
assignmentDT &
createDT &

documentReference #

fullName &

s

idUser#
idUserUpdated #
instanceCount #
queueName #

,,,,,,, Code &

——

Filters

assignee: ME

Apply
() Case Type
I~ cleansing (5]
I~ general [ 4]
[~ matching e

@® Ccasename

@ closed Flag

@ Severity

@ Record Status
@ source Name
@ Current State
@® Days Ok

) Document Name

@ Id User Created

To rearrange the columns in the view, drag the required column from the Excluded section to
the Included section, especially if you wish to include the column in the view.

Click the X icon if you wish to exclude a column from the view.

Filtering Panel on All Cases Tab

In order to configure the Filtering Panel for cases on the Issues page, click the Tables tab and
then click WF Cases from the list of tables. If the Filtering panel for tickets needs to be
configured, then the WF Tickets table should be edited.
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The All Cases Filter View is responsible for the list of filtering criteria displayed in the Filtering

panel of the All Cases tab.

Hame  WF Tickets

Recordtlame  Record Name for single table record

RN - | it hethr 3 al s n o K fa

Filters
Inchuded: Excluded
sasionee s g [ << | - [ p—— © Assignee
casename # x caseType s () Casename
d x closedFla “
e s ® 1d User Created
idUserUpdated # x
® 1d User Updated
viewsdFlag # x currentState #
@ Viewed Flag
systems # x daysOid#
documentRet ’ x documentName # © Systems
fullName # ® Document Reference
s
idUser s

To rearrange the columns in the view, drag the required column from the Excluded section to
the Included section, especially if you wish to include the column in the view.

Click the X icon if you wish to exclude a column from the view.

Number of Filtering Criteria Sections Expanded by Default

In order to change the number of Filtering criteria sections expanded by default, click the

Settings tab and select Issue Filter Sections Count from the list.
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The number entered in the Value field corresponds to the

by default in the Filtering Panel of the Issues page.

number of sections to be expanded

Sources Views Options Tables Table Order Settings Exceptions Filters
assignee: ME
1= Sefting List + New Setting # Edil Sefting @ Delete m
Name issueFiterSectionsCount -
() Case Type -
Title Issue Fiter Sections Count I~ cleansing B
Description Issue Fiter Sections Count general o
™ matching (5]
Type MNumeric
() Casename
Value 2
I ™ manual cleansing 6
[~ manual general o
— manual matching [ 5]
[ | e :
® Closed Flag

This setting is applied to Filtering panels on both the My Cases and All Cases tabs.

Default Filtering on My Cases/All Cases Tab

In order to have default filters in the issue search page, you must create the following options

accordingly:

|1 DefaultFilte

rsMyCases
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[ DefaultFiltersAllCases

Sources Wiews. Options Tables Table Crder Seft ngs Exceplions

E Oplions List =+ New Oplion

Titke Default Filter State My Cases

Marme DefaultFiterStateMyCases
Description DefaultFiterStateMyLases
Type Siring L
refault Value
Path Type view r

Fath Mame My Cases Filter WView ¥

Create Reset

You must perform the same steps for the All Cases tab.
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When the options are created, they will appear in a list of options, as shown in the following
image.

Sources Views Options Tables Table Order Settings Exceptions

Default, Path _

Title " Name " Description " Type ° Value - Type Path Name
Record Name tableRecordName Name for single table record String Record table
Info Tab Indicator isinfoTab Indicates whether a table is an Boolean  false table

information kind of tab

Is Logged IsLogged Log events from this table Boolean true table

DefaultFilterStateMyCases DefaultFilterStateMyCases DefauliFiterStateMyCases String view myCasesFilterview

DefaullFiterStateAliCases — DefauliFiterStateAliCases  DefaultFiterStateAliCases String view  aliCasesFilterview
# Home & Download Q Back to top
B2 Contacts Metadata

& Upload Metadata

After the options have been added, add the required values to the default filtering section for
the corresponding tab of the WF Cases table.
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The following image shows the columns that are in the Included section of the My Cases and
All Cases filter view.

Instance Issues Grid View Master Issues Grid View Grid Result View My Cases Filter View
All Cases Filter View + Add view ~

Included Excluded
casename # x assignee #
closedFlag # x assignmentDT #
documentName # x createDT #
dUser & x currentState &
dUserCreated # x daysOld #
caseType & x documentReference #
dUserUpdated # x fullName #

id #

instanceCount #
queueName #

reasonCode # M

5e ault !nter gza:e My Cases

casename -
closedFlag -
documentName -
ldUser =
iduserCreated =
caseType -

idUserUpdated -

If a column is moved to the Excluded section, it will automatically disappear from the Default
Filtering section.
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You can select any required value for the field from the drop-down list. You can also start
typing in the field and then select any of the results that meet your criteria, as shown in the
images below.

Default Filter State My Cases

casenarme gene -

dosedFiag manual FELLCral

documentMName -
idliser -
idUserCreated -
caseType -
idUserUpdated -

Detault Filter State My Cases

casename )
closedFlag manual cleansing

manual matching

documentName
manual general

idUser -
idUserCreated -
caseType -
idUserUpdated -
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More than one value can be selected per field if needed:

Default Fiter State My Cases

casename manual match ng '1'anua.<_|-aneraf -
closedFlag -
documentMame -
idUser -

idUserCreated .

caseType -

idUserUpdated —

After the required values are set, click Update to apply the changes.

Switching ON/OFF of Multiselect Drop-down List on My Cases/All Cases Tabs

To enable fields with multiselect drop-down lists on the Filtering Panel Issue search page, you
must create the following options:

4 SwitcherValuesStateAllCases
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Id SwitcherValuesStateMyCases

Title *

Name *

Description

Type *

Default Value

Path Type *

Path Name

£= Options List 4+ New Option # Edit Option W Delete

SwitcherValuesStateMyCases
SwitcherValuesStateMyCases
adds possibility using of multisele

String

view

myCasesFilterView

You must also create the same options in the All Cases tab.
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When the options are created, they will appear in the list of options, as shown in the following

image:
Sources  Views  Options  Tables  Table Order  Settings  Exceptions
[ HENNEE 4 New Option © Help
R N N _ Default Path_ .
Title " Name " Description 7 Type ~ Value = Type Path Name N
Record Name tableRecordName Name for single table record  Siring Record table
Info Tab Indicator isinfoTab Indicates whether a table is Boolean false table
an information kind of tab
Is Logged IsLogged Log events from this table Boolean true table
DefaultFilterStateMyCases DefaultFilterStateMyCases DefaultFilterStateMyCases String view = myCasesFilterview
DefaultFilterStateAliCases DefaultFilterStateAliCases DefaultFilterStateAliCases String view  allCasesFilterView
SwitchervaluesStateAliCases ~ SwitcherValuesStateAllCases — adds possibility using of String view  allCasesFilterview
multiselect switchers for
configuring of filtering items
on All Cases
SwitcherValuesStateMyCases  SwitcherValuesStateMyCases  adds possibility using of String view  myCasesFilterView
multiselect switchers for
configuring of filtering items
on My cases
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After the options have been added, switch the WF Cases or WF Tickets to either ON or OFF for
each multiselect drop-down list option. Columns that are in the Included section of the My
cases or All cases filter views of the WF Cases table will automatically appear in the Default
Filtering section along with the multiselect switches, as shown in the following image:

Included

id#

closedFlag #

documentName #

idUserCreated #
idUserUpdated #
idUsers

casename #

Y

a

My Cases Filter View All Cases Fiter View

Excluded
assignmemDT #
createDT #
daysOld #
documentReferance #
fullName #
InstanceCount#
queueName #
record Status #
severity #
sourceName #

ssn

DefaultFiterStatenty Cases

tlosedFlag

documentiName

[+]

idUserCreated

idUsarUpdated

idUser

casename

SwitchervaluesStateMyCases

=]
-

[=]
4

o o y
z z

(=]
z

The Default setting of the multiselect switch is set to OFF, and the Ul of the fields are
displayed with check boxes. If a column is moved to the Excluded section, then it will
automatically disappear from the Default Filtering section.
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The Multiselect switches appear only for the WF Tickets table and display the appropriate
views, as shown in the following image.

My Cases Filter View Al Cases Filter View Ticket Issues Gri

neluded Excluded

documentReference # =
idUserAssigned # x

documentType #

idUserCreated # x

Id SCXML #
id# »

ueueName #

idUserUpdated # » 9

record Status #
reasonCode # »®

refTargetName #
idTicketParent # ®

refTargetType #
ticketType # *x

updateDT #
viewedFlag #
ticket Severity #

reasonDesc#

SwitchervaluesStateMyCases

idUserAssigned
idUserCreated OFF
id OFF
idUserUpdated OFF

reasonCode OFF

idTickelParent

ticketType OFF

L
a

After the required values are set, click Update to apply the changes.
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The Filtering Panel on the Issues Search page reflects the preconfigured settings on the
appropriate view of the Administration page, as shown in the following image.

[ Included Excluded
idUserAssigned # » ﬂ assignmentDT#
idUserCreated # ® caseld #

id # " caseType#
idUserUpdated # ® closedFlag #
reasonCode # ® createDT#
idTicketParent # ® cumentState #
ticketType # x documentName #

documentReference #

documant Tuna #

ias Filer by Cases | Filer by Tickets

que P -
SwitcherValuesStateMyCases @) Id User Assigned
MUserAssigned OFF =}_ PRIMARY /nadyau 3]
UNASSIGNED (11 ]

kUserCreated ON

, — — _
-

[CHT]

dUserUpdated OFF

reasonCode OFF

@ 1d User Updated
idTicketParent OFF auto 1]
5]

PRIMARY Inadyau

Eie ket Ty et OFF

Override Matching Page

The Administration panel is available for users with the System Administrator role.

Instance Details Panel

To configure the Instance Details panel, click the Tables tab and select an Instance table (for
example, Provider, Worker, and so on).
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The table consists of many views. Click Full Info View, as shown in the following image.

I Table List 4 New Table QFASTRELEN & Delete

Source  OmniSource
Table Worker
Name Workers

Record Name

Worker Name for single table record

Full Info View

Grid Result View Quick Details View : Record Properties View

Breadcrumb View Cases Popup View Case Properties View

Manual Override Popup View

Included: 1
activeFlagCode # x -
activeFlagCodeDescription # x
omniCreatedDate # X
omniModifiedDate # x
omniStatus # x
omniStatusReason # x
version # x
sourceCreatedBy # x
sourceCreatedDate & »
sourceName & x
sourceModifiedBy # X -

Group N

Advanced Search View Related Instances View

Grouped Grid View + Add view ~

Excluded:
activeFlagCodeld #
ambulatory StatusCodeld #
blindCodeld #
careLanguageCodeld #
citizenshipCodeld #
countryCodeld #
countyRegionCodeld #
deafCodeld #
deceasedCodeld #
employeelD #

englishFluencyCodeld #

To rearrange the columns in the view, drag the required column from the Excluded section to

the Included section, especially if you wish to include the column in the view.

Click the X icon if you wish to exclude a column from the view (1).

If you wish to separate the columns into Groups, add the appropriate group to the Included

section (2).

Case Properties Panel

You can configure the Case Properties panel in the Override Matching page. The WF Cases
table can be found in the list of tables, and the view that needs to be configured is the Case
Properties View.
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Note: Configuring the Case Properties View affects all Remediation case pages, including:
Override matching, manual cleansing, and General Issue cases.

ES Table List + New Table EESLIREEN & Delele @

Source  OmniSource

Table WfCase

Name | WfCases

Record Name Wi Case Name for single table record
Grid Result View Quick Details View Full Info View Record Properties View Advanced Search View Freguent Search View
Related Instances View Breadcrumb View Cases Popup View Case Properties View + Add view ~
Included: 1 Excluded:
id# assignmentDT # >
currentState # x closedFlag #
idUser # x documentName #
idUserCreated # x documentReference #
caselype# x fullName # =
casename # x idUserUpdated #
createDT # x instanceCount #
updateDT # x queueName &

record Status &
sourceName #

ssn# -

To rearrange the columns in the view, drag the required column from the Excluded section to
the Included section, especially if you wish to include the column in the view.

Click the X icon if you wish to exclude a column from the view (1).

If you wish to separate the columns into Groups, add the appropriate group to the Included
section (2).

Note: For this view, the names of groups will not be displayed. A horizontal line will appear
instead.

Manual Cleansing Page

The Administration panel is available for users with the System Administrator role.
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Workspace Panel

To configure the Workspace panel, click the Tables tab and select an Instance table (for

example, Provider or Worker).

The table consists of many views. Click Full Info View, as shown in the following image.

EE Table List 4 New Table S TRENL] @ Delete

Source  OmniSource
Table Worker
Name Workers

Record Name  Worker

Gnid Result View Quick Details View i Full Info View

Breadcrumb View Cases Popup View Case Properties View

Name for single table record

Record Properties View

Manual Overmmide Popup View

Group 9

Advanced Search View Related Instances View

Grouped Gnd View + Add view -

Included 1 I Excluded:
activeFlagCode # x - activeFlagCodeld # =
activeFlagCodeDescription # x n ambulatory StatusCodeld # =
omniCreatedDate # » blindCodeld #
omniModifiedDate & x careLanguageCodeld #
omniStatus # x citizenshipCodeld #
omniStatusReason # x countryCodeld #
version ¢ x countyRegionCodeld #
sourceCreatedBy # x deafCodeld #
sourceCreatedDate # L] deceasedCodeld #
sourceName # x employeelD #
sourceModifiedBy # X - englishFluencyCodeld # -

To rearrange the columns in the view, drag the required column from the Excluded section to
the Included section, especially if you wish to include the column in the view.

Click the X icon if you wish to exclude a column from the view (1).

If you wish to separate the columns into Groups, add the appropriate group to the Included
section (2).

Ability to Allow/Prohibit Editing for Fields
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To configure the ability to edit fields in the workspace panel, edit the nested columns (for
example, display name, sortable, or filterable). This can be done by clicking the pencil (edit)
icon for the corresponding columns in the Full Info View of the selected table and updating its

parameters accordingly.

Sources Views Options Tables Table Sets

+ New Column # Edit Column & Delete

Name activeFlagCode
Description
Title Active Flag Code
Table* Workers
Type String
View  Full Info View
Treat As text
Width
Alignment left
Can Sort ON

Can Filter ON

I Can Edit OFF

Is Visible ON

Settings

Exceptions

If a field needs to be disabled for editing, select the OFF option. Otherwise, select ON if there

are no changes.
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Case Properties Panel

You can configure the Case Properties panel in the Manual Cleansing page. The WF Cases
table can be found in the list of tables, and the view that needs to be configured is the Case
Properties View.

Note: Configuring this view affects all Remediation case pages, including: Override matching,
manual cleansing, and General Issue cases.

= Table List 4 NewTable QPEGSSIRELEN & Delete @H
Source  OmniSource
Table WiCase
Name Wi Cases
Record Name Wi Case MName for single table record
Grid Result View Quick Details View Full Info View Record Properties View Advanced Search View Frequent Search View
Related Instances View Breadcrumb View Cases Popup View Case Properties View + Add view ~
Included: 1 Excluded
-
id# » assignmentDT #
currentState # x closedFlag #
idUser # x documentName #
idUserCreated # x documentReference #
caseType # x fullName # =
casename # x idUserUpdated #
createDT # x instanceCount #
updateDT # x queueName #
record Status #
sourceName #
ssn i
Group l ; '

To rearrange the columns in the view, drag the required column from the Excluded section to
the Included section, especially if you wish to include the column in the view.

Click the X icon if you wish to exclude a column from the view (1).

If you wish to separate the columns into Groups, add the appropriate group to the Included
section (2).

Note: For this view, the names of groups will not be displayed. A horizontal line will appear
instead.
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General Issue Page
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The Administration panel is available for users with the System Administrator role.

Workspace Panel

To configure the Workspace panel for the General Issue of the Instance record, click the
Tables tab and select an Instance table (for example, Provider or Worker).

The table consists of many views. Click Full Info View, as shown in the following image.

EE Table List + New Table # Edit Table B Delete

Source  OmniSource

Table \Worker

Hame Workers

Record Name Worker Mame for single table record
Grid Result View Quick Details View Full Info View Record Properties View Advanced Search View Related Instances View
Breadcrumb View Cases Popup View " Casr: Prc:w.rhcs ;"Ilc'.v Manual Override Popup View Grouped Grid View + Add view -
Included. 1 Excluded
activeFlagCode # x . activeFlagCodeld # =
activeFlagCodeDescription # x ambulatory StatusCodeld # =
omniCreatedDate # x blindCodeld #
omniModifiedDate # x careLanguageCodeld #
omniStatus # X citizenshipCodeld #
omniStatusReason # x countryCodeld #
version # x countyRegionCodeld #
sourceCreatedBy # x deafCodeld #
sourceCreatedDate # x deceasedCodeld #
sourceName # x employeelD #
sourceModifiedBy # X - englishFluencyCodeld # -

Group ! 2 '

To rearrange the columns in the view, drag the required column from the Excluded section to
the Included section, especially if you wish to include the column in the view.

Click the X icon if you wish to exclude a column from the view (1).

If you wish to separate the columns into Groups, add the appropriate group to the Included
section (2).
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Note: When the Workspace panel of the General Issue page for the Golden record needs to be
configured, follow the same steps mentioned above. However, the Master table must be edited
(for example, Provider Masters or Patient Masters).

Case Properties Panel

You can also configure the Case Properties panel in the General Issue page. The WF Cases
table can be found in the list of tables, and the view that needs to be configured is the Case
Properties View.

Note: Configuring this view affects all Remediation case pages, including: Override matching,
manual cleansing, and General Issue cases.

EE Table List + New Table WFSSIRETL] & Delete @H

Source  OmniSource

Table WiCase

Name Wi Cases
Record Name Wi Case Name for single table record
Grid Result View Quick Details View Full Info View Record Properties View Advanced Search View Frequent Search View
Related View View Cases Popup View Case Properties View + Add view ~
Included: 1 Excluded
-
id# » B assignmentDT #
currentState # x closedFlag #
idUser # x documentName #
idUserCreated # x documentRelerence #
caseType # x fullName # =
casename # x idUserUpdated #
createDT # ® instanceCount #
updateDT # x queueName #

record Status #
sourceName #

ssn ad

Group l ; '

To rearrange the columns in the view, drag the required column from the Excluded section to
the Included section, especially if you wish to include the column in the view.

Click the X icon if you wish to exclude a column from the view (1).

If you wish to separate the columns into Groups, add the appropriate group to the Included
section (2).
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Note: For this view, the names of groups will not be displayed. A horizontal line will appear
instead.

Issues Pop Up

The Administration panel is available for users with the System Administrator role.

To configure the Issues pop up, click the Tables tab and select an Instance table (for example,
Provider or Worker) from the WF Case list of tables.

The consists of many views. Click Quick Details View.

Record Name

WI Case

Quick Details View

Breadcrumb View

Included

Name for single table record

Record Properties View

+ Add view

createDT#
assignmentDT #
closedFlag #

updateDT#

de

I Group

=1

Advanced Search View

Excluded
sourceName #
ssn#
caseType /#
casename #
currentState #
documentName #
documentReference #
fullName #

id#
Iduser#

idUserCreated #

Frequent Search View

To rearrange the columns in the view, drag the required column from the Excluded section to
the Included section, especially if you wish to include the column in the view.

Click the X icon if you wish to exclude a column from the view (1).

If you wish to separate the columns into Groups, add the appropriate group to the Included

S

ection (2).

Domain Grid Configuration

To configure sections and their attributes, include or exclude the necessary columns in the Full

Info View of the appropriate table.
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The following image shows the steps required to configure the domain grid.

Name Source noey Type
rit Masters OmneSource Paberiidaster
Omnsscurce Patery,
4 Masiers CmnSource PersonAddesatiagier
OmneSource Personhamellasier
CmnsSource PersonAgatess
IneESounce Personhiame
ikt DmneScurce Provider
L maouce Frredertlpsier
son idenifer Masiers OmniSiource Personidenifieridasier
Lt Me 1 M OmnESoyITe PersonContactiMeTodiasties
—
B :
). - .
B Tadielst + @
VEMID * First Nams Middlle Mame  Laut lamas Date O Borth Addreny oy StateProvincs Poxtal Cods Qe Megtied Qe
i Elaire: Soghia Ewiry 1954-05- Uil Boct Hily  Pewiiand CHegon 553 H15-04d-
10TO000 O0+02 00 Rosd Z
1 iy i [ ) Al aryos 1
5 Gianni Lo 1985-03- BI1ESTHST  ALSTIN Teuns TAT01-3T15 5-04-
22T00/00 DO+0Z 00
1 A B AD00 Ea Aww ] B Yok 14868
Justice F (X 198807 18T S L e TN e i i a0s
DATO0DD 00+D% 00 WESTGATE ANGELES JITHT S0 48.113-0500
B
Ik Exciuiod
Ty Demagraphics x g -. sdnpieeCosei &
Aritiame & = smbulatany SlatusCodeld 1
middisiame £ = BadOwbEC oduid
LaitHame # = BENSCoSs S
Pullama # = canLanguigetadeid #
i = colipeninipCoded &
Pt = CountryCodeid o
Htle s = countyRegionsoded &
AabeCEmTh & = deatCoseid &
aing = deceiedCodesd
SoanaiLinn] & = . OtiabiltyCodeid &
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2. Edit the table.
3. Click Full Info View

To divide the fields on the page into sections, edit the Group field and press Enter (Full Info
view). The header of the section will be added into the list of included columns.

Drag the header and drop it above the columns that are required for the section.

Breadorumb View Related Instances View Frequent Search View Advanced Search View Record Properties View Full Info View
k Detalls Vi 3rid Result View + Add view -
InCluded Excluded
R Demographics »* | m Hn adoptedCodeld #
firstName # x ambulatory StatusCodeld #
mididieName # = badDebtCodeld #
lastName # x blindCodeld #
fullName # x careLanguageCodeid #
suffix # x citizenshipCodeld #
prefix # = countryCodeld #
title # = countyReglonCodeld #
dateCrBirth # X dealCodeld #
ssn# = deceasedCodeld #
addressLinel # |- disabilityCodeld # =
Group
Mew Group
Included Excluded

milCategoryCode # x BE adoptedCodeld #

ambulatory StatusCodeld #

milCategoryCodeDescription # x

milComponentCode # x badDebtCodeld #

milComponentCodeDescription # x blindCodeld #

milFayGrade # x careLanguageCodeld #
I Tl New Group x I citizenshipCodeld #

milRankCode # o countryCodeld #

milRankCodeDescription # ® countyReglonCodeld #

milVeteran StatusCode & ® deafCodeld #

milVeteran StatusCodeDescription # = decaasedCodeld #

il it o disabilityCodeld # -

Group
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Breadcrumbs Configuration

Breadcrumbs are configured through the Breadcrumb View in the WF Case table, as shown in

the following image.

IHome Id - D24E3310-A9B-4B804-98D4-A14FBBE6D4BA40 | Create DateTime : 2015-12-03 12:35:41 PM I

New Golden Record

Sources Views Options k- ¥} able Order Settings
=2 Tables List 4 NewTable EASIRELCE & Delete

Info Tab Indicator

Is Logged

Use multiselect for
default values

Case Properties View

All Cases Filter View

OFF
Breadcrumb View

Case Issues Grid View

Source  OmniSource
Table WifCase
I Name  WfCases I
Record Name Wi Case

Advanced Search View

+ Add view -

Included

id#

createDT #

| ==

Exceptions

Qui

Excluded
assigni
caseTy

casena
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Sub-domains Configuration

100

To configure subdomains in the Add New Document page, edit the Document table and include
or exclude the required links in the Full Info View, as shown in the following image.

Breadcrumb View + Add view

Included
addresses #
contactMethods &
identifiers #
names #

preferredProviders #

Advanced Search View

Excluded

cases #

instances #

Frequent Search View
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Enhanced Access Security: Column-

Appendix
Based and Row-Based

This section describes how to configure column-based access security and row-based
access security in the Omni Governance Console (OGC).

In this appendix:

4 Overview

Configuring Enhanced Security
Enabling Enhanced Security
Configuring Column-based Security
Configuring Row-Based Access Security

Supporting Enhanced Security Using WSO2 |dentity Server

L U U o o U

Merging and Reorganizing Column Sets

Overview

Enhanced security for the 360 Viewer and Remediation applications in the Omni Governance
Console (OGC) is available in two forms (Column-based access security and Row-based access
security).

d Column-based access security provides the ability to restrict access to any column in any
table to any user.

For example, all data stewards would see six columns of data in a 360 view of a subject,
while finance managers would also see a seventh, restricted access data column, such as
Revenues Received.

d Row (or column criteria)-based access security provides the ability to restrict the display of
rows in any table where the value of the content in any column is a configurable value.

For example, the rows of customer master records displayed for regional managers can be
restricted to the rows where the Region column contains a value that is specific to the
region of the manager.

By default, Column-based access security and Row-based access security are disabled and
can be enabled independently as required.
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Configuring Enhanced Security

This section provides an example that describes how to configure enhanced security using the
Administration console.

After deploying a deployment bundle that was created using Omni Designer, log in to the Omni
Governance Console (OGC) and click the Administration tab on the OGC menu bar. The
Administration console opens. Click the Tables tab, which is used to configure metadata
(MData) views in an MData.xml file.

The MData is used to describe the OGC home page of a typical Subject master. From the
Administration console, you can access the existing MData by clicking Table, selecting
SupplierMaster, Edit Table, and then clicking Grid Result View. In this example, the following
columns are included by default:

id
company_name
first_name
last_name

credit_rating

L U o o U u

primary_geo_area
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Id ssn_TIN

Use multiselect for
default values

InCluded
id #
company name #
first_name #
last_name #
credit_rating #
primary_geo area s

ssn_TIN #

Excluded

Masterl

Master!

Master!

Master!

Master!

Master!

OmniCi

The following is a list of users who have WSO2 roles of Internal/domain.SupplierMaster and
Internal/domain.Supplier, which provides them access to the Supplier domain:

I PRIMARY/Super_a
I PRIMARY/Super_b
Id PRIMARY/ds_a

Id PRIMARY/ds_b
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Upon logging in to the Omni Governance Console (OGC), the following screen is displayed,
which shows the seven columns defined when enhanced security is disabled.

™ -

» Sepplieiane
» Suppliehlaste

SuppliecMasie

Suppliehlasie
» SepplieMane

» Supgliehlaste

Suppliehlasie

Suppiiehasie
r Suppliease
» SuggheMaste

Company _ name 4

Driven Draving Inc
Adhative Coll lne
Purification Gens
Browghty Plastics
et Ayva Ty
Caning Chiitin
Shops Distaccers
Autostyling Disc Co
Haming John Co

Tk Wosdhouss

Data Quality Monitor

Showing 1-20 ef 1,110 records. Mumber of recoeds perpage| 20+

First _ mname

Sarsie
Coderrbbin

Clarinds

Shryanng
Rolnde
Lemhaire
Dan
Darci

Larissa

Warkbench

*| Last_ name

Kanipe
Parsad
Jvacone
Krosll
Kodian
vy
Borkoski
Piealay
Haaby

Gragas

Growping

+| Credit _rating

A2

A2

A3

As

Administration

| Primary _gea_ ..:

Sauth

Mountsin

MidAzlntic

Mognigin

Mzathaast

San _TIN

A5T-23-0023

529250025

4E3-09-0009

15-19-001%

313070007

313-07-0007

$H-50-0050

12338004

AT4-26-0026

Haw Documant

lesues

5ET89 10

Enabling Enhanced Security

By default, column-based access security and row-based access security are disabled.
However, each security type can be enabled independently. The corresponding settings are
available in the Omni Console (Configuration, Managed Services) under the OGC Tomcat tab,
as shown in the following image.

of Seraces

&= Runtime

8 Databases

i Deployment

@mniConsole

* & Managed Se

& Configuration =

BOVICES

i Product Info

M Processing v

£ Configuration: Services

Conlrolléer | Server
Elastic Search

Setting

posenie v

Cleansing

semame

PO SENILE PASEWOND

Matching

7 Column Baged Authorzation Enable

Row Critena Based Authorzabon

#  Enable

» S50 Actrve

Mirging | Remediation

super

false

false

true

Workbench Cleansing

\-)C.. J \".SUJ

The settings are listed and labeled as follows:

[ Column Based Authorization Enable
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Id Row Criteria Based Authorization Enable

To enable individual or both enhanced security settings:

1. Click the corresponding pencil icon to the left of the security setting.
2. Change the value from false to true.

3. Click Update, as shown in the following image.

Column Based Authorization Enable

Value: trie

Expanded Valug false
Property server.ggelc column criteria, authorization enable

Description: Column Based Authorization Enabla

+ Update x Cancel

After the setting has been updated (enabled), a message indicating a successful update is
displayed in a green banner, as shown in the following image.

@mniConsole = & Configuration: Services

v The setting was successiully updated.

PLEASE NOTE: You must restart the Controller and OmniServer for related changes to take effect

4. Close the green banner by clicking the X icon, which is located on the right-hand side of the
banner.

5. Click Services in the left pane of the Omni Console.
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The Managed Services pane opens, as shown in the following image.

@mniConsole = % Managed Services
& Services

Data Processing
& Confiquration -

6. click Restart All

7. After restarting, log on to the Omni Governance Console (OGC), which now has column or
row-based security enabled, depending on the settings you specified in the Omni Console.

The following image shows the 360 Viewer with columns not enabled for access and not
displayed. To display columns, you must enable them per Table, View, and user with the
Enhanced Security management tool.

Remediation  Workbench  Grouping  Administration super_a oerp.orte, fob sug s, fu..  Logout (@
3860 Viewer Supplier Master = Advanced Search
Supplier Master QIR | Mew Document Linking
howing 1-20 of 1,110 records. Number of recards per page| 20 ¥ “+ 12346678810 »
Issues Actions:
- g
o
] | ®
=k
=
-
® -
1] b 42
- i
-
© p
¥ ) |2
< i
- g
» -

Note: Only the columns or rows with access allowed are displayed. Issues and actions are
not columns. Rather they are navigation aids.

The following list describes a sample configuration using the four users that were
mentioned previously.

I All four users should see five of the seven columns.
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- Only user Super_a is cleared to access the two sensitive columns (credit_rating and
ssn_TIN).

- User Super_b can see the five columns and the ssn_TIN column.

Configuring Column-based Security

The Security tab appears in the Administration console when either or both switches are
enabled, as shown in the following image.

360 Viewer Remediation Waorkbench Grouping Administration super s

Sources  Views  Options  Tables  Table Order  Seltings  Exceptions

IE Table List + Mew Table @ Hel
Name * Source *  Entity Type

Wi Cases 0OGCSource WiCase

M Remedy Refs 0GCSource WiRemedyRef

WI Tickets OGCSource WiTicket

W Events OGCSource WiEvent
Source Code OGCSource SourceCode
Source Code Map OGCSource SourceCodeMap
e Code Relation OGCSource SourceCodeRelation
OGCSource SourceCodeSet
Source Code Standard OGCSource SourceCodeStandard
Contract OGCSource Contract
Bz 1 5 next
# Home du Download Metadata @ Back to toy
B3 Contacts & Upload Metadata y Subject

= DOP Add

Click the Security tab to open the Enhanced Security management tool. This tool is used to
configure access to any column or row in all OGC tables (screens) for specific users.

Configuring Column Access
The Enhanced Security management tool consists of the following sections:

.d domains list (located on the left pane)

. column sets editor (located on the right pane)
From the domains list, you can select a specific domain to access and configure its data.

Using the column sets editor, the security administrator can create a set of columns that will
be visible to a specific user.
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Procedure: How to Add a New Column Set

108

If there are no column sets created for a specific domain, the No column sets found message

appears.

To add a new column set:

1.

From the domains list in the left pane, scroll down and click the domain (subject or sub
collection) to which you want to grant column access (for example, Supplier Master), as

shown in the following image.

360 Viewer Remediation Workbench G puping

Supplier Master

1 sets found

Click Add Column Set.
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A new column set appears with the list of available columns for the selected domain, as
shown in the following image.

Sources Views Oplions ables Table Order Setlings Exceptions Security
@ Help

Supplier Address Masie -

Supplier Master

v Column sel 1 Details m

Users

Supplier Contact

Supplier Contact Maste
Please select 3 users
Supplier Email
Show Columns.

Supplier Email Master

Supplier Master Credd _ rating

Supplier Phone

Supplier Phone Master

Supplier Supplier _ Alt _ First _ name
d

Supplier Supplier _ Al General 13508
d Master

Suppilier Supplier _ lterr

Supplier Supphier _ Iterr Lagal_cixss _hype
Master

A new column set consists of the following:
4 Column selection list
.d Row criteria selectors

4 Save and Delete buttons

Note that the validation is active and notifies you that at least one user name and one
column must be selected for the created column set.

Select the check box for each column you want to allow access.
Click the Users drop-down list to view a list of available users.
Select the user(s) that you want to grant access to the column set of selected columns.

For example, to configure the first column set, select the check box for the five non-
sensitive columns, and enter the two most restricted view user IDs (for example, ds_a and
ds_b).

6. Click Save.
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7. Expand the desired column set name (for example, Column set 1) to view the users and
columns within the column set, as shown in the following image.

Sources Views Oplicns Tables Table Crder Settings Exceptions Security
@ Help
-
Supplier Contact Supplier Master + Add Column Set
Supplier Contact ¥ Column set 1 Details E
Master
Users
: . PRIMARY/ds_a X PRIMARY/ds_b X

Supplier Email
Supplier Email Show Columns
Master

¥ Company _name A
Supplier Master Credit _ rating A

Credit_ rating Description A
Supplier Phane

Credit _ rating Id A

Supplier Phone

Master Dba _ name A
| First_ name A

Supplier Supplier _

Alf_1d Full _ name A

General Issue A
Supplier Supplier _
Alt _1d Master S Al

8. Confirm your changes to the users or columns, and then click Save.

Log on to OGC as one of the newly configured users (for example, ds_a or ds_b) and verify
that the 360 Viewer has allowed the configured access results (for example, the five
columns that were just specified), as shown in the following image.

M 360 Viewer

Dan e oern F
v R [re—

e S Vs

110 Information Builders



A. Enhanced Access Security: Column-Based and Row-Based I

Note the orange exclamation icon, which appears next to the user ID, as shown in the
following image.

360 Viewer Remediation Data Quality Monitor Workbench Grouping

% 360 Viewer Advanced Search

Supplier Master

Showing 1-20 of 1,110 records. Number of records per page 20 ¥

Id + | Company _ name + | First _ name
» SupplierMaster: 10 Driwven Drawing Inc. Susis
» SupplierMaster: 100 Adhesive Coll Incorporated Colombain

This icon indicates that data may be restricted due to security purposes.
10. Enter two more column sets allowing the appropriate user access to the data.

For example, add Column set 2 to the Supplier Master domain, and allow the PRIMARY/
super_a user access to seven columns, the same five configured in Column set 1, in
addition to credit_rating and ssn_TIN, as shown in the following image.

Sources Views Options Tables Table Order Settings Exceptions Security

© Help
upps Ao
Add DUNS - )
:‘las::fs - Suppller Master
Supplier Address » Column set 1 Details m
Master

v Column sel 2 Details E m
Supplier Contact

Users

PRIMARY/d: X
Supplier Contact =

Master

Show Columns
Supplier Email

Company _ name TA
Supplier Email v| Credit _ rating = A
Master

Credit _ rating Description TA
Supplier Master Credit _ rating Id = A
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11. Log on to OGC as the PRIMARY/super_a user and verify access to the seven configured
columns, as shown in the following image.

@ 360 Viewer

ranga a2 Soun warancom =

Conmsa Parss o s ol

-, s . Mowszn senasaces -2

b SpRe 1000 Boughty Pamics L e o AT ] ¥ - >
> Suppiaiisse 1084 LT ] Hooan [N e B1B188018 t » - 2
» SupseVbRe 1008 Cantatie ChAMRE e Rounss My a2 Seatn 312470007 - g
Lomae Borome A Foutn 13070007 - 2

28 Prvey a3 e 534200080 -}

ar Haney o Mowzn [ vom e

- v P sraceaons e

o p— 2 saosesons vom| =

Vare e oinzacens =

o 2o . con.ss son -2

B - s < 0200028 -

Pa e o . suessoes ol

[ " 2 Mowtsn sk =

12. Add Column set 3 to the Supplier Master domain, as shown in the following image.

Sources Views Options Tables Table Order Settings Exceptions Security

© Help
-

Supplier Contact Supplier Master + Add Column Set
Master

» Column set 1 Details m
Supplier Email

» Column set 2 Details >
Supplier Email
Master

Supplier Master
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13. Allow the PRIMARY/super_b user access to ssn_TIN in addition to the five columns granted
in the Supplier Master domain for Column set 1, as shown in the following image.

Sources Views Options Tables Table Order Settings Exceptions Security

@ Help

Supplier Contact Supp"er Master

Master

» Column set 1 Details
Supplier Email

» Column set 2 Details 5 m
Supplier Email
Master

v Column set 3 Details mm

Supplier Master Users

PRIMARY/super_b X
Supplier Phone

Show Columns
Supplier Phone

Master

7| Company _ name = A

Supplier Supplier _ Credit _ rating = A
Alt_Id

Credit _ rating Description = A

Supplier Supplier _ Credit "

Alt _ I1d Master

14. Log on to OGC as the super_b user to verify that the sixth column, ssn_TIN, is accessible,
as shown in the following image.

% 360 Viewer

Pam Dot L
F e Last_ Femary oo _area s _Tn " Actions
S Hanips Sowth 4723000 -
[ Farsss o -
Comnsa v - 2
Baa oo » -
shpansa wsouan o B
Fsunta g e -2
 Sepeedtame 107 Smors ataserst s [ [e— -
- Supsattaner 1009 oun e et - i
Bur - B e
e - g
o i B e
Far e s
- £em e -
® g c o
- Supsattamer 02t Paverain Basin [ e

Note that a single column set can be configured for multiple users.
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The selection of specific values is not required (for example, all values for a specific
column are selected and displayed). However, if it is necessary to restrict or allow visibility
of specific values for specific users, then the individual configurations must be configured
via row-based access security.

Configuring Row-Based Access Security

Procedure:

114

Row-based access security allows you to see only the rows whose value in a specified column
meets a configured value(s). For example, if user ds_b wants to display suppliers whose
geographical area equals South or West.

In this example, all views regardless of which columns are allowed access for a specific user,
a total of 1,110 records in the Supplier Master domain have been reported, as shown in the
following image.

Remediation Data Guality Monitor Workbench Grouping Administration

% 360 Vi ewer Supplier Master « Advanced Search -~
mm@
Showing 1-20 of 1,110 records. Number of records perpage |20 ¥
Id :  Company _ name = | First _ name : | Last_n
» SupplierMaster: 10 Driven Drawing Inc. Susie Kanipe
» SupplierMaster: 100 Adhesive Coll Incorporated Colombain FPersad

Before proceeding with using the Show Data column in the Enhanced Security management
tool to configure row-based access security, the Row Criteria Based Authorization Enable
setting must be set to true in the Omni Console. To enable this setting from the Omni Console,
click Configuration, select Managed Services, click the OGC Tomcat tab, and then change the
switch to true. When you have finished enabling this setting, click Services in the left pane, and
then click Restart All.

How to Configure Row-based Access Security

To configure row-based access security:

1. From the Security tab in the Administration section of the Omni Governance Console
(OGC), select the desired domain (for example, Supplier Master).

Note that in this example, there are three other Supplier Master Column sets.

2. Expand the desired Column set (for example, Column set 2).
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3. Scroll down the column list until you find the set where you can enter values into the row
(for example, Primary_geo_area) and expand the corresponding Show Data column, as
shown in the following image.

Sources Views Options Tables Table ( Settings Exceptions Security
O He P
o -
Supplier Master + Add Column Set
Supplier Address
Master Omni Crealed Date = Al -
nni Modified Date = All
Supplier Contact Omni Medifed Date = A
Owne type = Al
Supplier Contact
Master F = All
Supplier Email Owmership _ type Id = Al
Priey 25 o = Al
Supplier Email Master
v Primary _geo _ area Enter values for column
Supplier Master Prmary oeo_ a =M
cription
Supplier Phone Briemar y = Al

4. Enter a value (for example, West) and press Enter.
The resulting value is displayed like a filter. For example:

‘<col um nane> equal s: <val uel, val ue2.>'

5. Click Save.

Note that in an upcoming release, a drop-down list with available values for specific
columns will be implemented.

To delete a created or edited Column set, click the Delete button.
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Procedure: How to Remove Individual Access Security Rules

116

To remove individual access security rules:

Log on to the Omni Governance Console as PRIMARY/super_b to view the six columns
configured to be displayed, but only for the rows where Primary_geo_area=West, as shown

in the following image.

» Suppismaster 1004
* SuophMaster 1000
r SuppbeMaster 1048
» Supperhaster 1054
> Suppleridaster 1081
» SuppleMastor. 1111
* Suppieaster 1117
» SuppbMastertiie
» Suppleidaster 1121
» SuppherMaster.1124
» SuppberMaster 1125

> SuppherMasten 1128

of recoeds per page: 20 ¢

¢ Company _name

Fodt Agre Co
Autostying Dsc Co
Sparkes Brude Lid
Companys Ropes Co
Spicing Textron Lid
Litings Serveccn Limited
intotech Sucralose Inc.
Deaecy Mckiniay Lid
Weeky Taylor Company
Paimer Knottngley L.
Foamiex Bams Company

Morrison Imiages Lid

Augustus

Alberina

Baiogh
Vemilya

Aarracn

019-19.0019

£3480-0050

£35-13-0013

185-10-0010

612:63-0063

019-63-0063

617-26-0028

279-10-0010

000-76-0078

330-07-0007

104-32-0032

115:26-0026

..... 6785 »
Issues Actions
F -
o
-
L - g
L - ¥
2 -
P wa
O
PR
8| e
-

Note that in the Supplier Master Count display, 1,110 records (rows) are no longer
accessible, but rather only 161, which meet the Primary_geo_area=West criteria.
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Note also that you can include more than one criteria value in the Show Data column for
any displayed column. The criteria values are automatically evaluated using the OR
operand to determine the display of each row. For example, the following image shows the
second value of South being entered for Primary_geo_area.

Sources Views  Options Tables Table Order Settings Exceptions Security
@ Help
Supplier Master + Add Column Set
Supplier Address
Master Owni Created Dabe = Al b
Supplier Contact Omni Modied Date = Al
Oemarship _ typs = All
Supplier Contact
Master Owmership _ type Descrip = 4
[
Supplier Email Cvmership _ lype I = Al
Primn _ sales _ ong id = All
Supplier Email Master
Primary _ geo _ area Weast x SDUTH |
Supplier Master
PR = Al

The resulting search criteria, West or South displays 318 Supplier Master rows, as shown
in the following image.

S o
Showing 1-20 of 318 necords, Number of records per pags 20 = “< 12345678010 »m
L] 2| Company _ name +| First _name + Last_name + | Primary _geo _area +| Ssn_TIN : Issues Actions
* Suppberhiaster 10 Orwven Drawing Inc Susie Kanipe Soutn 44T-230023 -

» Suppleraster 1004 Fit Ayte Co Snyanes Kocian wiest 019-18-0019 I 1 -

» Suppberhiaster 1005 ‘Cassefte Charlenng Inc. Rotande Navy Sautn 313070007 -

*  SupoberMaster. 1007 ‘Shops Dataconnect Inc. Lomaire: Borkosk South 313-07-0007 - A

* Suppbertaster 1005 Autostyang Do Co Dan Pinkiey \iest 534-5040050 w A

»  Supplisriaster 1027 Tetemnatics Taity Co. Caria Ravizes South 286-07-0007 -

» Suppheridaster 1625 Bending Omega Inc. Joshuan Meciaron South £42-01-0001 - A

> Suppismaster 1033 Paul Groupage Co Keey Deaner Ssutn 659-13-0013 v B -

> Suppbariaster 1035 Oragnesbea Mcoeland ing Mantred Uribe South 395-030003 [

* Suppbierhaster 1048 ‘Sparkes Braude Lid ehodore Crask Vest 635130013 -

» Suppheriaster 1054 ‘Comgianys Ropes Co cnp Kring \est 185100010 - A

» Supplieriaster 1058 Markine Homer Co Leontine Aust South 611-64-0064 - F
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Supporting Enhanced Security Using WSO2 Identity Server

After saving the settings, the appropriate roles are created and added to the corresponding
users in the WS02 Identity Server (WS0O2 IS).

Roles that are defined for column security have the following haming convention:

I nternal /dc. [ domai nNane] . [ col utmNane]

Roles that are defined for criteria/row security have the following naming convention:

I nternal /dcc. [ dormai nNane] . [ col uimNane] . [criteriaVal ue]

The following image shows sample security roles in the WSO2 [S.
e e e s . =
Internalf’dc_SupplierMaster.primaryGeographmAreaa
Internal/dcc.SupplierMaster.averageLeadtimeDays. |

If required, you can create those roles manually in the WSO2 IS by following the naming
conventions. The corresponding column set(s) will be created in the Administration console.

< first prev. 1 2 3 next> last >>

If a column set is no longer required, you can click the Delete button so that all related column
set roles will be deleted from the corresponding users in the WSO2 |S.

Note: Created roles will still exist in the WSO2 IS, but they will not affect the user interface
because they are unassigned.
Merging and Reorganizing Column Sets

Created column sets can automatically be merged into one after refreshing the page,
especially if the same columns and/or the same values were selected or entered for different
columns sets.

Column sets can be reorganized if, for example, two column sets with the same visible
columns were created for different users.
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For example, the first column set below, shows the columns selected for the user PRIMARY/

super_a.

Customer Address

Customer Address
Master

Customer Contact

Customer Contact
Master

Customer Cust
Demographics

Customer Cust
Demographics Master

Customer Address

¥ Column set 1

Users

PRIMARY/super_a x

Show Columns

- Address _geo _area

Address _ geo _ area
Description

Show Data

= Al

= Al

= Al

= Al

= Al

+ Add Column Set

=

The following image shows the second column set, showing the same columns selected for
the user PRIMARY/ds_a.

Customer Address

Customer Address
Master

Customer Contact

Customer Contact
Master

Customer Cust
Demographics

Customer Cust
Demographics Master

Customer Address

¥ Column set 2

Users

PRIMARY/ds_a x

Show Columns
Address _ geo _ area

Address _ geo _ area
Description

Address _ geo _ area |

Address _ status

Show Data

= Al

= Al

= Al

= Al
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120

As a result, one column set will be displayed when both users and shared columns are
selected, as shown in the following image.

Customer

Customer Account

Customer Account
Master

Customer Account
Team

Customer Account
Team Master

Customer Address

Customer Address
Master

Customer Address

¥ Column set 1

Users

PRIMARY/ds_a x

Show Columns

Address _ geo _ area

Addre:
Description

~ Address _geo _ area

» Address _ status

PRIMARY/super_a x

Show Data

= Al

= Al

d = Al

= All

= All

+ Add Column Set

Users are alerted if data access is restricted when an icon containing an exclamation mark in
an orange circle is displayed. This notification is displayed on pages with limited access to
data, as shown in the following image.

Remediation

7 360 Viewer

Home | 1d - CustomerMaster:10

© Hide Record Properties

Expand All

@ Account Omni Collection  Expand &

© Address Omni Collection  Expand o

ontact Omni Collection  Expand all

@ CustDemographics Omni Collection

Data Quality Monitor  Workbench  Administratio

IR o

Golden Record ()

© Account Team Omni Collection | Expand a

Expand all

n

@ Instance Recorcs () -

Detaits 360

2] Gonaral Issue 2, Override Mat

0]

Note that two data access is limited notifications appear in the above image. The first
notification on the left is for the records in the Golden Records frame (from the Supplier
Master table). The second notification on the right is for the records in the Instances frame
(from the Supplier Table).
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Appendix
Configuring Single Sigh-On

This section describes how to configure Single Sign-On (SSO) for Omni Governance
Console (0GC).

In this appendix:

1 Stopping the OGC Tomcat Service

Unzipping the Single Sign-On Delivery Package

Configuring the context.xml Properties File and Creating Backup Files
Editing the sso.properties File

Generating Certificates

Exporting Certificates

Editing the ogc-sp.xml File With Certificates and Properties

Configuring the SAML2 Identity Provider (SiteMinder)

U U U U o o o o

Registering the Identity Provider Partnership Information and Certificate From the
Identity Provider

L

Special Algorithms (Optional)

U

Restarting Apache Tomcat

1 Testing the New SAML2 SSO Sign On Page
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Stopping the OGC Tomcat Service

Stopping the OGC Tomcat Service

Before continuing, ensure that the OGC Tomcat service is stopped in the Omni Console, as
shown in the following image.

0OGC Tomcat m ON

WS02 ON

Unzipping the Single Sign-On Delivery Package

The Single Sign-On delivery package consists of two files (ogc-sp.xml and sso.properties), which
are automatically installed into the following subdirectory of your installation:

\ ommi gen\ ommi GenDat a\ sso

Configuring the context.xml Properties File and Creating Backup Files

122

Navigate to the following directory:

\ ommi gen\ Omi GovConsol e\ conf

Verify that the context.xml file located in this directory has the following property definition in
place, is uncommented, and is consistent with your Omni Governance Console (OGC)
installation.

<l-- SSOtesting -->

<Envi ronnent override="true" type="java.lang. String"
val ue="\ omi gen\ Omi GenDat a\ sso\ sso. properties"
nane="ssoConfi gPropertiesFile"/>

You can also copy this property definition from the context_snip file from the SSO delivery
location, edit accordingly, and paste it into your context.xml file.

If they already exist, create backup copies of the following sso-related files, which are located
in the \ ommi gen\ Omi GenDat a\ sso directory:

d sso.properties
- 0gc-sp.xml

For example, create a backup copy of the sso.properties file as sso.properties.save0402 in the
\ ommi gen\ Omi GenDat a\ sso directory. Repeat this for the ogc-sp.xml file.
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Editing the sso.properties File

Navigate to the following directory:

\ ommi gen\ Omi GenDat a\ sso

The sso.properties file that is located in this directory should be structured as follows:

active = true (a)

userDomain = ibi (j)

SSO DOVAI N 1 = PRI MARY (b)
SSO DOVAIN_2 = iway (b)
SSO DOVAIN 3 = ibi (b)

keyManager.storeFile = file:/C \omigen\omi gendat a\ sso\wso2car bon. j ks (c)
keyManager . st or ePass = wso2car bon

keyManager . passwor ds. wso2car bon = wso2car bon (d)

keyManager . passwor ds. ws02si gn = wso2car bon

keyManager . passwor ds. wso2encr = wso2car bon

keyManager . def aul t Key = wso2car bon

nmet adat a. sp. file = \ omi gen\ ommi gendat a\ sso\ ogc-sp. xm (e)

nmet adat a. sp. defaults.local = true

nmet adat a. sp. defaults.alias = test.ibi.com (£)

nmet adat a. sp. def aul ts. si gni ngkey = wso2si gn (g)

nmet adat a. sp. defaul ts. encrypti onKey = wso2encr (h)

nmet adat a. provi ders.idp = \ommi gen\ ommi gendat a\ sso\wso2-i dp. xm (i)

Perform the following steps:

1.

Either change the definitions (j) and (b) in your existing sso.properties file, adding the
password entries (d) for encr and sign if necessary, and verifying that items (a) through (i)
are correct, or copy the sso.properties file from the SSO delivery location, and change the
domain names (j), (b), and so on, to reflect your environment.

. Ensure that the keyManager.storeFile value (¢) above includes the file: prefix as per Linux

and Windows instances. For example, on Windows:

keyManager . storeFil e=fil e:/ C:\ onmi gen\ onmi gendat a\ sso

. Verify that the keyManager.passwords names (for example, wso2sign and wso2encr) match

the -alias values entered when the certificates are being generated. For example:

wso2car bon
wso2car bon

keyManager . passwor ds. ws02si gn
keyManager . passwor ds. wso2encr

. Ensure that the fully qualified path and file name is entered in the following line:

net adat a. sp.file = \ onmi gen\ onmi gendat a\ sso\ ogc- sp. xml

. Ensure that the alias specification (f) matches the value of the Entityld in the Identify

Provider (IdP) (for example, SiteMinder or ADFS) and the alias when specified in the ogc-
sp.xml file. For example:

net adat a. sp. defaults.alias = test.ibi.com
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6.

8.

Edit the proper key values (g) and (h) that will be used in Generating Certificates on page
124. For example:

net adat a. sp. def aul t s. si gni ngkey = wso2si gn
net adat a. sp. defaul ts. encrypti onKey = wso2encr

. Ensure that the path to the sso-related files and the corresponding file name is correct. For

example:

net adat a. provi ders. i dp = \ omi gen\ ommi gendat a\ sso\ wso2-i dp. xml

Save the sso.properties file when you are finished making your changes.

Generating Certificates

124

To generate certificates:

1.
2.
3.

Verify that the keytool command is in your path.
Use the keytool command to generate a new signature processing certificate.
Navigate to the \sso subfolder. For example:

\ ommi gen\ ommi gendat a\ sso

. Type the following:

keyt ool —genkey —alias wso2si gn —keyal g RSA —keysi ze 2048 —keypass
wso2car bon -storepass wso2carbon -validity 3650 -keystore wso2carbon. | ks

. Respond to the questions prompted by the keytool command using your site details, as
shown in the following example:

. Reply to the question What is your first and last name? with your Omni Governance Console

(OGC) server’s host name (for example, iwserveribi.com).
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7. Use the keytool command to generate a new encryption certificate.
8. From the \sso subfolder, type the following:

keyt ool —genkey —alias wso2encr —keyal g RSA —keysi ze 2048 —keypass
wso2car bon -storepass wso2carbon -validity 3650 -keystore wso2carbon. | ks

9. Reply to the question What is your first and last name? with your Omni Governance Console
(OGC) server’'s host name (for example, iwserveribi.com).

10.Type the keyt ool -1ist command, as shown in the following example:

11.Verify that the certificates are stored in the proper keystore (under \ omrmi gen
\ ommi gendat a\ sso).

Exporting Certificates
To export certificates:
1. Navigate to the \sso subfolder. For example:

\ ommi gen\ ommi gendat a\ sso

2. Type the following:

keyt ool —exportcert —keystore wso2carbon. ks -storepass wso2car bon
—alias wso2sign —file wso2sign.crt -rfc

This will generate a certificate in RFC style for signature processing in the \ ommi gen
\ Omi GenDat a\ sso directory named wso2sign.crt.
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3. From the \sso subfolder, type the following:

keyt ool —exportcert —keystore wso2carbon.jks -storepass wso2car bon
—alias wso2encr —file wso2encr.crt —-rfc

This will generate a certificate in RFC style for encryption processing in the \ ommi gen
\ Omi GenDat a\ sso directory named wso2encr.crt.

Editing the ogc-sp.xml File With Certificates and Properties
To edit the ogc-sp.xml file with certificates and properties:
1. Edit the ogc-sp.xml file.
The following is a sample ogc-sp.xml file for reference.

Note that there are two long, multi-line strings in the <ds: X509Certi fi cat e> tags. These
are the certificates that will be overwritten with the site-specific certificates that were
created in Generating Certificates on page 124. Shortened versions of the certificates are
shown in this sample for demonstration purposes. The actual certificates will be much
larger.
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<?xm version="1.0" encodi ng="UTF-8"?>
<nd: EntityDescriptor entitylD="test.ibi.cont
xm ns: nd="urn: oasi s: nanes: tc: SAM.: 2. 0: et adat a" >
<nmd: SPSSODescri pt or Aut hnRequest sSi gned="t r ue"
Want Asserti onsSi gned="f al se"
pr ot ocol Support Enuner ati on="urn: oasi s: nanes: tc: SAM.: 2. 0: pr ot ocol ">
<md: Ext ensi ons>
<i dpdi sco: Di scover yResponse
xm ns: i dpdi sco="urn:oasi s: nanes:tc: SAM.: profil es: SSO i dp-di scovery-
protocol " Bi ndi ng="urn: oasis: nanes: tc: SAM.: profi |l es: SSO i dp- di scovery-
protocol " Location="http://|ocal host: 8080/ spring-security-sam /| ogin/
aut h/ al i as/ | ocal host ?di sco=true"/>
</ md: Ext ensi ons>
<md: KeyDescri ptor use="signi ng">
<ds: Keylnfo xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<ds: X509Dat a>
<ds: X509Certificate>
M | DoTCCAonmgAW BAgl Ef 6nJDTANBgkghki GOwOBAQs FADCBgDEL MAk GA1UEBhMCVVMK ETAPB
gV
Ykymdt OG+mR21e C5LgRX+qyf B+XE7OP24N/
ccKYuJkcQJIKnJCFxgdC3x| 45Ef aEFh5bQQUOZzz SM
cyNApOM-qgss SOxRIyWHqAEOX 3SXE
</ ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf o>
</ nd: KeyDescri pt or >
<nd: KeyDescri ptor use="encryption">
<ds: Keyl nfo xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<ds: X509Dat a>
<ds: X509Certificate>
M | Dpz CCAo
+gAw BAgl El uaEgz ANBgkghki GOw0BAQs FADCBgz EL MAk GA1UEBhMCVWIK ETAPBgNV
OMaUTCLULX94Xc QI BzskBLSSW2j r f 9r vGzBVHIr TphJG ORI ul pJWIOf WFhNRRxq61FwZz Rl
53j
5pHGZ2y xcPWef VWO5qqj X/ ZZWkx8r xH YnTvA
</ ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescr i pt or >
<md: Si ngl eLogout Servi ce Bi ndi ng="urn: oasi s: nanes: t c: SAM_:
2. 0: bi ndi ngs: HTTP- POST" Location="http://iwserv153.i bi.com 8080/ ogc/ sam /
Si ngl eLogout/al i as/test.ibi.conl/>
<nd: Si ngl eLogout Servi ce Bi ndi ng="urn: oasi s: nanes: t c: SAM.:
2.0: bi ndi ngs: HTTP- Redi rect" Location="http://iwserv153.i bi.com 8080/ ogc/
sam / Si ngl eLogout/al i as/test.ibi.con/>
<nd: Si ngl eLogout Servi ce Bi ndi ng="urn: oasi s: nanes: t c: SAM.:
2. 0: bi ndi ngs: SOAP" Location="http://iwserv153.ibi.com 8080/ ogc/sanl/
| ogout / Si ngl eLogout/test.ibi.con/>
<md: Narel DFor mat >ur n: oasi s: nanes: t c: SAML: 1. 1: nanei d-
format: emai | Addr ess</ nd: Nanel DFor nat >
<md: Narel DFor mat >ur n: oasi s: nanmes: t c: SAML: 2. 0: nanei d-
format: transi ent </ nd: Nanel DFor mat >
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<md: Nanel DFor mat >ur n: oasi s: nanes: tc: SAM.: 2. 0: nanei d- f or mat : persi stent </
nd: Nanel DFor nmat >
<md: Narel DFor mat >ur n: oasi s: nanmes: t c: SAML: 1. 1: nanei d-
format : unspeci fi ed</ nd: Nanel DFor mat >
<md: Narel DFor mat >ur n: oasi s: names: t c: SAML: 1. 1: nanei d-
f or mat : X509Subj ect Nane</ nd: Nanel DFor mat >
<md: Asserti onConsuner Servi ce Bi ndi ng="urn: oasi s: nanes: t c: SAM.:
2. 0: bi ndi ngs: HTTP- POST" Location="http://iwserv153.ibi.com 8080/ ogc/
sam / SSO' al i as/test.ibi.conm index="0" isDefault="true"/>
<md: AssertionConsuner Servi ce Bi ndi ng="urn: oasi s: nanes: t c: SAM.:
2.0: bi ndings: HTTP-Artifact" Location="http://iwserv153.ibi.com 8080/ ogc/
sam / SSO al i as/ test.ibi.con index="1" isDefault="fal se"/>
</ nd: SPSSQDescr i pt or >
</ md: EntityDescri ptor>

2. Navigate to the following directory:

\ ommi gen\ omi gendat a\ sso

3. Open the wso2sign.crt file.

The long multi-line string between - - - - - BEG N CERTI FI CATE- - - - - and ----- END
CERTI FI CATE-- - - - is the actual certificate . Copy and paste it into the ogc-sp.xml file
between the <ds: X509Certi fi cat e> tags, which are below the <nd: KeyDescr i pt or
use="si gni ng" > tag. When pasting, ensure that you overwrite the entire existing string
that is currently there.

4. Open the wso2encr.crt file from the \sso directory.

The long multi-line string between - - - - - BEG N CERTI FI CATE- - - - - and - ---- END
CERTI FI CATE- - - - - is the actual certificate . Copy and paste it into the ogc-sp.xml file
between the <ds: X509Certi fi cat e> tags, which are below the <nd: KeyDescri pt or
use="encryption"> tag. When pasting, ensure that you overwrite the entire existing
string that is currently there.

5. Still editing the ogc-sp.xml file, edit the EntitylD field, which is located at the top of the file.
Set the value to the value used in the sso.properties file. For example:

<nmd: EntityDescriptor entitylD="test.ibi.cont

6. Edit the five URLs which refer to the EntitylD field.
There are three Si ngl eLogout Ser vi ce tags and two Asser ti onConsuner Ser vi ce tags.

7. Change all five of the default test.ibi.com strings to your EntitylD value specified in the
sso.properties file. For example:

<nmd: EntityDescriptor entitylD="test.ibi.cont

The five strings are located at the bottom of the ogc-sp.xml file as follows:
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<nd: Si ngl eLogout Servi ce Bi ndi ng="urn: oasi s: nanes: t c: SAM.:
2. 0: bi ndi ngs: HTTP- POST" Locati on="http://iwserv153.i bi.com 8080/ ogc/ sam /
Si ngl eLogout/alias/test.ibi.cont/>

<md: Si ngl eLogout Servi ce Bi ndi ng="urn: oasi s: nanes: t c: SAM.:
2.0: bi ndi ngs: HTTP- Redirect" Location="http://iwserv153.i bi.com 8080/ ogc/
sam / Si ngl eLogout/al i as/test.ibi.conl/>

<md: Si ngl eLogout Servi ce Bi ndi ng="urn: oasi s: nanes: t c: SAM.:
2. 0: bi ndi ngs: SOAP" Location="http://iwserv153.ibi.com 8080/ ogc/sanl /
| ogout / Si ngl eLogout /test.ibi.conl/>

<md: AssertionConsuner Servi ce Bi ndi ng="urn: oasi s: nanes: t c: SAM.:
2. 0: bi ndi ngs: HTTP- POST" Location="http://iwserv153.ibi.com 8080/ ogc/
sam / SSO al i as/ test.ibi.cont index="0" isDefault="true"/>

<nmd: Asserti onConsuner Servi ce Bi ndi ng="urn: oasi s: nanes: t c: SAM.:
2.0: bi ndi ngs: HTTP-Artifact" Location="http://iwserv153.ibi.com 8080/ ogc/
sam / SSO' al i as/test.ibi.con index="1" isDefault="false"/>

8. In these same URL strings, change the five host name instances (for example,
iwserv153.ibi.com) to your actual OGC host name that is being used.

9. Save the ogc-sp.xml file and give it to the Identity Provider (IdP) administrator.

Configuring the SAML2 Identity Provider (SiteMinder)

The SAML2 Identity Provider (IdP) administrator (or other SAML2 IdP administrator) creates the
partnership and returns the partnership idp.xml file.

Registering the Identity Provider Partnership Information and Certificate From the Identity
Provider

1. Copy the idp.xml file received from the SiteMinder Identity Provider (IdP) administrator into
the following directory:

\ ommi gen\ Omi GenDat a\ sso

2. Edit the sso.properties file, which is located in the same directory.

3. Change line (i) as tagged in Editing the sso.properties File on page 123, defining
metadata.providers.idp to the exact, fully qualified file name of the idp.xml file that the
SiteMinder IdP administrator has provided to you.

For example:

nmet adat a. provi ders.idp = \ ommi gen\ Omi GenDat a\ sso\ wso2-i dp. xm

4. Ensure that the first line in the sso.properties file is set as follows:

active=true
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5. Save the sso.properties file.

Special Algorithms (Optional)
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If the use of special blocking and signing algorithms is required (for example, to support a
change of the signing algorithm to RSA with SHA256, and support AES-256 blocking
algorithm), then perform the following steps to add the Java Cryptography Extensions

local_policy.jar and US_export_policy.war.

Note: If Java version 1.8 is being used, then skip to step 4.

1. Inyour Java installation (\j re\ i b\ securi ty directory) and in all of the Java installations
in use by Omni Governance Console (OGC), SiteMinder Identity Provider (IdP), and the
SiteMinder Policy Server (they are most likely already in Java used by the Identity Provider

and the Identity Provider's Policy Server):
a. Rename the original local_policy.jar file to:

| ocal _policy_orig_jar.out

b. Rename the original US_export_policy.jar file to:
US export_policy_orig_jar.out

2. Download the Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files
(local_policy.jar and US_export_policy.jar) directly from the Oracle website, and store them in

the following directory of your Java installation:

\jre\lib\security

For example, you should have a \ securi ty subfolder that is structured as shown in the
following image.

~

Jam

CAProgram Files\Javaljdk1.7.0_80\jre\lib\security

blacklist
cacerts
java.policy
java.security
javabepolicy

javaws.policy

v) local_policy jar

| local_policy_onig_jar.out
| trusted.libraries

US_export_policy,jar

| US_export_policy_orig_jar.out

wigZcarbonpem
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3.

4.

1.

For Java version 1.8, uncomment the crypt o. pol i cy setting, which is located in\ j ava
\jdk1.8.0_181\jre\lib\security\java.security,as shown in the following image.

G Lorrai s [l RO TR e s ity
[ File Ede Search lnsert Progeet ¥ - > meting  Advassed i
Wer+OCEH S0 D 5 8 E[MES LG wineed - Budbh-) EXZAN SO® @F 8 B @y cumayan

& Lines contsining find trng:

Line String

unlimited: These policy files contain no restrictions on cryptograp
# The JDE JCE framework uses the unlimited policy files by default.
# limited | unlimited
# (2.g. limited/unlimited) are found in the legacy
# then the JDK will use the unlimited settings (equivalent to
813 # crypto.policy=unlimited)

829 | #crypto.policy=unlimited |

Issue a request for the SiteMinder IdP administrator to reconfigure the partnership with the
required algorithms, as shown in the following image.

Signing Private Key Alias: sm125signingcert
Signing Algorithm: RSAwithSHA256
Verification Certificate Alias: louisdeturris-sign
Require Signed Authentication Requests: Yes
Require Signed ArtifactResolve: Yes
Sign ArtifactResponse: Yes
Artifact Signature Options: Sign Both
Post Signature Options: Sign Assertion
SLO SOAP Signature Options: Sign Both

Encrypt Name ID: Yes
Encrypt Assertion: Yes
Encrypt NameID in SOAP/POST Message: Yes
Require encrypted Name ID in SOAP/POST message: Yes
Encryption Certificate Alias: louisdeturris-encr
Block Algorithm: aes-256
Key Algorithm: rsa-oaep
Decryption Private Key Alias: sm125signingcert

No additional changes to OGC properties or to the generated certificates are required.

Restarting Apache Tomcat

To restart Apache Tomcat:

Delete or save the log files in the following directory:

\ ommi gen\ Omi GovConsol e\ | ogs
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2. Delete the following \ Wor k subfolder and all of its contents:

\ omi gen\ Omi GovConsol e\ Work

3. Start the OGC Tomcat service in the Omni Console.

Testing the New SAML2 SSO Sign On Page
To test the new SAML2 SSO sign on page:

1. From a browser, clear the cache and try to connect and login to Omni Governance Console

(OGC) with your regular URL.

Instead of the original Omni Console login page, you should be rerouted to the Identify

Provider's (ADFS or SiteMinder) login page.
2. Log in with your SSO credentials.

132
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Appendix . .
Administration

This appendix describes the WS02/MData Synchronization (Mdata-Synch) feature of
reducing the configuration work of the administrator when a new subject arrives into the
Omni Server model and database, and when data structures are altered (for example, a
type or name of a column has been changed). The whole synchronization process has
been reduced to double-clicking on the OGC Administration Panel while allowing you to do
some basic customization to the synchronization process.

Previously, all users had to go through a set of manual steps in the OGC Administration
Panel and in several WSO2 IS Administration panels to make the OGC application
consistent with the change(s) made to the data structure.

In this appendix:

. Functional Overview

d Using the WSO2/MData-Synchronization Feature

Functional Overview

MData-Synch consists of the following parts:

d Interaction with OmniDomain to synchronize the internal data structure (referred to as
MData) of OGC.

d Interaction with WSO2 to synchronize permissive mechanisms of the OGC application.

Using the WSO2/MData-Synchronization Feature

This section describes the prerequisites and synchronization usage of the WS02/MData
feature.

Configuring Omni Server Mode

This section describes how configure the Omni Server Mode setting in the Omni Server.
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The synchronization functionality is intended for use only in OGS DEVELOPMENT mode, where
you must configure the Omni Server Mode setting to DEVELOPMENT, as shown in the following

image.

MmniConsole

o senies

F Configuration =

= Daiabases
© Managed Senvices
© Depioyment
& Processing ~
Ei SystemLogs

§ Tesng

Consoles

== Configuration: Runtime

Data Qualty Runbme | Server Remediaton | Command Line

Description

B Ovani Sorvar Mot
E

genOmniServed

Specifies the time th,

rves Last slaned

Specifies the current Java process id for the so

OmriGenData  Defines the deectory where runtme data such as configuraton is siored

Note: If the OGS is unresponsive (for example, it is not started or in error), the Sync
functionality is disabled.
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When a new model contains a new subject(s), or a change to the structure of a current subject,
a synchronization between the updated data structure and the structure previously existing in
OGC is required.

Initialization of the synchronization process is performed using OGC and consists of the
following parts:

4 Analysis for the sync (and optional customization)

.4 Actual synchronization using the results of the analysis

The following procedure shows a sample workflow of actions for a user to accomplish the
synchronization.
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Step 1: Initializing the Analysis for the Synchronization Process.

Using your browser, connect to the OGC Logon page, log on with the credentials containing the
System_Administrator role, and then navigate to the Sources tab from Administration, and click
the Sync link, as shown in the following image.

< C | ® localhost:a(

ce/list o« O B

Administration

360 Viewer Remediation Data Quality Monitor Data Dictionary Workbench Grouping

Views Options Tables Table Order

Setlings Exceptions

Name Uri Action
lIMCSource hitp:/ivm40834-1:8082/0mniDomain/v2/data.svc/ Sy Validate | History

Step 2: Analyzing the Progress.

The analysis for the synchronization process begins, where the status bar displays the dynamic

progress of the status, as shown in the following image.

Sources Views Opticns Tables Table Order Seftings Exceplions

= Sources List

| Synchronization status: Searching for Columns to edit customercomm_chanMaster I

@ Help

Name Uri Action
IIMCSource http:/ivm40834-1:8082/OmniDomain/v2/data sve/ Sync < Validate | History
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Step 3: Summarizing the Analysis.

After the analysis is complete, a summary on the proposed synchronization appears, as shown
in the following image.

Remediation Workbench Administration ta or)  Logout (@)

Sources Views Options Tables Table Order Settings Exc

= Sources List + New Source @ Help

nd
nd Details #Edit
es) found Details #Edit

View Details -

Step 4: Viewing the Details of the Analysis.
You can view the details on the potential update by expanding the View Details link.

Note: View Details refers only to the action modifying the OGC MData structure. To view the
details for WSO2 modification, click the Details link near the respective summary items, as
shown in the following image.

) F
Role(s) to be assigned o users found Details W Edit

Domain(s) 1o be added to the policy(-ies) Tmm-.:lDetails P’Edlt
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The following image shows a sample entry after clicking Details from Role(s) to be assigned to
users found.

Remediation Workbench super a (Data Supe tem Administrator)  Logout  (B)

Exceplions

# Ceolumn * Action

WrCase edited

Step 5: Customizing Roles or Users to be Synchronized (Optional)

By default, four users (ds_a, ds_b, super_a, and super_b) are granted all the new domain roles
(for example, permission to access the new domains or subjects).

To customize those defaults, click Edit. A dialog allowing refinement of the assigned domain
roles appears. The user can then add or remove new domain roles and users, as well as the
relations between them, as shown in the following image.

Uptating domain roles for users o

List of Domains.

dOmain Cusiomensodness
domain Cusiomeraddressiiasien
domain CusiomeAsdressieved

domain Customeraddressieveiivasier
omain Customeraadressievetieveld a5 _a

domain Customentddressievellieveliliaster %_a 35 _b i _a
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Step 6: Customizing Policies to be Updated (Optional

By default, each new domain role will be added to all the role sections in policies.

To change the default settings, click Edit. A dialog defining which domain roles will refer to
what role sections in all policies appears. The user can match the new domain roles to the

regular roles, as shown in the following image.

Updating policies

New Domaing 1o 300

New Domains to add

Customer
CusiomerAdlress
CustomerAddressilaster
CustomerAddressieveld
CustomerAddressievelinaster
CustomerAddressievellieveld

CusiomerAgdressievel3leveldhaster

Domain roles

Step 7: Executing the Synchronization
To start the actual synchronization process, click Apply Changes.

A Loading message appears, as shown in the following image.

super_a (Data Supervisor,

Remediation Waorkbench

Sources Views Oplions ables Tade Crder

= 5 + N

dropp

Loading... .,

View Details ~

Details #Edit
%) found Details #Edit

[
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Step 8: Summarizing the Synchronization

When the synchronization is complete, a summary appears displaying the synchronization
details, as shown in the following image.

360 Viewer Remediation Data Quality Monitor Workbench super_a (Data Sup:

Sources Views Options Tables Table Order Settings

E= Sources List © Help

Name uri Action

MCSource nitp/vm319560 projects local S0SOmniDomain/v2/oata. sve/ Sync | Validate | Histor

The OGC Application should now be completely in sync with the new OGS data structure, and
fully functional in using the new data.

Developer Environment Considerations

When using the synchronization functionality from a developer environment (for example,
IntelliJ IDEA, Eclipse, and so on) with OGS deployed on secured gateway (HTTPS), the
configuration of SSL certificates should take place as described in this section.

Note: The following procedure should be performed only if you are running it in your integrated
development environment (IDE).

1. Add the new VM argument to your running configuration. For example:
-Djavax. net.ssl.trustStore=[ path to certificates|\ibi-certs -

Dj avax. net. ssl.trust St orePasswor d=changeit -
Dhtt ps. protocol s=TLSv1. 1, TLSv1. 2

where:

I bi-certs
Is the name of the key storage.
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2. Open Run\Debug Configurations and append the new arguments to the Command line field,
as shown in the following image.

Dl Run/Debug Confiqurations (==
+ = 0 % T » Neme | Guisopme-app-oge [ share [ single nstance anly
GG"“‘. Graile | Code Coversge | Maven Setings
3 Grailzopme-ap
% Defaults Module [ openc-app-oge a
Lommand fine: 7
YM cptions: =
[Ervirnment variabiles:
[ Add --classpath: CAL hokhl_graiks\iny-cath . " S
[ Laurch brovser
= Befone lsurth
+ =7t 4
ER | o Help

3. Copy the required certificate from the OGS location to your computer. For example:
.\[ oGS HOVE D/ R\ ormi gen\ Omi GenDat a
Ensure that the following files are copied:
d ibi-certs
.4 omnigenstore

.d omnigenstore.pem
Note: The certificate can change from time to time. If this happens, you must update them.

4. You must install JDK 1.7 with an update higher than 99, otherwise requests will fail even
with correct certificates.
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5. After installation is complete, open File, select ProjectStructure, and then ensure that
Project SDK is configured to the proper location, as shown in the following image.

as required.
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Configuring Omni Governance Console

Appendix ] .
Roles From LDAP (Active Directory)

This appendix describes how to configure a WSO2 based LDAP connection and User
Store which will eliminate the redundant data entry, and allow the Subject per Userid
Authorizations to be obtained from the enterprise LDAP Server (Active Directory).

In this appendix:

4 Overview

Prerequisites

Enabling Authorization Permission From OGC Using Group Names Through LDAP

Using the Active Directory (LDAP Server) System

L U o U

Testing Logons to Omni Governance Console (OGC)

Overview

The following sections detail how to configure a WSO2 based LDAP connection and User Store,
which eliminates the redundant data entry, and allows the Subject per UserlD Authorizations to
be obtained from your enterprise LDAP Server (Active Directory).

Prerequisites
The following list describes the prerequisites prior to configuring the OGC roles from LDAP.
.4 The username and password of an authorized LDAP user.

.d The LDAP parameter values on your LDAP server, equivalent to the parameters on the Add
New User Store form, for a typical MS Active Directory system, as shown in the following
section.

Enabling Authorization Permission From OGC Using Group Names Through LDAP

This section describes how to enable authorization permission from OGC using Group Names
through LDAP.

Procedure: How to Enable Authorization Permission from OGC Using Group Names Through LDAP

1. Connect to the WSO2_IS system administration console. For example:

https:// your-wsoZhost nane: 9443
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2. From the WS02 homepage, log on with the WS0O2_IS username and password of the
administrator.

The WSO2 Identity Server opens, as shown in the following image.

<« C | A Motszoure | e wmdm 1944 3carbon adminindas 15p
|
|
Idantity Server
@ Home
: A 2
Identity WSO02 |dentity Server Home
25t andiRules \Weloome to the WS02 Identity Server Managemert Conzala
Q 4dd
=
38 List Server
T User Stores Hast lacalhost
Q 4dd
am Server URL localfzenvices!
B st
] Claimms Server Ster Time 2017-08-22 09.05 06
;I
b © add Syetarn Up Time 2 dapls) Thelz) 30 minisd A2 2acish
& 18 st )
o o = Wersian 5.3.0
] Berice Providers
& sad Fepository Location filelCiwsoZ islbind frepositordeplovinenseren

Click the Main tab at the left edge of the window.
Click Identity, select User Stores, and then click Add.

The Add New User Store window appears, as shown in the following image.

o X t C: e
Identiy Server i Management Cansole

Sigront | Dces | Sk
\ Hama
i i i s S 484 s
deai
o Add New User Store
B & v e
o

(s S Mg

Usin Bore amager Class Map Hoas LT
@) Dapenzing an she class prapersies neads @2 be detined

Propery Name Property Value Bescripbon

Connecion UAL™ eap i Gannecton VAL forths e siors

= o=
> Fucouond st adiinuese
= lou=Usars, de=ws o2, de=ory z oree stz are
Usar Erity Dbject Clasa o — D iy Dok usar o consini vsar antias
Username Aibute * [uid @ fr— ated aing e
erataddeess it et
UserEach Fber T —— T tring eneris tr sasrehing 8 ket vaer vyt
User List Fiter (atjectClass=person) ®  Filerig orfcia forfisting ab fre wser sabras ir LG £
“! oponel |
= v Agvonosd |
| Manage
o Mok Engagemnnts i gne)
0 s

5. Complete the fields in the Property Value section.

Note: The example below is based on configuring an LDAP connection to an MS Active
Directory server.
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6. Change the User Store Manager Class drop-down list to:

org.wso2. car bon. user. core. | dap. ReadOnl yLDAPUser St or eManager

7. Inthe Domain Name field, enter a value for your domain name of your user name (for
example, OGCUSERS).

Note: This domain name will be used by all users logging in to OGC. Their user names will
be entered as:

OGCUSERS/ cor por ate_useri d

8. Enter the equivalents from the table below as defined on your Active Directory system.

Parameter Value

Connection URL* | dap: //iwadc-vm i waydev.ibi.com
389

Connection Name* CN=Adni ni strat or, CN=User s, DC=i way

dev, DC=i bi , DC=com

Connection Password* (Enter this last!)

User Search Base* CN=User s, DC=i waydev, DC=i bi , DC=com
Username Attribute* sAMAccount Nane

User Search Filter* (&(obj ect O ass=user)

(sAMAccount Nane=?))

User List Filter* (&(obj ect C ass=user)
(menmber OF =CN=0OGCUSERS, CN=User s, DC
=i waydev, DC=i bi , DC=con))

Note: An asterisk denotes a required field.

9. Expand Optional and then enter the following values into the corresponding fields:

Parameter Value

User DN Pattern (Nothing, leave blank)
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Parameter

Value

Display name attribute

sAMAccount Nane

Read Groups

Select the check box.

Group Search Base

CN=User s, DC=i waydev, DC=i bi , DC=com

Group Name attribute

cn

Group Search Filter

(&(obj ect d ass=group) (cn=7?))

Group List Filter

(obj ect A ass=gr oup)

Role DN Pattern

(Nothing, leave blank)

Membership Attribute

menber

Member of Attribute

(Nothing, leave blank)

Enable Escape Characters at User Login

Select the check box.
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10.

11.
12.
13.
14.

15.

Leave the Advanced section as is, as shown in the following image.

A Advonced

Property Hame Froperty Yalue
Enable SCIM

Passward Hazhing Algorithm PLAIN TEXT
Rultiple Atribute Separator )

haxirmum User List Length 100
bAa=irmurn Role List Length 100

Enahble UzerRole Cache o

Enable LOAF Connection Pocling

LDAF Connection Timeout S000

LDAP Read Timeout 5000

Ratry Attempts 1]

Count Implementation

LDAR binary attnbute:

Enter the password in the Connection Password field.

Scroll down to the bottom of the form and click Add.

Confirm the information that appears in the User Stores are being Updated pop-up window.
Click the Main tab, select User Stores, and then click List.

The new User Store Name (for example, OGCUSERS) appears.

Click Users.

The new User Store Name also appears in the ALL USER STORE DOMAINS drop-down list,
as well as the new domain users with the User Store name prefix which are listed in the
name listl.
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Using the Active Directory (LDAP Server) System

The following example uses Object names and LDAP parameters as used in a Microsoft Active
Directory system. The LDAP server administrator must know the corresponding Object names
when using a non-MS Active Delivery system.

1. Use Remote Desktop to access your Active Directory host (for example, to wadc-
vm i waydev. i bi . com), and log on using your LDAP-Administrator user name and
password.

For example:
- Username: Administrator

- Password: (LDAP authorized Password)
2. Click Start, select Administrative Tools, and then click Active Directory Users and Computers.

3. Identify the corporate or privileged UserName and proceed to Create Groups in Active
Directory.

If you do not have a corporate UserName, you must create one by performing the following
steps:

a. From the Active Directory Navigation Bar on the left pane, right-click Users, select New,
and click Users.
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b. Enter the required information in the First name, Last Name, Full name, and User logon

name fields, as shown in the following image.

;j Creats in:  kvapdesibicordUzers

Mew Object - User El I

Frst name: |L-2|rr_l.I [ribal: I

Lazt name: |Supara

Full name: |Larr_l.l Supera

Ilzef logon name:

|Isupara1| l @ivaedevibicom

Idzer logon name [prea'hoows 2000

||wm'n BV ]lsupem

¢ Bl I Mew = I

Cancel

c. Click Next.

d. Enter and confirm the password, clear the User must change password check box, and

select the Password never expires check box.

e. Click Next, and then click Finish.

Procedure: How to Create Groups in Active Directory

To create groups in the Active Directory, perform the following one-time steps:

1. Rightclick Users, select New, and then click Group.

2. Enter the Group name or use the same name as your LDAP connection (for example,

OGCUSERS).

3. In the Group scope section, select the Global radio button.
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4.

In the Group type section, select the Security radio button.

{‘Efl Create in:  iwaydev bl comilLsess
%

New Dbject - Group E3

Group name:;

| DGCUSERS)

FOUp name [pre-windows 20007:

|DGCLI5EE5
—iotoupsmope 7 [Group bype
" Domain bocal {* Saowiy
% Glahal " Distribustion
" Uriversal
[ o ]  come |
Click OK.

Repeat steps 1 - 5 for each of the following group names:
1 Data_Supervisor

1 Data_Steward

d User

- System_Administrator

If your OmniGen Model includes the Customer subject, repeat steps 1 - 5 for each of the

following group names:
. domain.Customer

.l domain.CustomerMaster

Repeat the two domain.group creations for each Mastered subject in your OmniGen Model.

For example, if Subject = Vendors, then create the groups domain.Vendors and

domain.VendorsMaster.
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9. Create the Supervisor and Steward Group(s).

The hierarchical Supervisor & Steward Remediation Case resolution featured in OGC
allows for a Data_Steward to resolve a case, at which time the case is automatically
reassigned to that Data_Supervisor of the Steward for Approval and Closure.

If you are not using this feature, proceed to step 10. Otherwise, if you will use the
hierarchical Supervisor and Steward Remediation Case resolution feature in OGC, you
must create an OGC-Org Group for each group by performing the following steps:

a. Create a group (for example, group.0GCOrgl), as shown in the following image.

Mew Objeck - Group [ |

W,J Createin:  iwaydew.ibi.comfUsers
BITy

SFOUR Name:

| group 0aCorgl|

EFOUR name {pre-windows 2000):
| group OGEC0g ]

—Qriup Scope —iFoup bype
" Domain locd & Securiky
' lobal £ Diskribution

= "
(" Univarsal

Ok I Cancel

b. Repeat the above step for Creating (AD) groups for as many Data_Supervisor with
Data_Steward(s) groups (or teams) that exist.

10. Designate the user to be a member of the Omni Users Group whose members will be
allowed to log on to OGC. For example, make the user a member of the OGCUSERS group.

To designate a user:

a. Rightclick OGCUSERS, select Properties, and then click Members.
b. Click Add.

c. Enter the first name or Login ID into the Enter the object names to select field.
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d. Click Check Names, as shown in the following image.

OMNIUSERS I'ropertios E

Select Lsers, Contacts, Compubers, Servce AOcounts, or Groops

Sabact thiz obyect iype:

|L|svars, Service Accountz, Gioups, or Other objsctz Obiject Tyzes... I

From tis location:
|'l.ua,-:‘ea'.ihin:m Locations...

Laniy Supera [lsupeial @iwsides ibi com Check Mames:

Enter the ohiget name: b0 sefect [eramplss]

Adwncnd..l gt | cenel |
-

fidd... I Hemoyes I

(] | Canczl I ][] Hep

e. Click OK.
f.  Click Apply, then click OK.
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You can add the user to multiple Groups by separating them with a semi-colon, as
shown in the following image.

Select Groups EHE3

Select this object ype:

|I3r|:|uns of Buik-t zecLrity pincipals Ohject Tunes.

From thiz lacahbon:

|iw=‘g,u:|eu ihi.carm Lacations ..

Enter the chizct names to zelect [examples):

Data_SupersdzorSpster_Adminidamain Costomerdomain, Cuslomed Check Mames
EHE

Advanced... I | 0Ok, | Cancel |

11. Within the Omni Users Group, designate a user to be a member of only one of the
following three groups:

2

.d Data_Supervisor
4 Data_Steward

4 User

12. If the user is to be an OGC_Administrator (and has the Administration tab on their own
OGC menu), designate that user a member of the System_Administration group.
Otherwise, proceed to the next step.

13. Designate the user to be a member of both domain groups for each subject they can
access.

For example, designate them to be a member of domain.CustomerMaster for access to
the Customer Master records, and a member of domain.Customer to grant access to
Customer Instance records.

For instance, if the user is to have access to Vendors, designate that user to be a member
of domain.Vendors and of domain.VendorsMaster, and so on.

Note: If you are using the Supervisor or Steward(s) groups, perform the following steps as
many times as necessary.

a. Designate only one Data_Supervisor (a user who is a member of the Data_Supervisor
group) a member of group.0GCOrg1l.
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b. Designate all Data_Stewards who are supervised by the Data_Supervisor above, a
member of the Data_Supervisor's Group (for example, a member of group.0GCOrg1).

Testing Logons to Omni Governance Console (OGC)

This section describes how to test logons to OGC after creating OGC roles from LDAP.

Procedure: How to Test Logons to OGC
To test your logon of OGC:

1. Connect to OGC by entering the following into your browser:

http:// your host name: 9090/ ogc

2. Perform the following test 1.
a. Enter your username and password credentials. For example:
Username: UserSupervl
Password: PassSupervi23
b. Verify that the 360 Viewer, Remediation, and Administration consoles are shown.
c. Verify that the 360 Viewer shows the Customer Master records.
3. Perform the following test 2.
a. Enter your username and password credentials. For example:
Username: UserSupervl
Password: PassSupervi23

b. Verify that the 360 Viewer and Remediation consoles are shown, but not the
Administration console.

c. Verify that the 360 Viewer shows the Customer Master records.
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Customer success is our top priority. Connect with us today!

Information Builders Technical Content Management team is comprised of many talented
individuals who work together to design and deliver quality technical documentation products.
Your feedback supports our ongoing efforts!

You can also preview new innovations to get an early look at new content products and
services. Your participation helps us create great experiences for every customer.

To send us feedback or make a connection, contact Sarah Buccellato, Technical Editor,
Technical Content Management at Sarah_Buccellato@ibi.com.

To request permission to repurpose copyrighted material, please contact Frances Gambino,
Vice President, Technical Content Management at Frances_Gambino@ibi.com.
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