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Preface

This document is written for system integrators who develop client interfaces between
Microsoft Dynamics® CRM and other applications. It describes how to configure and use the
iWay Application Adapter for Microsoft Dynamics CRM 2011, which is an interface between
Microsoft Dynamics CRM 2011 On-Premises and other applications. It describes how to use
the adapter with iWay Explorer to develop online connections to Microsoft Dynamics CRM.

Note: This Release 7.0.x content is currently being updated to support iWay Release 8.0.x
software. In the meantime, it can serve as a reference for your use of iWay Release 8. If you
have any questions, please contact Customer_Success@ibi.com.

How This Manual Is Organized

This manual includes the following chapters:

Chapter/Appendix

Contents

1 Introducing the iWay
Application Adapter for
Microsoft Dynamics CRM
2011 On-Premises

Provides an overview of the iWay Application
Adapter for Microsoft Dynamics 2011 CRM On-
Premises, including key features and summarizes
how to use it to integrate Microsoft Dynamics CRM
2011 systems with other applications.

2 Microsoft Dynamics 2011 Specifies version, platform, and database support
CRM Supported Platforms information for iWay Application Adapter for
Matrix Microsoft Dynamics CRM 2011 On-Premises.

3 Application Adapter for Provides a quick start guide for the iWay Application

Microsoft Dynamics CRM
2011 Quick Start Guide

Adapter for Microsoft Dynamics CRM 2011 On-
Premises.

4 Design Time Concepts and
Configuration Tasks

Describes design time concepts and configuration
tasks for the iWay Application Adapter for Microsoft
Dynamics CRM 2011 On-Premises.

5 Run Time Concepts and
Configuration Tasks

Describes run time concepts and configuration
tasks for the iWay Application Adapter for Microsoft
Dynamics CRM 2011 On-Premises.

A Configuring the iwWay WCF
Routing Service (WCF Router)

Describes how to configure the iWay WCF Routing
Service (WCF Router) for the iWay Application
Adapter for Microsoft Dynamics CRM 2011 On-
Premises.

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises User's Guide
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Documentation Conventions

Chapter/Appendix Contents

B Application Adapter for Provides samples and reference information for the
Microsoft Dynamics CRM iWay Application Adapter for Microsoft Dynamics
2011 Samples and CRM 2011 On-Premises.
Reference Guide

C Application Adapter for Describes known issues and limitations for the iWay
Microsoft Dynamics CRM Application Adapter for Microsoft Dynamics CRM
2011 Known Issues and 2011 On-Premises.
Limitations

Documentation Conventions

The following table describes the documentation conventions that are used in this manual.

Convention Description

THIS TYPEFACE or Denotes syntax that you must enter exactly as shown.
this typeface

this typeface Represents a placeholder (or variable), a cross-reference, or an
important term. It may also indicate a button, menu item, or dialog
box option that you can click or select.

underscore Indicates a default setting.
Key + Key Indicates keys that you must press simultaneously.
{} Indicates two or three choices. Type one of them, not the braces.

| Separates mutually exclusive choices in syntax. Type one of them,
not the symbol.

Indicates that you can enter a parameter multiple times. Type only
the parameter, not the ellipsis (...).

Indicates that there are (or could be) intervening or additional
commands.
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Related Publications

Visit our Technical Documentation Library at http://documentation.informationbuilders.com. You
can also contact the Publications Order Department at (800) 969-4636.

Customer Support
Do you have any questions about this product?

Join the Focal Point community. Focal Point is our online developer center and more than a
message board. It is an interactive network of more than 3,000 developers from almost every
profession and industry, collaborating on solutions and sharing tips and techniques. Access
Focal Point at http://forums.informationbuilders.com/eve/forums.

You can also access support services electronically, 24 hours a day, with InfoResponse
Online. InfoResponse Online is accessible through our website, http://
www.informationbuilders.com. It connects you to the tracking system and known-problem
database at the Information Builders support center. Registered users can open, update, and
view the status of cases in the tracking system and read descriptions of reported software
issues. New users can register immediately for this service. The technical support section of
http://www.informationbuilders.com also provides usage techniques, diagnostic tips, and
answers to frequently asked questions.

Call Information Builders Customer Support Services (CSS) at (800) 736-6130 or (212)
736-6130. Customer Support Consultants are available Monday through Friday between 8:00
a.m. and 8:00 p.m. EST to address all your questions. Information Builders consultants can
also give you general guidance regarding product capabilities and documentation. Please be
ready to provide your six-digit site code number (xxxx.xx) when you call.

To learn about the full range of available support services, ask your Information Builders
representative about InfoResponse Online, or call (800) 969-INFO.
Help Us to Serve You Better

To help our consultants answer your questions effectively, be prepared to provide
specifications and sample files and to answer questions about errors and problems.

The following tables list the environment information our consultants require.

Platform

Operating System

0S Version

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises User's Guide 9
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JVM Vendor

JVM Version

The following table lists the deployment information our consultants require.

Adapter Deployment

Service Manager

For example, JCA, Business Services Provider, iWay

Container

For example, WebSphere

Version

Enterprise Information System
(EIS) - if any

EIS Release Level

EIS Service Pack

EIS Platform

The following table lists iWay-related information needed by our consultants.

iWay Adapter

iWay Release Level

iWay Patch

The following table lists additional questions to help us serve you better.

Request/Question

Error/Problem Details or Information

Did the problem arise through
a service or event?

Provide usage scenarios or
summarize the application that
produces the problem.

Information Builders



Preface I

Request/Question Error/Problem Details or Information

When did the problem start?

Can you reproduce this
problem consistently?

Describe the problem.

Describe the steps to
reproduce the problem.

Specify the error message(s).

Any change in the application
environment: software
configuration, EIS/database
configuration, application, and
so forth?

Under what circumstance does
the problem not occur?

The following is a list of error/problem files that might be applicable.
Input documents (XML instance, XML schema, non-XML documents)
Transformation files

Error screen shots

Error output files

Trace files

Service Manager package to reproduce problem

Custom functions and agents in use

Diagnostic Zip

L U o U v v J o d

Transaction log

For information on tracing, see the iWay Service Manager User's Guide.

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises User's Guide 11



User Feedback

User Feedback

In an effort to produce effective documentation, the Technical Content Management staff
welcomes your opinions regarding this document. Please use the Reader Comments form at
the end of this document to communicate your feedback to us or to suggest changes that will
support improvements to our documentation. You can also contact us through our website,
http:;//documentation.informationbuilders.com/connections.asp.

Thank you, in advance, for your comments.

Information Builders Consulting and Training

Interested in training? Information Builders Education Department offers a wide variety of
training courses for this and other Information Builders products.

For information on course descriptions, locations, and dates, or to register for classes, visit
our website (http://education.informationbuilders.com) or call (800) 969-INFO to speak to an
Education Representative.
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Introducing the iWay Application
Adapter for Microsoft Dynamics CRM
2011 On-Premises

Chapter

This section provides an overview of the iWay Application Adapter for Microsoft Dynamics
2011 CRM On-Premises, including key features and summarizes how to use it to
integrate Microsoft Dynamics CRM 2011 systems with other applications.

In this chapter:

.4 Application Adapter for Microsoft Dynamics 2011 CRM Introduction

Supported Application Adapter for Microsoft Dynamics 2011 CRM Functionality
Installing the Application Adapter for Microsoft Dynamics 2011 CRM

Understanding the Microsoft Dynamics CRM Communication Model

L U U U

Component Information for the Application Adapter for Microsoft Dynamics 2011 CRM

Application Adapter for Microsoft Dynamics
2011 CRM Introduction

The iWay Application Adapter for Microsoft Dynamics 2011 CRM On-Premises is developed to
interact with Microsoft Dynamics CRM (MS CRM) 2011 and enables you to create, read,
update, and delete data within MS CRM. During design time, you can introspect MS CRM
metadata and display information about supported entities and applicable operations.
Advanced operations that are supported by the adapter enable you to run workflow executions,
import data, and additional options.

The iWay Application Adapter for Microsoft Dynamics 2011 CRM On-Premises is implemented
as a Java archive, which can be deployed to iWay Service Manager (iISM) or other supported
application servers. The adapter uses the Windows Communication Foundation (WCF) Services
through an iWay Routing Service host (WCF Router) to integrate with MS CRM 2011. The
adapter communicates with MS CRM through the WSDL endpoint and uses Active Directory
Authentication for security.

Task: In this chapter, you will learn the key components of the iWay Application Adapter for
Microsoft Dynamics 2011 CRM On-Premises, methods, and protocols used for communication
with MS CRM 2011.

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises User's Guide 13



Supported Application Adapter for Microsoft Dynamics 2011 CRM Functionality

Supported Versions, Platforms, and Deployments

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises is certified only for
Microsoft Dynamics CRM 2011 Service Pack 8.

The following platforms are supported for the iWay Application Adapter for Microsoft Dynamics
CRM 2011 On-Premises:

- Windows
- Linux

d UNIX (Solaris, HP-UX, HP Itanium, and AlX)

Note: iWay Application Adapter for Microsoft Dynamics 2011 CRM On-Premises only supports
the On-Premises MS CRM deployment model. Hosted, CRM Online, or Hybrid deployments of
MS CRM are not supported.

HTTPS Support

On Windows platforms, Microsoft offers integrated components for the support of SSL and
sockets. On other (non-Windows) platforms, programs, such as OpenSSL, may be required to
enable SSL.

Supported Authentication

Windows-based with Active Directory verification, claims-based authentication is not supported.
Each user connecting through the adapter must have a valid user ID within the domain where
the MS CRM server resides.

Supported Application Adapter for Microsoft Dynamics
2011 CRM Functionality

14

Capabilities of the iWay Application Adapter for Microsoft Dynamics 2011 CRM On-Premises
during design time include the ability to:

- Configure adapter targets using valid credentials and parameters to connect to a MS CRM
system.

Connect to a MS CRM system using a secured channel.
Build a tree of entities and operations.

Generate XML schema for input and output messages.

L LU U L

Display properties of every supported entity.

Information Builders



1. Introducing the iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises I

Capabilities of the adapter during runtime include the ability to:

_I

L U U o U

Configure adapter targets using valid credentials and parameters to connect to a MS CRM
system.

Connect to a MS CRM system using a secured channel.

Retrieve entities of a specified type by a given identifier (or other condition).
Create new entities (including compound entities).

Update specified entities.

Delete specified entities.

Installing the Application Adapter for Microsoft Dynamics

2011 CRM

To install the iWay Application Adapter for Microsoft Dynamics 2011 CRM On-Premises, ensure
that the following .jar library files are available in the <ism_home>\lib folder:

_I

L U U U U U U

commons-codex-1.4.jar
commons-logging-1.1.1.jar
httpclient-4.1.1 .jar
httpcore-4.1.jar

iwaf.jar

iwutil.jar

mail.jar

xalan.jar

saxon9he.jar

Ensure that the iwmscrm2011.jar file is also available in this \lib folder. This file is installed
automatically during the iWay Service Manager (iSM) installation process.

Understanding the Microsoft Dynamics CRM Communication Model

The iWay Application Adapter for Microsoft Dynamics 2011 CRM On-Premises communicates
with MS CRM 2011 by sending requests directly to MS CRM to retrieve WSDL files for MS CRM
services. Publishing WSDL files does not require user authentication.

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises User's Guide 15



Understanding the Microsoft Dynamics CRM Communication Model

For other operations, the adapter sends requests and receives responses using the Windows
Communication Foundation (WCF) Routing Service (WCF Router). The WCF Router is a
middleware application that redirects SOAP messages and adapts them to the target system.

The Windows Communication Foundation (WCF) is a runtime and a set of APIs in the .NET
Framework that is used for building connected, service-oriented applications. It is designed
using service oriented architecture (SOA) principles to support distributed computing where
services have remote consumers.

The following diagram illustrates the high-level adapter architecture and communication model:

WS-Trust
XML SOAP SOAP
Document Request Request
WCF
User CRM
Adapter Router

Several mechanisms are used to protect data. The connection channel between the user and
adapter can be protected by the iSM infrastructure. The connection channel between the MS
CRM system and WCF Router is protected by the HTTPS protocol. Between the WCF Router and
the MS CRM system, data is encrypted according to the WS-Trust specification.

WCF Routing Service (WCF Router) Authentication

16

The following layers of authentication are present:
-1 Between the adapter and the WCF Router.
.d Between the WCF Router and the MS CRM system.

If the HTTPS protocol is enabled, the WCF Router may require the adapter to have a client
certificate in order to authenticate itself. This behavior is configured in a configuration file of
the WCF Routing Service. If the WCF Routing Service is configured to validate the client
certificate, the adapter must provide the certificate or the authentication will fail. If the WCF
Routing Service is configured to require no client authentication (transport only security), then
the adapter can leave the certificate empty.

Information Builders



1. Introducing the iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises I

MS CRM uses Active Directory validation on the domain and machine where MS CRM is
installed. As a result, the WCF Router requires a domain, user name, and password to connect
to MS CRM. The adapter passes credentials in SOAP headers. Then WCF Router reads the
credentials and passes them to MS CRM. Since communication is implemented over the
HTTPS protocol, user credentials are protected.

Component Information for the Application Adapter for Microsoft Dynamics

2011 CRM

The iWay Application Adapter for Microsoft Dynamics 2011 CRM On-Premises works with the
following components:

4 iWay Service Manager
- iWay Explorer

d iWay Business Services Provider (iBSP)

When hosted in an iWay environment, the adapter is configured through iWay Service Manager
(iSM) and iWay Explorer. iWay Explorer is one of the iWay Integration Tools distributed with the
iSM package and is used to configure MS CRM connections and create web services.

In this release, the iWay Application Adapter for Microsoft Dynamics 2011 CRM On-Premises is
available only in the iSM component environment.

iWay Service Manager

iWay Service Manager is the heart of the Universal Adapter Framework and is an open
transport service bus. Service Manager uses graphical tools to create sophisticated integration
services without the need for custom integration code by:

.d Creating metadata from target applications.
4 Transforming and mapping interfaces.

4 Managing stateless processes.

Its capability to manage complex adapter interactions makes it an ideal foundation for a
service-oriented architecture.

iWay Explorer

iWay Explorer, provided as part of the iWay Integration Tools (ilT) suite, uses a tree metaphor
to introspect the MS CRM system metadata. The explorer enables you to create XML schemas
and web services for the associated MS CRM entity.

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises User's Guide 17



Component Information for the Application Adapter for Microsoft Dynamics 2011 CRM

External applications that access MS CRM through the iWay Application Adapter for Microsoft
Dynamics 2011 CRM On-Premises use either XML schemas or web services to pass data
between the external application and the adapter.

iWay Business Services Provider

18

The iWay Business Services Provider (iBSP) exposes, as web services, enterprise assets that
are accessible from adapters regardless of the programming language or the particular
operating system.

iBSP simplifies the creation and execution of web services when running:
.4 Custom and legacy applications.

-1 Database queries and stored procedures.

.4 Packaged applications.

.4 Terminal emulation and screen-based systems.

4 Transactional systems.

Coupled with a platform and language independent messaging protocol called SOAP (Simple
Object Access Protocol), XML enables application development and integration by assembling
previously built components from multiple web services.

Information Builders



Microsoft Dynamics

Chapter .
2011 CRM Supported Platforms Matrix

iWay Software is committed to support the diverse environments and varied systems of
our users through support for leading enterprise applications, platforms, and databases.

This section specifies version, platform, and database support information for iWay
Application Adapter for Microsoft Dynamics CRM 2011 On-Premises. It is designed to
provide a consolidated view of Microsoft Dynamics CRM 2011 and the various operating
systems and databases that are supported.

In this chapter:

.4 Microsoft Dynamics 2011 CRM d Application Adapter for Microsoft
Supported Platform Overview Dynamics CRM 2011 Communication
Types
Deployment y

d Application Adapter for Microsoft
Dynamics CRM 2011 Object Types and

Microsoft Dynamics 2011 CRM Interfaces
Operating Systems

Supported Microsoft .NET Versions

4 Application Adapter for Microsoft

1 Microsoft Dynamics 2011 CRM Dynamics CRM 2011 Operations
Databases 4 Application Adapter for Microsoft
Java Development Kit (JDK) Dynamics CRM 2011 Data Types
Application Adapter for Microsoft 1 Other Application Adapter for Microsoft
Dynamics CRM 2011 Communication Dynamics CRM 2011 Functions
Modes

d Application Adapter for Microsoft
Dynamics CRM 2011 Known Limitations

4 Application Adapter for Microsoft
Dynamics CRM 2011 Restrictions

4 Related Information for Application
Adapter for Microsoft Dynamics CRM
2011 in Specific iWay Releases

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises User's Guide 19



Microsoft Dynamics 2011 CRM Supported Platform Overview

Microsoft Dynamics
2011 CRM Supported Platform Overview

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises is available for
Microsoft Dynamics CRM servers with Version 2011 and an On-Premises license. The adapter
is built to specifications of the Microsoft Dynamics CRM 2011 Software Development Kit (SDK)
Version 8, with updates for the latest server patch 16.

The adapter has components built with C# and Java languages.

The adapter has an additional component, the Windows Communication Framework (WCF)
Router, which is supported only on the Windows operating system. The adapter can run on any
platform, but the router uses WCF and Microsoft Identify Framework components, which can
only be run on Windows. If required, the router can be run as an isolated standalone service
without iWay Service Manager (iSM).

Deployment

This section summarizes deployment support for the iWay Application Adapter for Microsoft
Dynamics CRM 2011 On-Premises.

Deployment Supported / Not Supported

On-Premises Deployment Supported

Microsoft Dynamics 2011 CRM is installed

on site.
Online or Hosted Not Supported
Internet-facing Deployment (IFD) Not Supported

Microsoft Dynamics 2011 CRM is installed
on site, but faces the Internet (uses a
different security API).

Microsoft Azure Cloud or Microsoft Azure Not Supported
Service Bus

20 Information Builders



2. Microsoft Dynamics 2011 CRM Supported Platforms Matrix I

Supported Microsoft .NET Versions

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises supports only the
following versions of Microsoft .NET:

-4 3.5
4 4.0

d 45

Microsoft Dynamics
2011 CRM Operating Systems

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises supports all of the
operating systems that are listed in the iWay Installation and Configuration Guide under
Operating System Requirements.

The Windows Communication Foundation (WCF) Router supports only the following operating
systems:

Windows Client:
4 Windows 7
4 Windows 8

- Windows 8.1

Windows Server:

4 Windows 2008

4 Windows 2008 R2
4 Windows 2012

- Windows 2012 R2

Microsoft Dynamics
2011 CRM Databases

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises does not work
directly with a database and connects only with the Application Programming Interface (API).

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises User's Guide 21



Java Development Kit (JDK)

Java Development Kit (JDK)

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises supports the Java
Development Kit (JDK) versions that are listed in the iWay Installation and Configuration Guide
under Java Requirements.

Application Adapter for Microsoft Dynamics CRM
2011 Communication Modes

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises supports the
following communication mode:

- Services (Outbound). iWay Application Adapter for Microsoft Dynamics CRM 2011 On-
Premises can send messages to Microsoft Dynamics CRM 2011 On-Premises.

Application Adapter for Microsoft Dynamics CRM
2011 Communication Types

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises supports only
synchronous Windows Communication Foundation (WCF) WSHTTP requests. The
communication between the WCF Router and the adapter can be standard HTTP, transport
security or certificate-based HTTPS. Communication between a client and iWay Service
Manager (iSM) can also be based on transport security or certificate-based HTTPS.

Application Adapter for Microsoft Dynamics CRM
2011 Object Types and Interfaces

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises supports the
following object types and Interfaces:

- The adapter uses the rich MSCRM metadata interface to expose core entities and the
operations (methods) that are available for each entity. These entity operations are
available as schemas and runtime objects.

- The use of Organization and Xrm messages is also possible. MSCRM security permissions
are always respected before any operation (either metadata or data).

22 Information Builders



2. Microsoft Dynamics 2011 CRM Supported Platforms Matrix I

Application Adapter for Microsoft Dynamics CRM
2011 Operations

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises supports the
following operations:

-l Most document style operations are available through the adapter. Operations such as
charts, forms, and other visual components are not available through the adapter.

- Standard Create, Retrieve, Update, and Delete (depending on the Entity and permissions)
are possible through the adapter.

Application Adapter for Microsoft Dynamics CRM
2011 Data Types

The data types in Microsoft Dynamics CRM correspond to .NET data types whenever possible.
These types are directly corresponding to java data types whenever possible. The cases where
direct mapping is not possible (for example, OptionSetValue) have specific handler classes for
marshalling the data from CRM to Java for the adapter.

Other Application Adapter for Microsoft Dynamics CRM
2011 Functions

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises supports Windows
Communication Foundation (WCF) routing.

Support for the following display languages:
d Chinese (simple)

-1 Japanese

- English (U.S.)

- Spanish

Note: Certain screen elements may be code in English (U.S.) despite the specified display
language setting.
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Application Adapter for Microsoft Dynamics CRM
2011 Known Limitations

This section lists known issues for iWay Application Adapter for Microsoft Dynamics CRM 2011
On-Premises.

- The adapter does not support a plug-in for events.

d The adapter uses the WDL endpoint from Microsoft Dynamics CRM.

There may be a finite data limit (set from the Microsoft Dynamics CRM server) for the WSDL
endpoint that may limit the final message size. This limit is found most often in the
RetrieveMultiple and BulkData operation messages. This limit is usually set in the
web.config file for the Microsoft Dynamics CRM server. For more information on how to
increase the default time and size of a request, see the Microsoft Dynamics CRM 2011
documentation.

Application Adapter for Microsoft Dynamics CRM
2011 Restrictions

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises should not to be run
on Microsoft Dynamics CRM 2011 Online or Microsoft Dynamics CRM 2011 for Azure. The
adapter should not be run on any other version of Microsoft Dynamics CRM. Router
configuration and security depend on following the procedures described in the iWay
Application Adapter for Microsoft Dynamics CRM 2011 On-Premises User's Guide.

Related Information for Application Adapter for Microsoft Dynamics CRM
2011 in Specific iWay Releases

For more information, see the iWay New Features Bulletin and Release Notes documentation for
a specific release (for example, iWay Version 7.0.6).
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Application Adapter for Microsoft
Dynamics CRM
2011 Quick Start Guide

Chapter

This chapter provides a quick start guide for the iWay Application Adapter for Microsoft
Dynamics CRM 2011 On-Premises.

In this chapter:
.d  Application Adapter for Microsoft Dynamics CRM 2011 Quick Start Overview

. Microsoft Dynamics CRM 2011 Quick Start Guide

Application Adapter for Microsoft Dynamics CRM
2011 Quick Start Overview

This quick start guide summarizes the high-level key steps that are required to install,
configure, and use the iWay Application Adapter for Microsoft Dynamics CRM 2011 On-
Premises. The quick start guide does not elaborate on any of the steps in detail. Instead,
cross-references are provided for the corresponding sections in the iWay Application Adapter
for Microsoft Dynamics CRM 2011 On-Premises User's Guide. Users of the adapter are
encouraged to follow the sequence of steps in this guide to quickly connect to Microsoft
Dynamics CRM 2011 On-Premises and begin using the adapter. To gain a complete
understanding about the adapter, it is recommended for users to review the entire iWay
Application Adapter for Microsoft Dynamics CRM 2011 On-Premises User's Guide, as the quick
start guide section is not a replacement for that level of detail.

Microsoft Dynamics CRM
2011 Quick Start Guide

This section lists and describes the key configuration steps for configuring the iWay Application
Adapter for Microsoft Dynamics CRM 2011 On-Premises and then integrating with Microsoft
Dynamics CRM 2011 On-Premises. Specifically, service mode functionality is described
(sending documents to Microsoft Dynamics CRM 2011 On-Premises and receiving a response).

1. Ensure that you are using a supported environment, as described in Microsoft Dynamics
2011 CRM Supported Platforms Matrix on page 19.

2. Ensure that when you install iWay Service Manager (iWay Integration Suite) you select and
install the Microsoft Dynamics CRM 2011 adapter, which is grouped under the Application
Adapters category.

For more information, see the iWay Installation and Configuration Guide.
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3. Install the iWay Windows Communication Framework (WCF Router) before using the
adapter.

For more information, see Configuring the iWay WCF Routing Service (WCF Router) on page
99.

4. Select the security mode of the WCF Router.

For more information, see Using the WCF Router to Connect to MS CRM (Selecting the
Connection Mode) on page 109.

5. Start iWay Service Manager (iISM) and iWay Integration Tools (ilT). Use the iWay Explorer to
create a target (connection) to Microsoft Dynamics CRM 2011 On-Premises.

For more information, see Working With a Target on page 32.
6. View and explore the different Microsoft Dynamics CRM Entities in the object tree.
For more information, see Navigating the Entity and Operation Tree on page 44.
7. Select an object from the tree, and create an XML schema.
For more information, see Creating an XML Schema on page 50.
8. Create an iWay Business Service from the Microsoft Dynamics CRM Entity.
For more information, see Creating Business Services on page 56.

9. Create an XML instance document based on the created XML schema or WSDL from an
iWay Business Service and populate the fields with data according to the schema
description.

10.If you are using an iWay Business Service, use the Test pane to upload or copy the XML
instance document into the iWay Business Service.

For more information, see How to Create an iWay Business Service on page 58.

11.Alternately use the Channel Builder in iWay Integration Tools (ilT) to build and deploy a
simple iWay application that can be started, stopped, and monitored from ilT.

For more information, see the iWay Integration Tools User’s Guide.

Note: The iWay Application Adapter for Microsoft Dynamics CRM 2011 On Premises does not
support events.

26 Information Builders



Chapter

Design Time Concepts and
Configuration Tasks

This section describes design time concepts and configuration tasks for the iWay
Application Adapter for Microsoft Dynamics CRM 2011 On-Premises. For example, how
iWay Explorer is used to create schemas and Business Services to provide integration
between the adapter and a Microsoft Dynamics CRM 2011 server.

In this chapter:

_I

L U o oo u

Starting iWay Explorer

Adding the Microsoft Dynamics CRM 2011 Adapter to iWay Explorer
Working With a Target

Navigating the Entity and Operation Tree

Creating an XML Schema

Creating Business Services

Starting iWay Explorer

This section describes how to start iWay Explorer.

Procedure: How to Open iWay Integration Tools

To open iWay Integration Tools:

1.

2.

Navigate to your local drive where you have iWay Integration Tools installed, and open the
eclipse folder.

Double-click iit.exe.
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iWay Integration Tools suite opens.

4 Integration - iWay Integration Tools [_ ol x|

Fie Edit Mavigate Search Project Run Window Help
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Procedure: How to Create an iWay Explorer Connection to an iSM Server

28

This procedure assumes that you have opened iWay Integration Tools and are in the

Workbench.

Note: Before continuing, ensure that iWay Service Manager is started.

1. Click the iWay Explorer tab to make it active.

2. Click the Launch iWay Resource Creator Wizard button on the tool bar.

In the following image, the iWay Explorer tab is active, and the cursor is pointing to the
Launch iWay Resource Creator Wizard button.

gﬂ Inteqgration Ex. ..

B itWay Explorer @3

= Librarw Manager

= O

l::}v

gﬁJIfﬁ

‘F_\éunch iy Resource Creakor Wizard |
T
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When you click the button, the New iWay Connection dialog box opens.

# Resource Selection Dialog

New iWway Connection

Select a resource bype ko create.

Type Descripkion Version

Configuration Create & connection ko an adapker run-time inskance,  6.1.6...

@:I Mexk = I Zancel

3. Under the Type heading, click iWay Configuration, which is the type of resource that you
must create.

4. Click Next.
The Select Connection Types dialog box opens.

5. In the Configuration Alias field, click a name from the drop-down list, or type a name for
the configuration, for example, localhost.

The drop-down list contains the names of configurations that you have used before.

Tip: The name that you supply is used only for display purposes in the tree. It is not a
server connection property.

6. For Connection Type, click the radio button for the method that you are using to connect to
iSM. Ensure HTTP connection is selected.

7. Optionally select the Connect to Host upon Wizard Completion check box if you want iWay
Explorer to automatically connect to this instance of iSM after you have created it. If you
select this option, all the explorer environments under the new iSM connection are
automatically connected to iSM when this procedure is finished.

If you do not select this option, the explorer environments are not automatically connected
to iSM. You can connect to an individual explorer environment when you want to access it.
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8. Click Next to continue the procedure.

9. If you selected an HTTP Connection, the Enter Connection Information dialog box opens.

# Add iWay Configuration

Enter Connection Information

Provide the server's connection string, SOAP port and the iSM console
pork,

Connection Skring: I http: fflocalhost

Lser Mame: | iway

Password: | 1Y

SOAP Port/Endpoint; | Q000

Zonsole Port/Endpoint: | 2399

Presets

Local Connection |
Serviet |

@:l < Back 1 [=3 e | Finish I Cancel

. Verify the values in the three fields, or type the valid value or values.
.4 The Connection String field contains the URL that connects to the iSM.
.4 The SOAP Port/Endpoint field contains the SOAP port number.

-1 The Console Port/Endpoint field contains the port number that the iSM
Administration Console is listening on.

. Optionally, under Presets, click Local Connection to insert values for a local default iSM
connection in the fields, or click Serviet to insert values for a sample servlet
connection.

.4 Click Finish.
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Adding the Microsoft Dynamics CRM 2011 Adapter to iWay Explorer

iWay Explorer supports access to many different application systems. When you connect to
and expand the Application Explorer node, the iWay adapters for the supported application
systems are displayed. They are the iWay adapters that you have installed and are licensed to

Procedure:

use.

How to Add the Microsoft Dynamics CRM 2011 Adapter to iWay Explorer

In this procedure, you are going to add the iWay Application Adapter for Microsoft Dynamics
CRM 2011 On-Premises to the list of adapters displayed in the Adapters node.

1. Rightclick the Adapters node, and click Edit from the menu.

The Edit Adapters dialog box opens, as shown in the following image.

-

|

et Anp = IS

Adapter Selection Page
Select which adapters should be displayed in the Application Explorer,

Adapter Name Description l Select All l
IW&;; Supports Way v6.0. Way Adapter Framework v1.0. lml
Java Supports Plain Old Jave Objects (POJOs). iWay Adapter Framework v1.0.

Supports M5 Dynamics CRM 2011 via WCF Routing Senace. iWay Adapt...

| MySampleAdapter 10

v| RDBMS Supports JOBC APLv. 3.0 compliant drivers. Adapter Framework version... |

© e

Select the check box for MSCRM2011.
3. Click Finish.

The tree is automatically refreshed and displays the new adapter.
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In the following image, the MSCRM2011 node is displayed in the Adapters node of iWay
Explorer.

74 Integrati... & iWayEx.. £3| = Library... |~ O
& | r—

4 ) localhost -
4 . Adapters
=y iWay
= MSCRM2011

Working With a Target

32

To browse the available entities of a Microsoft Dynamics CRM 2011 server, you must create a
target for that server. The target is the means by which you connect to the server and contains
the required logon properties.

Using the target, you must establish a connection to a Microsoft Dynamics CRM 2011 server
every time you want to browse the entities using iWay Explorer.
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Procedure: How to Create a Target

To create a target:
1. Rightclick the Adapters node, and click Connect from the menu.

;ﬁ Inteqration Explarer = ] iMtay Explarer 25 | =8 Library Manager

: 4

= 83 sampleCaonfig

=R
CIE-OC) Events
@ Applicati J* Edit

Bﬂ Registry

—+*l .
i Clear Filker

§ Mew iWay Resource. .,

2. Once you are connected, expand the Adapters node.

3. Rightclick MSCRM2011, and click Add Target from the menu.
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The CRM Target Properties dialog box opens, as shown in the following image.

fl Add Target H=] E3

CRM Target Properties

- |
Please enter the generic properties assaciaked with the new karget, '_J

™

Mame: | SampleTarget

Description: | This karget is used ta connect ko M3 Dynamics CRM,

Type: I CRM - I

¥ Connect to karget upon wizard completion.

i~
'\‘?Jl = Back I Next = I Fimishi Cancel

4. Supply the values for the fields on the dialog box as follows.
a. Inthe Name field, type a descriptive name for the target.
b. In the Description field, type a brief description of the target (optional).
c. From the Type drop-down list, select CRM (default).

5. Select the Connect to target upon wizard completion check box if you want iWay Explorer to
automatically connect to this target after you have created it.
If you deselect this option, iWay Explorer will not automatically connect to the target. From
the tree, you can connect to an individual target when you want to access the associated
application system.

6. Click Next.
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The connection properties for the Microsoft Dynamics CRM 2011 server target are
displayed, as shown in the following image.

CRM Target Properies

Please enter the properties associated with the new target. w

Connection | Rauting ] Administrator access | Advanced
Domain
projects
User
crm
Password
Host
crmsrv2011

COrganization

Spirit

: Http compression

x/?.-’l < Back Mext > Einish Cancel

The following tabs are available:

IJ Connection tab. Contains general parameters that are required to connect to a target
Microsoft Dynamics CRM 2011 server and authenticate a user.

IJ Routing tab. Contains parameters that are required to establish a connection to the
WCF Routing Service (WCF Router), which can also require certificates for security
purposes.

IJ Administration Access tab. Contains account information for a user with administrator
privileges. This should be an account that has credentials to access metadata.
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Note: It is recommended to set the administrator credentials in this tab only for testing
purposes. If these administrator credentials are required, then set them through the
iWay WCF Routing Service (WCF Router). For more information, see Storing
Administrator Credentials in the WCF Router on page 108.

4 Advanced tab. Contains additional parameters that are required to filter entities,
configure design time operations, configure caching and connection pooling, set
validation levels, and set the user interface.

The following table lists and describes the parameters in each tab.

Parameter Description Required

Connection tab

Domain Specify the Active Directory domain. Yes
For example, PROJECTS.

User The user name used to connect to the Yes
Microsoft Dynamics CRM 2011 server.

Password The password that is associated with the Yes
user name.

Host Specify the name or IP address of the Yes
Microsoft Dynamics CRM 2011 server.
For example, localhost.

Organization Specify the organization name to access the Yes
Microsoft Dynamics CRM 2011 server.

Http compression Select this check box if you require HTTP
traffic to be compressed.

Routing tab

WCF Routing Service Specify the URL of the WCF Router Service. Yes

host For example, localhost.

WCF Routing Service Specify the port of the WCF Router Service. Yes

port

For example, 8080.
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Parameter Description Required

Protocol Specify what protocol to use for
communication with the WCF Router Service.

For example, HTTPS.

Trusted keystore Specify the path to the keystore file No
location containing the trusted certificate.

For example, c:\keystores\trustStore.jks.

Client keystore Specify the path to the keystore file No
location containing the client certificate.

For example, c:\keystores\clientStore.jks.

Client keystore Specify the password that protects the No
password keystore containing the client certificate.

Administration Access tab

Domain Specify the domain of the user with No
administrative access. This should be an
account that has credentials to access
metadata

For example, PROJECTS.

User Specify the user name that has No
administrative access.

Password Specify the password of the user that has No
administrative access.

Advanced tab

Path to file with filters Specify the location of a file with custom No
filters.

For example, c:\crm\filter.xml.
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Parameter Description Required

Connection pool size Specify the number of connections that can Yes
be stored in the connection pool. If the
number of requests exceeds this value, then
the pending requests will be queued and wait
for released connections.

For example, 10.

Cache max objects Specify the number of objects that can be Yes
stored in cache. If this limit is reached, then
the oldest accessed objects will be removed
from cache before any new objects are placed
in the cache.

For example, 200.

Validation level Specify what required level of entity attribute
in Microsoft Dynamics CRM 2011 should be
treated as mandatory by the adapter.

For example, System required.

User interface Specify what language to be used for
language localized labels (entity names, attribute
names, attribute descriptions, and complex
properties) during design time.

For example, Japanese(Japan).

For more information, see Understanding
Localization on page 39.

7. Provide the connection information and associated parameters for the target Microsoft
Dynamics CRM 2011 server according to your requirements.

8. Click Finish when you are done.
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The new target is added under the MSCRM2011 adapter node of iWay Explorer, as shown
in the following image.

7 Integrati... & iWayEx.. £3 | = Library.. |~ O
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Understanding Localization

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises can automatically
resolve the current user interface language that is being used in MS CRM. This language will
be used for localized labels (entity display names, attribute display names, attribute
descriptions, complex properties, and other elements) during design time.

Language packs are specific to an organization within MS CRM. When additional language
packs are installed on an organization in MS CRM, the options menu in the MS CRM GUI is
used to specify a default language. The adapter will attempt to find the default language based
on the user ID specified in the target parameters. If the specified user ID has never logged on
to the MS CRM GUI before, no value will be specified for the User interface language
parameter by default, and the user must select a language option from the drop-down list. The
adapter shows all possible languages for MS CRM, but only the ones installed on the system
for the active organization can be selected. If a language option is selected that is not
installed and available for an organization in MS CRM, then an error message is displayed. The
user should check with the MS CRM administrator to determine the available languages that
are supported for their organization before proceeding.

When the user opens XML schemas, the current language is retrieved from MS CRM using only
one request. To use this operation, the user must be granted with the prvReadUserSettings
privilege. If this privilege is unavailable for the user, then an error message is displayed and
the current operation is aborted.

If Ul language code was retrieved, it will be inserted to a target context and will be retrieved
from it every time it is needed.
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Users without the prvReadUserSettings privilege can click on the Advanced tab of the CRM
Connection Properties pane and select a language from the User interface language drop-down
list, as shown in the following image.

A Target Connectson Duslog - v
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Lonnecton | Routing ' Addrrinistrator sccess | Sdhvanced
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Nadniagms (Seath Afres)
l.-‘s.ll:m'ul-ﬂ
!-’-‘b#ﬂll-l'i (Albariy ) -

? Furush Cancel

A list of locales contains all locales specified in the following website:
http://www.microsoft.com/resources/msdn/goglobal/default.aspx

If the user selects any language from the drop-down menu, no current Ul language will be
retrieved from MS CRM even if it is granted with appropriate privileges. If the selected
language is unavailable on MS CRM, then an error will be generated. The Error description will
contain the list of installed languages so the user can edit target configurations and set the Ul
language to one listed in the description.
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If the selected language exists, then the entity tree items and localized labels in schemas and
in complex properties view will be shown in it.
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Note: If a newly created user connects to a target, the user may fail to retrieve the current Ul
language even with appropriate privileges. There are two ways to resolve the issue when
creating a user in MS CRM:

.4 Ask the user to log in MS CRM. After that, the configuration will be applied in the database
and be visible in response with all user settings.

4 Manually set the user interface language for the current user. For more information, see
Manually Setting User Interface Languages on page 172.

Understanding Administrative Credentials

Procedure:

For dynamic introspection of metadata, a user requires the following privileges set with read
authority:

. Entity
4 EntityMap
d Field

If a user does not have these privileges, and administrative credentials are specified, then the
privileges of the admin user are used to obtain the metadata.

During runtime, the role privileges of the given user are used to execute any specified request.

How to Connect to a Target
To connect to a target:

1. Expand the MSCRM2011 node to locate the name of the target to which you want to
connect.

2. Right-click the target, and click Connect from the menu.
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The CRM Target Properties dialog box opens.

Enter the password that is used to connect to the Microsoft Dynamics CRM 2011 server.

Click Finish.

The MSCRM2011 node icon changes to green, and is expanded to show the available
entities on the Microsoft Dynamics CRM 2011 server to which you have connected.
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Procedure: How to Disconnect From a Target

42

Although you can maintain multiple open connections to different application systems, it is a

good practice to close a connection that is not in use.
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Procedure:

Procedure:

To disconnect from a target:

1. In the tree, expand the MSCRM2011 node to locate the name of the target from which you
want to disconnect.

2. Right-click the target, and click Disconnect from Target from the menu.

The connection to the target Microsoft Dynamics CRM 2011 server is closed.

How to Edit a Target

After you create a target, you can edit the information that you provided during the creation
procedure.

To edit a target:

1. Inthe tree, expand the MSCRM2011 node to locate the name of the target that you want
to edit.

2. Rightclick the target, and click Edit Target from the menu.

The CRM Target Properties dialog opens and displays the current Microsoft Dynamics CRM
2011 server target properties.

Modify the connection properties as required.

Optionally, select the Reconnect to target upon wizard completion check box if you want
iWay Explorer to automatically connect to this target after you have edited it. iWay Explorer
will use the modified properties to connect.

5. Click Finish when you have made your edits.

How to Delete a Target

You can delete a target that is no longer needed. You can delete it whether or not it is closed.
If open, the target automatically closes before it is deleted.

To delete a target:

1. Inthe tree, expand the MSCRM2011 node to locate the name of the target that you want
to delete.

2. Rightclick the target, and click Delete Target from the menu.
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iWay Explorer displays a prompt, asking you to confirm the deletion of the selected target.
An example is shown below in the following image.

-ll Confirm Delete

e Delete Target: SampleTarget?
| |

K, I Cancel

3. Click OK to proceed with the deletion.

Navigating the Entity and Operation Tree

After you create and connect to the target for a Microsoft Dynamics CRM 2011 server, iWay
Explorer displays the entities and operations that are available on that server. You can explore
and browse the metadata for these entities and operations.
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The entity and operation tree displays all of the entities that are available in the MS CRM
adapter target and operations for each entity. The information is represented hierarchically,
where each entity node can be expanded so you can retrieve a list of operations for the
selected entity. Entities and operations within an entity are sorted in alphabetical order, as
shown in the following image.
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The adapter includes a mechanism to filter entities and operations that are not visible. There
are two filters provided by the adapter (internal and external). The internal filter contains
operations that are not supported by the MS CRM 2011 Web service, according to
documentation from the Microsoft website:

http://technet.microsoft.com/en-us/library/gg8309493.aspx

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises User's Guide 45


http://technet.microsoft.com/en-us/library/gg309493.aspx

Navigating the Entity and Operation Tree

To allow the filtering of entities, the iWay Application Adapter for Microsoft Dynamics CRM
2011 On-Premises also supports an external filter. You must create an XML file using a
special format and specify the path to this file in the adapter parameter. While building an
entity tree, the adapter loads this file and hides the entities and operations that are specified
in that file. To view a sample, see Filter Document Sample on page 160.

Understanding Entities in Microsoft Dynamics CRM

46

In Microsoft Dynamics CRM 2011, entities are used to model and manage business data. For
example, entities such as Account, Campaign, and Incident (Case) can be used to track and
support sales, marketing, and service activities. An entity has a set of attributes where each
attribute represents a data item of a particular type. For example, the account entity includes
Name, Address, and Ownerld attributes.

Conceptually, an entity can be thought of as similar to a database table, where the entity
attributes correspond to table columns. An entity is both a model and a repository for data.
When the entity is a model or referring to the model, it is an entity. When referring to data that
is typed with that model, it is a plural called entity data. When working with a particular record,
it is an entity instance.

The entities can be thought of in categories, like system (referring to the system itself),
business (the organization data), and custom (user or vendor created). iWay Application
Adapter for Microsoft Dynamics CRM 2011 On-Premises supports the use of business and
custom entities. Some entities are not exposed as they are used by MS CRM to handle
internal processes. You can also create your own filters if you do not want certain entities
exposed by the adapter.

Outside the scope of the adapter are screen-related elements, such as forms, controls, and
web pages. The adapter is designed for entities and operations only. iWay Application Adapter
for Microsoft Dynamics CRM 2011 On-Premises only supports the On-Premises MS CRM
deployment model. Cloud or Hybrid deployments of MS CRM are not supported. Contact your
iWay Software Customer Support Representative if you have any questions or need further
information.

After installation, custom entities can be added to MS CRM to address specific business
needs of an organization. iWay Application Adapter for Microsoft Dynamics CRM 2011 On-
Premises supports the processing of any custom entity.

MS CRM delivers a set of operations for managing its data (entities). These operations are
divided into three groups:

- Standard. Contains persistent storage operations, which include:

4 Create
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- Update
d Delete
.4 Retrieve (retrieves a single record)
d RetrieveMultiple (retrieves multiple records by specified criteria)
4 Advanced. Contains operations that perform advanced manipulations of a specific entity.

-1 Global. Contains various operations for advanced purposes. Since the operations cannot
be used by specific business entities, the operations are represented in the adapter entity
tree by a special node for all global operations.

For more information, see the Microsoft Developer Network (MSDN) website at http;//
msdn.microsoft.com and search for the topic Introduction to Entities in Microsoft Dynamics CRM
2011 and Microsoft Dynamics CRM Online.

Global Operations Node

The Global Operations node represents all global operations as if they were owned by an entity
with the name global operations.

@ Follow
4 "5 Global Operations

@ BulkDelete

@ BulkDetectDuplicates

@ CanBeReferenced

@& CanBeReferencing

& CanManyToMany

@ CreateAttribute

@ CreateManyToMany

@ CreateOneToMany
CreateOptionSet

Operation Sets Node

The Operation Sets node allows you to create and extend operation sets for the current target.
Its child nodes represent operation sets with request units (entity/operation pairs). The
request unit sequence is a sequence of requests that goes to MS CRM and return responses.
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For example, the following image shows an operation set called Import Set.

@ MNotification
4 55 Operation Sets
4 @ Import Set
Data Import Create
Import Source File Create
Data Import Parse
Data Import Transform
Data Import ImportRecords
4| @ TestSet
= Account Create
=+ Contact Create
¥ Product Create
@ Opportunity
% Opportunity Close

The Import Set allows you to do the following actions on data import entities in one request:
Create data import entities.

Import source files.

Parse import data.

1

d

4 Execute import data.
1

4 Transform import data.
1

Import operations.

This operation is not transactional as internal requests (request units) are sent to MS CRM
and processed there one after another.

The New Operation Set option, in the Operation Sets node, allows you to create a new
operation set with a specified name. This name must consist of words with all lowercase
letters except for the first letter. It may also contain the dash (-) sign.

Each operation set node has the following options:

d New Request Unit. This option allows you to create a new request unit. A special wizard is
created where you can choose a specific entity and operation for it. The sequence number
can also be chosen.

4 Delete. This option allows you to delete the current operation set.

Schema operations are available for operation set nodes.

Information Builders



4. Design Time Concepts and Configuration Tasks I

Each request unit node has the Delete option that allows you to delete the current request

unit.

All operation sets always appear in iWay Application Adapter for Microsoft Dynamics CRM
2011 On-Premises, so they will be available even after restarting iWay Service Manager (iISM).
To use them in runtime, an identical target configuration must be used.

Properties and Complex Properties

Using iWay Integration Tools (ilT), you can analyze MS CRM entities in more detail using the
Properties and Complex Properties tabs. For example, the following image shows the attributes
for a selected entity in the Properties tab and the type of value that is allowed for each

attribute.

Property

4 Attributes
accountcategorycode
accountcategorycodename
accountclassificationcode
accountclassificationcodename
accountid
accountnumber
accountratingcode
accountratingcodename
addressl_addressid
addressl_addresstypecode
addressl_addresstypecodename
addressl_city
addressl_country
addressl_county
addressl_fax
addressl_freighttermscode
addressl_freighttermscodename
addressl_latitude
addressl_linel
addressl_line2

T Properties i3 | @ Complex Properties| & Console %4 Problems

Value

Picklist

String

Picklist

String
Uniqueidentifier
String

Picklist

String
Uniqueidentifier
Picklist

String

String

String

String

String

Picklist

String

Double

String

String

The Properties tab displays all attributes for a selected entity in alphabetical order and their
value types. It is the easiest way to see what fields are available for an entity.
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The Complex Properties tab provides more information about a selected entity, as shown in the
following image.

=] Properties| @ Complex Properties &2 | & Console| % Problems

Name Display Name Type Length Valid for Create  Valid for Read Valid for Update
statuscode Status Reason Status true true true
statuscodename String false true false
stockexchange  Stock Exchange  String 20 true true true
telephonel Main Phone String 50 true true true
telephone2 Other Phone String 50 true true true
telephone3 Telephone 3 String 50 true true true
territorycode Temitory Code  Picklist true true true
territorycodena... String false true false
territoryid Territory Lookup true true true
territoryidname String 100 false true false
tickersymbol Ticker Symbol String 10 true true true

The Complex Properties tab displays additional readable names of attributes, their length (for
string fields), and their availability for different kinds of operations. This information allows you
to determine if an attribute is applicable for Create, Read, or Update operations.

Creating an XML Schema
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You can create XML request and response schemas for the Microsoft Dynamics CRM 2011
entities that you want to use with your adapter. Optionally, you can store the schemas in a
folder (directory) on your file system, using the iWay Explorer export feature.

The iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises supports the
following schema types:

d Request schema (for input messages)

.d Response schema (for output messages)

When schemas are generated for Create, Read, Update, and Delete (CRUD) operations, the
adapter retrieves metadata with attributes from Microsoft Dynamics CRM 2011. For the current
entity and its operation, the adapter checks all attributes in the metadata and transforms them
to a schema. This allows all entity customizations to be reflected in a schema because the
metadata is generated in real time at the moment when the schema is generated.

Schemas for advanced operations (other than CRUD operations) are generated based on MS
CRM SDK classes. For more information, see Schemas for Advanced Operations on page 152.
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There are several standard elements that are common to every XML schema, which are listed
and described in the following table.

Standard Element Name

Description

entity.operation

Root element for input (request) schema that consists of a
logical entity name and an operation separated by a period
(.). For example:

account. Create

entity.operation.Response

Root element for output (response) schema that consists of
a logical entity name, operation, and the suffix Response
separated by a period (.). For example:

account . Del et e. Response

EntityList The container for entities.
Entity The container for entity name and parameters.
Params The container for entity parameters, which are taken from the

metadata.

The entity is the logical name that is used by Microsoft Dynamics CRM 2011. A name may not
always appear as it is used in the GUI. For example, kbarticle, account, and salesorder.

The schema name matches the operation name in the entity tree. For example, the Create
Account operation is named Create.

To view a sample XML schema, see:

d XML Request Schema Sample on page 170

4 XML Response Schema Sample on page 172

Procedure: How to Create an XML Schema

To create an XML schema:

1. Expand the connected target node and locate the method for which you want to create
XML request and response schemas.

For example, for Microsoft Dynamics CRM 2011, expand Account and select Create.
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2. Rightclick Create, and click Open Schemas from the menu.

@ Account
----- @ Assign

----- @ Open Schemas
----- 15 Export Request Schema
----- @ Export Response Schema
..... G
..... ® @Create iWay Business Service. ..
_____ ® %Expnrt as iWay Business Service. .,
""" @ Refresh
..... G
..... o | = Clear Filker
..... G .
ﬁ}New iWay Resource. ..
..... G

----- @ (o Home
----- @ Ak i50 Back
""" @ Add = GoInko

iWay Explorer creates request and response schemas for the selected method. By default,
the Response tab in the right pane is selected (active), and iWay Explorer displays the
response schema in that pane.

3. In the right pane, click the Request tab to display the request schema.

Procedure: How to Export an XML Schema
To export an XML schema:

1. Rightclick the method whose schemas you want to export, for example, Create.
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2. From the menu, click either Export Request Schema or Export Response Schema.

El@ Account |
----- @ Assign
..... @ m
----- @ C Open Schemas
----- [FWe|  Export Request Schema
----- @ n Export Response Schema
..... @ I _ _ )
..... ® F %Create ivitay Business Service, .,
_____ P %Expurt as iWay Business Service. ..
""" @ R Refresh
..... @ R » -
..... @ F v Clear Filker
'''' ® - "ﬂ”\'New iWay Resource, .,
..... @ 9
----- @ | a0 Home
----- W Acti 50 Back
""" @ Addr| = Go Inko
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The Save As dialog box opens, as shown in the following image.

:5 Save As !El E

Sawve As

Save file to another location.

Enter or select the parent folder:

| SampleProjectischemas

Create Praject ... |

i

E+1=F SampleProject
[ Adapkers
- Applications
[ Channels

E? Flom

[ Transforms

File name: | Create,xsd

@:‘ O I Cancel

3. Select the project folder in which to store the exported schema. By default, iWay Explorer
stores project files in your workspace folder.

4. Type a name for the exported schema using the following haming convention:
entityname_operation.xsd. For example, account_create. By default, the file name
extension is .xsd.

5. Click OK when you are done.
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iWay Explorer stores the exported schema in the project folder that you selected, using the
name that you supplied. An example is shown below in the following image.

;ﬁ Integration Ex... &5 | B iWay Explorer | B Library Manager =0

S & <

[=l+l=F SampleProject
----- [-= Adapters
----- = applications
----- = Channels
..... = Flaws
Eh-(= schemas

Working With Adapter Schemas

When an XML schema is generated using iWay Explorer based on a selected entity and
associated operation, the XML schema will also be used to create or validate an XML instance
during run time. It is helpful to understand the structures of the XML schema and their relation
to MS CRM parameters.

The beginning (top) of the XML schema is represented by an element that identifies the entity
and operation (for example, account.Create). The sub-sequence element called EntityList
allows multiple instances of the same entity and operation to be specified in the same XML
instance.

The next element is called entityType and has a sub-sequence element called Params that
contains the message parameters. These are the attributes that are displayed in the iWay
Explorer tree and property views. Only valid parameters for the message type are represented
in these parameters. If a parameter is required, it has a minOccurs attribute set to 1
(minOccurs="1"). If a parameter is not required, it has a minOccurs attribute set to O
(minOccurs="0").

Note: While parameters are optional, if you put a parameter name in a request document, you
are required to provide a value for it, even if it is not required.
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Each attribute has a name, a display name, and a description, which may reflect localization if
it is applied. If a parameter is a basic MS CRM data type, then its type and length are
represented in the restriction element. If a parameter has a droplist type, then the values for
the droplist selection are represented lower in the schema, within the advanced option section.
The RelatedEntities element allows specification of the global unique ID of other entities that
may be referenced in this request.

The MS CRM optional parameters Suppress Duplicates and Calculate Match codes
Synchronously are advanced operations to control processing of the message.

While the XML schema for an entity and operation may contain 100 fields or more, the XML
instance may have only a small number of fields necessary for the current operation. To view
sample XML request and response schemas for MS CRM, see:

-1 XML Request Schema Sample on page 170

4 XML Response Schema Sample on page 172

Creating Business Services

iWay Explorer provides developers with a simple, consistent mechanism for extending the
capabilities of an iWay adapter. The iWay Business Services Provider (iBSP) exposes iWay
functionality as a number of web services. It serves as a gateway to heterogeneous backend
applications and databases.

A web service is a self-contained, modularized function that you can publish and access across
a network using open standards. It is the implementation of an interface by a component, and
is an executable entity. For the caller or sender, a web service can be considered a black box
that may require input while typically delivering a result.

Web services integrate within an enterprise, and across enterprises on any communication
technology stack, whether asynchronous or synchronous, in any format.

Creating an iWay Business Service
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After you generate XML schemas for a Microsoft Dynamics CRM 2011 entity using iWay
Explorer, you can create an iWay Business Service for that entity. iWay Business Services can
be created for all operations exposed by iWay Application Adapter for Microsoft Dynamics CRM
2011 On-Premises, including Global Operations and Custom Operation sets.

The Web Service Description Language (WSDL) file is an XML file that describes the web
service documents and provides access to the service. It specifies the location of the service
and the operations (or methods) that the service exposes.

You can delete an iWay Business Service that is no longer required.
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Note: To generate valid WSDL files, the Namespace Awareness option must be enabled (set to
On) in the Services Provider page of the iWay Service Manager Administration Console before
iWay Business Services are created. For example:

Providers
Data Provider
Directory Provider
Security Provider

XML Namespace Map
Provider

Pooling Providers

Authentication
Realms

Data Quality
Providers

Schedule Provider

SNMP Provider

Facilities
Activity Facility

Correlation Facility

iWay Business Services

Publishing Location

Adapter Directory

Policy Based Security

Namespace Awareness

Operation Namespace URI

Use Correlation Attribute

L

When an iWay Business Services is created and published as a web service, 3 Web Services Description
Language (WSDL) file is generated to describe the semvice. This file is saved in a hierarchy rooted at the WSDL
publishing location.

wsdl
[ reste if sirectory doesnt exist
The iWay Business Services Provider uses iWay Adapters to expose web services. You can override the default

location of the adapters directory. Please remember that the location of the adapters library must be available on
the active classpath before it will be used

sreg(iwayhome)/lib

[ seate if irectory doesn't exist

The iWay Business Services Provider can be configured to provide policy based security. Policies have been
implemented to govern runtime permissions on one or more iWay Business Semvices based on a userigroup
membership, IP addresses and/or IP domains. The security policy must be set on to enable policy based security.

[0 on
If set, iWay Business Services will preserve XML namespaces from the adapters response message. Mote that

when the java system property ibsp.wsdl.nsaware is set to "true”, namespaces will be preserved without regard for
the Namespace Awareness property.

If set, iWay Business Services will use this URI for the operation node in the SOAP response. Note that when the
java system property ibsp.operation.ns is set, the value of the java system property will be used and this parameter
will be ignored

If set, use a correlation atiribute (cid) o correlate the request and the response.
On

[Updale] [ Restore Defaults ]

Note: For compatibility with Microsoft web services, uncheck the Use Correlation Attribute

parameter.
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Procedure: How to Create an iWay Business Service
To create an iWay Business Service:

1. In iWay Explorer, expand the target node to which you are connected and locate the
method for which you want to create an iWay Business Service. For example:

ElQ' Account —_
----- @ Assign
----- O g

----- o Export Request Schema
----- ¥ Export Response Schema

""" @ Refresh

..... @ | s Clear Filker

ﬁ}'r'-.lew iWay Resource. ..

----- @ 150 Home
----- ¥ Acki im0 Back
""" @ add 50 Inta
----- @ Announcement

2. Right-click the method, for example, Create, and click Create iWay Business Service from
the menu.
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The Select or Create a Business Service dialog box opens, prompting you for information

about the new service.

j. Add Business Service

Select or Create a Business Service

Create a business service from the create operation in the crmadapter
adapter,

Existing Service Mames: I “NEW Service = j

Service Mame: I Account_Create

Service Descripkion: This Web service creates a new account on M5
Dvnamics CRM,

=

[

'i? < Back I Mext = I Finiish Cancel

3. Supply the values for the fields on the dialog box as follows.

a. From the Existing Service Names drop-down list, click <new service> if you want to

create a new service name, or select an existing service name.

b. If you are creating a new service name, type the name in the Service Name field, for

example, Account_Create.

c. Inthe Service Description field, optionally type a brief description of the new business

service.

4., Click Next.
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The Select Business License dialog box opens.

fl Add Business Service

Select Business License

Please select an existing business service or creake a new ane to
publish the web service,

License: I Lest - I

Method Mame: | Create

Method Description: ;I

'i? < Back Mext = | | Firiish I Cancel

5. Supply the values for the fields on the dialog box as follows.

a. From the License drop-down list, select the license definition that you want to use with
this business service.

b. Inthe Method Name field, accept the default value, or type a descriptive name for the
method that the service exposes.

c. Inthe Method Description field, optionally type a brief description of the method.
6. Click Finish.
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The new iWay Business Service is listed under the Services node in the tree, as shown in
the following image.

7 Integration... | B Library Ma... | @ iWayExplo.. 2| — O

o =
4 %) localhost
4 o Adapters
» =4 iWay
4 = MSCRM2011
. @ mserm2011
= RDBEMS
a @ Services
4 -{ﬁ Account_Create
5 L2 Licenses
4 ) Methods
@ Create
» (3 Configuration
i -é FirstFirst
[ \é wayivp
5 &b JapanYahoo
& Events
gj] Applications
24 Registry

The right pane displays the available licenses.

7. To test the new iWay Business Service, click the test link in the right pane.
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The iWay Business Services that are licensed under test are displayed.

Create ﬁ iiihiii ﬁ

," iway Business Services

Licensed under

The test License is installed by default, It is used to test iWway Business
Service Provider Services,

The following web services are available under license test

* Account Create
This We@rvice creates a new account on M3 Dynamics CRM,

8. Click the Account_Create link.

The operations (methods) that are supported by the iWay Business Service are displayed.

Create ﬁ iiihiii ﬁ

," Account_Create

An gy Busin

This Web service creates a new account aon M3 Dynamics CRM,

The following operations are supported. For a formal definition, please
review the Service Description.

* Er@te

9. Click the Create link.
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The test pane for the Create method opens.

Create ﬁ iiiiiii ﬁ

,"‘ Account_Create

An iz By

Click here for a complete list of operations,

Create

Test
To test the operation using the SOAP protocol, click the 'Invoke' button,

input xml:

=)

[~

Browsze. .. plosd hiore | Invoke |

10. In the input xml field, enter an XML request document that queries the iWay Business
Service named Account_Create.

11. Click Invoke.
The result of the test is displayed in the right pane.

Procedure: How to Export a WSDL File

1. Expand the tree in the Services node to locate the name of the iWay Business Service
whose WSDL file you want to export.
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2. Rightclick the name of the iWay Business Service, for example, Account_Create, and click
Export WSDL from the menu.

El% Business Service Explarer
-G vp

Ela besk
G I
% Lz

----- o.og Ewvent Exp

..... le Registry E i Show in Editor
3 Delete

Refresh

—F| o
g Clear Filter

ﬁ'New iWay Resource. ..

(o Home
a0 Back
= im0 Inko
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The Save As dialog box opens, as shown in the following image.

:5 Save As

Sawve As

Save file ko another location,

=] E3

Enter ar select the parent Folder:

| SampleProject

Create Project ... |

iy = o

SR ESH S ampleProject
----- = adapters
----- = Applications
----- == Channels
..... 'C:'" FlDWS

----- = Schemas

----- [= Transforms

File name: | Account_Create, wsdl

@

(0] 4 I Cancel

3. Select the project folder in which to store the exported WSDL file. By default, iWay Explorer
stores project files in your workspace folder.

4. Type a name for the exported WSDL file. By default, the file name extension is .wsdl.

Click OK when you are done.
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The exported WSDL file is stored in the project folder that you selected, using the name
that you supplied. For example:

aﬂ Integration Explorer &3 | E# iway Explorer | 22 Library Manager = B

%V

== SampleProject
----- [ &dapters
----- [= Applications
----- [= Channels
----- [== Flows

= Schemas
----- [-= Transforms

Procedure: How to Delete an iWay Business Service

1. Expand the tree in the Services node to locate the name of the iWay Business Service that
you want to delete.

Right-click the name of the iWay Business Service, for example, Account_Create, and click
Delete from the menu.

E% Business Service Explorer

&R e
@? production
El{;"'# kesk
ERR o Creot- M
’% L| |=| Export W3DL
----- O% Event Ex

GO . 1 Shaow in Edibor
..... Etlj Reqistty | g

Refresh

— "
i Clear Filker

ﬁ"New ividay Resource. ..

(3o Home
o Back
=150 Inko
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A prompt is displayed, asking you to confirm the deletion of the selected iWay Business
Service, as shown in the following image.

A Delete |

Delete business service: Account_Create?

Ik I Cancel

3. Click OK to proceed with the deletion.
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Chapter
Tasks

This section describes run time concepts and configuration tasks for the iWay Application
Adapter for Microsoft Dynamics CRM 2011 On-Premises.

In this chapter:

4 Create, Read, Update, and Delete
Operations

Error Handling

Caching

Compound Operations )
Connection Pool

Advanced Operations )
Executing Processes (Workflow)

Operation Sets )
Importing Bulk Data

Retrieving Multiple Requests )
Deleting Bulk Data

L U o oo U

Validating Input Messages

L U U U Jd ud

Optimizing Microsoft Dynamics CRM
2011 Using HTTP Compression

Create, Read, Update, and Delete Operations

The iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises can perform
Create, Read, Update, and Delete operations for entities that support these operations

(subject to validation rules). To view sample request and response documents, see Create and

Update Operation Samples on page 162.

Related entities are part of the entity class from MS CRM SDK. For more information, see the

following website:

http://msdn.microsoft.com/en-us/library/microsoft.xrm.sdk.entity.relatedentities.aspx

Compound Operations

Compound operations allow you to create or update a parent entity and its children as one
action. For example, you can place an entity order with ordered products and invoice with

invoiced products. For a complete list, consult the Microsoft documentation for MS CRM 2011.

Compound operations are supported for the following entities:
d invoice

d salesorder
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Advanced Operations

- duplicaterule
- quote

Since compound operation request messages have been deprecated in MS CRM 2011, it is
recommended to use Create and Update operations with the related entities.

For more information, see the Microsoft Developer Network (MSDN) website at http://
msdn.microsoft.com and search for the topic Messages Deprecated in Microsoft Dynamics CRM
2011. The following is the current URL for this topic:

http;//msdn.microsoft.com/en-us/library/gg509038.aspx

To view a sample compound operation document, see Compound Operation Sample on page
165.

Advanced Operations

The iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises also supports
advanced operations that are declared in WSDL documents. These operations are specific for
each entity. It is possible to generate XML schemas for advanced operations that are
supported and create input messages based on the schema. For more information, see
Advanced Operations on page 133 and Schemas for Advanced Operations on page 152.

Operation Sets

Operation sets (linked operations) can be executed as follows:

4 The input message is validated according to the generated input schema for the current
operation set. This operation set must be continued for the current target configuration
(adapter target). This means that you must create it using iWay Explorer before processing.
If no operation with a defined name is found, then the corresponding exception is
generated. If an XPath expression is found as a value for some node, then it will not be
validated.

4 The input message is separated into request units. These request units are simple
requests for some entity or operation pair. Each request unit is processed without
validation. If an XPath expression is found as a value for some node, then the
corresponding value from the previous response will be substituted. If no value is found,
then an empty value is returned. An invalid XPath expression returns a corresponding
exception.

The following is an example of an XPath expression:

<is:Status>${//crm account. Create. Response/ crm EntityList/crmEntity/
crm Status}</is: Status >
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Note: XML Path Language (XPath) version 1.0 is currently supported.

4 To view a sample output file that is returned where all responses are merged, see Linked
Operation Output Sample on page 167.

Retrieving Multiple Requests

The RetrieveMultiple operation provides more capabilities to select data from Microsoft
Dynamics CRM. The following types of RetrieveMultiple operations can be configured:

.4 SelectByld. This operation enables iWay Application Adapter for Microsoft Dynamics CRM
2011 On-Premises to search for the specified entity by the specified GUID. In a situation
where the entity with such a GUID does not exist, an empty result is returned. This is one
of the primary differences between this operation and the Retrieve operation. The Retrieve
operation returns an error message instead of an empty result. Another difference is that
Microsoft Dynamics CRM truncates long text data in results of RetrieveMultiple operations
up to 2000 characters.

4 SelectAll. In this operation, the adapter returns all of the entities for the specified type. No
data is truncated for this type of RetrieveMultiple operation.

Note: Because of a large amount of entities, the adapter can take an extended period of
time to perform this operation, which can exhaust your system memory resources.

.d SelectByCondition. This is the most flexible type of RetrieveMultiple operation. You can
specify several conditions and logical operators for this operation. The following is the
structure of a SelectByCondition:
<AttributeNane>...</AttributeNane>

<QOperator>...</Qperator>
<Val ue>. .. </ Val ue>

The following SelectByCondition example uses sample parameters:

<Attribut eNane>i nvoi ce_nunber </ Attri but eNanme>
<Qper at or >Equal </ Oper at or >
<Val ues>
<Val ue>1234567</ Val ue>
</ Val ues>

You can specify as many conditions as you require. All of the conditions are added with
only one logical operator, And or Or. The And logical operator only returns entities that
satisfy all of the specified conditions. The Or logical operator only returns entities that
satisfy at least one specified condition. You can combine different conditions.

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises User's Guide 71



Retrieving Multiple Requests

Note: Specifying more conditions will return more specific data from Microsoft Dynamics
CRM. However, a lower number of results are returned. Specifying less conditions will
return a greater number of results. However, these results tend to be less accurate.

The following table shows the logical operators for attributes and values that iWay
Application Adapter for Microsoft Dynamics CRM 2011 On-Premises supports.
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Operator Description

BeginsWith The string occurs at the beginning of
another string.

Between The value is between two values.

ChildOf Currently unsupported.

DoesNotBeginWith The string does not begin with another
string.

DoesNotEndWith The string does not end with another
string.

EndsWith The string ends with another string.

Equal The values are compared for equality.

EqualBusinessld

The value is equal to the specified
business ID.

EqualUserld

The value is equal to the specified user ID.

EqualUserLanguage

The value is equal to the language for the
user.

EqualUserTeams

The record is owned by teams that the
user is a member of.

GreaterEqual The value is greater than or equal to the
compared value.

GreaterThan The value is greater than the compared
value.

In The value exists in a list of values.
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Operator Description

InFiscalPeriod The value is within the specified fiscal
period.

InFiscalPeriodAndYear The value is within the specified fiscal

period and year.

InFiscalYear The value is within the specified year.

InOrAfterFiscalPeriodAndYear The value is within or after the specified
fiscal period and year.

InOrBeforeFiscalPeriodAndYear The value is within or before the specified
fiscal period and year.

Lasy7Days The value is within the last seven days
including today.

LastFiscalPeriod The value is within the last fiscal period.
LastFiscalYear The value is within the last fiscal year.
LastMonth The value is within the last month

including first day of the last month and
last day of the last month.

LastWeek The value is within the previous week
including Sunday through Saturday.

LastXDays The value is within last X days.

LastXFiscalPeriods The value is within the last X (specified
value) fiscal periods.

LastXFiscalYears The value is within the last X (specified
value) fiscal periods.

LastXHours The value is within the last X hours.

LastXMonths The value is within the last X (specified
value) months.
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Operator Description

LastXWeeks The value is within the last X (specified
value) weeks.

LastXYears The value is within the last X years.

LastYear The value is within the previous year.

LessEqual The value is less than or equal to the
compared value.

LessThan The value is less than the compared
value.

Like The character string is matched to the
specified pattern.

Mask The value is found in the specified bit-
mask value.

MaskSelect Currently unsupported.

Next7Days The value is within the next seven days.

NextFiscalPeriod

The value is within the next fiscal period.

NextFiscalYear

The value is within the next fiscal year.

NextMonth The value is within the next month.
NextWeek The value is within the next week.
NextXDays The value is within the next X (specified

value) days.

NextXFiscalPeriods

The value is within the next X (specified
value) fiscal period.

NextXFiscalYears

The value is within the next X (specified
value) fiscal years.

NextXHours

The value is within the next X (specified
value) hours.
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Operator Description

NextXMonths The value is within the next X (specified
value) months.

NextXWeeks The value is within the next X weeks.

NextXYears The value is within the next X years.

NextYear The value is within the next year.

NotBetween The value is not between two values.

NotEqual The two values are not equal.

NotEqualBusinessld

The value is not equal to the specified
business ID.

NotEqualUserld

The value is not equal to the specified
user ID.

NotIn The given value is not matched to a value
in a subquery or a list.

NotLike The character string does not match the
specified pattern.

NotMask The value is not found in the specified bit-
mask value.

NotNull The value is not null.

Null The value is null.

OlderthanXMonths The value is older than the specified
number of months.

On The value is on a specified date.

OnOrAfter The value is on or after a specified date.

OnOrBefore The value is on or before a specified date.

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises User's Guide 75



Retrieving Multiple Requests

Operator Description

ThisFiscalPeriod The value is within the current fiscal
period.

ThisFiscalYear The value is within the current fiscal year.

ThisMonth The value is within the current month.

ThisWeek The value is within the current week.

ThisYear The value is within the current year.

Today The value equals the date today.

Tomorrow The value equals the date tomorrow.

Yesterday The value equals the date yesterday.

Many of the operators are type-specific. For some logical operators (for example, In), it is
possible to specify more than one value for an attribute. In this case, all <Value> elements
must be included within the <Values> element, as shown below:

<Val ues>. .. </ Val ues>

Other logical operators require no values. For such operations, the <Value> element must
be omitted.
The condition operator, Like, allows you to perform pattern matching.
You can choose from the following patterns:
.4 Percent Character (%). This allows you to match any string of any length (including zero
length).
.d Underscore Character (_). This allows you to match a single character.
The following example shows the use of a percent character (%) wildcard:
<Condi ti on>
<Attribut eNane>nane</ Attri but eName>
<Qper at or >Li ke</ Oper at or >
<Val ues>
<Val ue>My %/ Val ue>

</ Val ues>
</ Condi ti on>

The result returns all entities whose name begins with My.
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The following example shows the use of an underscore character (_) wildcard:

<Condi ti on>
<Attri but eNane>nane</ Attri but eName>
<Oper at or >Li ke</ Oper at or >
<Val ues>
<Val ue>My_ccount 1</ Val ue>
</ Val ues>
</ Condi ti on>

The result returns the entity whose name is 10 characters long, where the first two characters
are My, and the last seven characters is ccount1.

The following is an example of a condition by multiple fields.

<Criteria>
<Condi ti ons>
<Condi ti onExpr essi on>
<Attribut eNane>nane</ Attri but eNane>
<Qper at or >Equal </ Oper at or >
<Val ues>
<Val ue>Sone Account </ Val ue>
</ Val ues>
</ Condi t i onExpr essi on>
</ Condi ti ons>
<Fi | t er Oper at or >And</ Fi | t er Oper at or >
<Filters>
<is:FilterExpression>
<i s: Condi ti ons>
<i s: Condi ti onExpressi on>
<is:AttributeName>account nunber</is: Attri but eName>
<i s: Oper at or >Equal </ i s: Oper at or >
<i s: Val ues>
<i s:Val ue>2</is: Val ue>
</is: Val ues>
</is: ConditionExpression>
</is:Conditions>
<is:FilterQOperator>And</is:FilterCperator>
</is:FilterExpression>
</Filters>
</Criteria>

FilterExpression can also contain other filter expressions. It allows the creation of very complex
and powerful conditions.
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The RetrieveMultiple request contains the following parameters:

Parameter Description Operation
ColumnSet This defines the attributes, which are All
included in the response document. All
the existing attributes will be returned by
MS CRM in an instance document, when
this element is skipped.
LinkEntities This defines the filtering of records in a All
response document by the values of
attributes of some related entities.
NoLock This retrieves or sets a value that All
indicates that no shared locks are
issued against the data that would
prohibit other transactions from
modifying the data in the records
returned from the query.
Distinct This retrieves or sets whether the SelectAll,
results of the query contain duplicate SelectByCondition
entity instances.
Orders This is the order in which the entity SelectAll,
instances are returned from the query. SelectByCondition
Pagelnfo This retrieves or sets the number of Select All,
pages and the number of entity SelectByCondition

instances per page returned from the
query. The response contains related
information, including the total record
count (if requested) and paging cookie
(a string generated from requested
paging criteria that may be used in the
next requests to fasten data retrieval).
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Note: Use paging if you expect large datasets to be returned. Large amounts of data may
cause excessive memory consumption in the adapter, and cause errors or exceptions to be
generated. Try to restrict the returned data with more precise selections and retry the request.

Validating Input Messages

Every input message that is received by iWay Application Adapter for Microsoft Dynamics CRM
2011 On-Premises is validated before being sent to Microsoft Dynamics CRM. The validation

decreases the load on the target MS CRM system, and provides faster return times in the

event of invalid messages.

MS CRM has internal validation rules on many attributes, and it is more efficient to allow MS
CRM to validate these values. MS CRM metadata can be changed by customization or
updates, so strict validation of messages could prevent the execution of some important

operations.

The adapter checks contain a limited set of rules that are required. These rule names are
derived from the XML parser exceptions of the same name, which are derived from W3C
implementation guidelines. The rules are listed and described in the following table. Validation
mechanisms allow checked rules to be easily extended.

Code

Message

Comment

cvc-attribute.3

The value {2} of attribute {1}
on element {0} is not valid
with respect to its type, {3}.

The input value of the
indicated attribute must
match the fixed list of
attribute values provided.

cvc-conpl ex-type. 3.1

The value {2} of attribute {1}
of element {0} is not valid
with respect to the

corresponding attribute use.

The attribute {1} has a fixed
value of {3}.

The input value of the
indicated attribute in a
complex type (structure)
must match the fixed list of
attribute values provided.

cvc- conpl ex-type. 4

The attribute {1} must
appear on element {0}.

A required attribute for an
element in a complex type is
missing.

cvc-conpl ex-type. 2. 4. a

An invalid content was
found starting with element
{0}. One of {1} is expected.

A required element in a
complex type is missing.
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Code

Message

Comment

cvc-conpl ex-type.2.4.b

The content of element {0}
is not complete. One of {1}
is expected.

A complete group of
elements to form a complex
type is not provided, the
data is incomplete.

cvc-pattern-valid

The value {0} is not facet-
valid with respect to pattern
{1} for type {2}.

The data provided is not
valid for the pattern defined
for the set of values.

cvc-conpl ex-type. 2.2

Element {0} must have no
element (children), and the
value must be valid.

The data defined must not
be part of a set, and must
match the restrictions

defined in the schema.

If the validator fails the input message, then an XML document similar to the one reproduced
below is received, which contains an error description:

<crm account . Creat e. Response schemaVer si on="1. 0"
xm ns: crme"ur n: i waysof t war e: adapt er : MSCRM2011: account : Cr eat e. Response”
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >
<crm Error>cvc-conpl ex-type.2.4.b The content of elenent
&apos; crm Parans&apos; is not conplete. One of
&apos;
{&quot ; urn: i waysof t war e: adapt er : MSCRM2011: account : Cr eat e&quot ; : account cat egor ycode,
&quot ; urn:iwaysof t war e: adapt er : MSCRM2011: account : Cr eat e&quot ; : overri ddencr eat edon,
&quot ; urn:iwaysof t war e: adapt er : MSCRMR2011: account : Cr eat e&quot ; : owneri d,
&quot ; ur n: i waysof t war e: adapt er : MSCRM2011: account : Cr eat e&quot ; : owner shi pcode,
&quot ; ur n: i waysof t war e: adapt er : MSCRM2011: account : Cr eat e&quot ; : pref erredequi pnenti d,
&quot ; urn: i waysof t war e: adapt er : MSCRM2011: account : Cr eat e&quot ; : pref erredservi cei d} &pos;
i s expected.
</crmError>
</ crm account . Cr eat e. Response>"

The message is taken from the validator without any further processing.

If the validator finds more than one error, then all of the errors will be displayed. The request
will not be sent to MS CRM in case of a validation failure.

80 Information Builders



5. Run Time Concepts and Configuration Tasks I

Validation Level

Due to business reasons, you may have to weaken validation or disable it all together. For this
purpose, iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises has a
special parameter named Validation Level. It is represented as a drop-down list containing the
following options:

d System Required. Only attributes, which have this required level in MS CRM metadata, are
mandatory in the input XML.

d System and Business Required. Attributes having one of these required levels must be
marked as required and validated. This is the most strict validation level and is also the
level by default.

.4 None. No attributes should be marked as mandatory and therefore no attributes are
validated.

Note: This parameter affects entity attributes only. Other elements, such as EntityList, are
structural elements that must be present in all input messages. These elements are always
validated.

For a complete understanding of validation and security, see:
http;//msdn.microsoft.com/en-us/library/g8309524.aspx

If this link is not available, then search for the Microsoft MSDN topic called The Security Model
of Microsoft Dynamics CRM.

Users are assigned to roles. Privileges are assigned to roles. Privilege depth or access level
determine the validation of the System Required, System and Business Required, and None
settings of the adapter.

For more information, see Understanding Administrative Credentials on page 41.

Error Handling

If a message is valid against the formal rules of the validator, it is transformed to a SOAP
request and sent to Microsoft Dynamics CRM. MS CRM verifies the request against business
rules and may produce an error message. iWay Application Adapter for Microsoft Dynamics
CRM 2011 On-Premises handles such messages and produces XML documents according to
XML schemas with error messages. Each response has the following two elements:

- Error

- Status
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<xs: el enent name="Error" type="xs:string" mnCccurs="0" />
<xs: el enent nanme="Status" m nCccurs="1" maxCccurs="1">
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration value="Fail" />
<xs:enuneration val ue="Success" />
</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >

Element Status indicates whether the result of the execution was a success or failure. Since
this element is mandatory, it is present in each response produced by iWay Application
Adapter for Microsoft Dynamics CRM 2011 On-Premises.

Element Error is present only when the request execution failed. This element contains error
messages as it is returned by MS CRM.

An error may occur before the message is processed in MS CRM. For example, you can receive
an error if the network is unreachable or if the authentication has failed. In this case, the
infrastructure of the adapter is responsible for the error message. Each adapter has additional
parameters in runtime which regulates how to process any non-business errors.

Create Error Document If on, an error document will be returned when an error occurs

J] On

If the Create Error Document checkbox is selected (set to On), then the following XML

document is received, which contains an error description:

<Adapt er Excepti on Adapterd ass="com i bi . nscrnR011. adapt er. CRMAdapt er " >
Error occurred during processing i nput CRM nessage: The target server

failed to respond
</ Adapt er Excepti on>

If the Create Error Document checkbox is not selected, then the following low-level error
message is received:
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Caching

<eda>
<error tinmestanp="2012-08-16T16:00: 517" code="6" stage="AGENT"
source="com i bi . agent s. XDAdapt er Agent " >
Probl em processi ng agent request, type FAIL, source AGENT: getMessage():
Error occurred during processing input CRM nessage int getError(): dient
get Adapt er Code() :
nul I get Vendor Throwabl e(): com i bi.nscrnR011. adapt er. Xnl Exception: Parse
failure: org.xm .sax. SAXParseException: Premature end of file.
<data type="xm">
<?xm version="1.0" encodi ng="UTF-8"?> <account. Assi gn
xm ns="urn: i waysof t war e: adapt er : MSCRM2011: account : Assi gn" xmi ns: xsi ="http://
www. W3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocat i on="ur n: i waysof t war e: adapt er : MSCRM2011: account : Assi gn
file:/D:/iway/ project/CRVMR011Nati veMode/ Adapt er/ src/ mai n/ resour ces/
NewXM.Schema. xsd" schemaVer si on="1.0">
<EntityList>
<Entity>
<Par anms>
<Tar get > <| d>0B096E25- 07D7- E111- BC89- 0050568845D9</ | d>
<Logi cal Nane>account </ Logi cal Nane>
<Name>ww</ Nane>
</ Tar get >
<Assi ghee>
<| d>EFBDF25E- 3D8D- E111- A4C8- 0050568845D9</ | d>
<Logi cal Nane>syst enuser 1</ Logi cal Nane>
<Nanme>Nanel</ Name>
</ Assi gnee>
</ Par anms>
</Entity>
</EntityList>
</ account . Assi gn>
</ dat a>
</error>
</ eda>

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises caching provides a
mechanism that transparently stores data so that future requests for that data can be served
faster. The current adapter cache implementation stores the following two types of data:

[ MS CRM 2011 metadata

IJd Input/output schema instances

Each unique target configuration owns its own cache instance. Two targets are unique if their
parameters are completely equal. For example, if a user connects to a target, then its cache
instance is created and stored in a cache collection. If this user (or another user) connects to
a different target with identical parameters, the cache instance is reused and is not created.
Cache instances are removed when the last user that uses it disconnects from a target.
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The following two ways are used if a user wants to reset the cache:
- Disconnect from all targets that use the same cache instance.

- Restart iWay Service Manager (iSM).

Metadata Caching

Caching of metadata allows you to control time and traffic while requesting it from MS CRM.
Metadata is needed for schema generation, input and output transformation, generation of the
iIT tree, and better performance. Memory saving all metadata is filtered so that it contains only
information necessary for regular adapter execution.

Schemas Caching

If you select any operation for a specific entity, input and output schemas will be saved to the
cache and can be retrieved from it at a later time. Cached schemas are also used for input file
validation.

Configuring Cache

Cache configuration is represented only by the Cache max objects option within the Advanced
group in the ilT target creation wizard. This setting defines the maximum number of objects in
a cache. If the limit of cache expires, the most rarely used object is removed. It is
recommended to set this number to less than 100, since the average filtered metadata size is
about 600-800 kb. Greater numbers may lead to out of memory errors, especially if multiple
targets are used simultaneously.
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Each target has its own cache instance. A cache instance is released when an adapter is
passivated, or released. For runtime, the Persist Connection option must be enabled or else
the cache will be released after every document execution cycle. To enable the Persist
Connection option, logon to the iSM Administration Console, click Registry, and then click
Adapters in the left pane. From the list of available adapters, select the target that is
configured for the MS CRM 2011 adapter. For the Persist Connection option that is listed,
select the On check box, as shown in the following image.

iWay/Service Manager, vanagenent CPSIIIE © C @ ocus:

Server Registry Oeployments Tools Restart  Licenses About Logout

Conduits Adapters | CRMNative
iway Service Manager implements an adapter container to configure/invoke iway Adapters. The adapter container uses the iWay Business
Channels Services Provider to access configurational metadata on behalf of its adapters. Listed below are references to adapters defined in the

Inlets registry.

Outlets Adapter CRMNative

Routes. Adapter MSCRM2011

Transformers Target CRMMNative

Processes

Descnption Edit description

Components -
.

Decryptors Create Eror Document It on, an emor document will be retumed when an ermar occurs

Ebix
Emitters

Encryptors Persist Connection If on, adapter connection will be reused between executes
Listeners # On

Preemitters

10n

Connection
Preparsers

Reviewers

Domain *
projects
Rules

Schemas User* -
crmjs
Services =
Transforms Password
Install_new!
Variables
.
Parameters Host
. wmermsrv2011
Registers
Organization *
Recovery 1Spirits
Recycle Bin

Hittp comprassion *
FALSE
Pick one -

Routing

When the iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises is deployed
as a component in a process flow, change the Persist Connection property to true in the ilT
Adapter Object page. The Persist Connection property should also be set to On in iSM.

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises can receive small
values in parameters from the user, but it can also use greater and more reasonable values
(currently, it is 20). Using a smaller amount of cache is almost useless.
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Connection Pool

Since the iWay Service Manager (iISM) infrastructure allows input message processing in
parallel threads, single connections for multiple adapter instances can slow traffic which
impacts performance dramatically. To increase performance, iWay Application Adapter for
Microsoft Dynamics CRM 2011 On-Premises supports a pool of HTTP connections which can
be used in parallel. Every time when an adapter instance needs to send a request and get a
response from MS CRM, it takes a connection from that pool and returns it back when the
request is processed. You can edit or modify the connection pool. You can also use a special
parameter which specifies how many connections can be pooled.

A connection can remain idle for 100 seconds before being reused. This value is defined
internally and cannot be set from any configuration.

To process messages, the adapter uses the following two connections:
- An administrative account to retrieve information about field type.

- A regular user account.

Since the connections use different accounts, they cannot be mixed and therefore they are
stored in different pools. The connection pool size determines the maximum number of
connections in each pool. That means that the adapter can have double the number of
connections. But due to metadata being cached, administrative connections are used much
less.

The pool can have as many connections as you want, but many connections can consume
system resources. The number of connections should be reasonable.

Note: When using a connection pool and configuring the iWay Adapter Service
(com.ibi.agents.XDAdapterAgent) in the iSM Administration Console or as a Service object in a
process flow, ensure that the Persist Connection parameter is set to persist (agent). If this
parameter is set to none, then the adapter connection and the connection pool is destroyed
after every call is made to MS CRM.
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Executing Processes (Workflow)

The iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises allows you to
execute workflows and obtain results. The ExecuteWorkflow operation under the Process node
is used for this purpose, as shown in the following image.

@ iWay Explorer 9 ¥ =g
4 @ Process -
@ Assign
@ Create
@ CreateWorkflowFromTemplate
@ Delete
@ ExecuteWorkflow

The following example shows the command that is used to execute the workflow.

<?xm version="1. 0" encodi ng="UTF-8"?>
<i s: wor kf | ow. Execut eWor kf | ow schemaVer si on="1. 0"
xsi :schemalLocat i on="urn: i waysoftware: adapt er : MSCRM2011: wor kf | ow: Execut eWor kf
| ow Execut eWor kf | ow request. xsd" xml ns: xsi ="http://ww. w3. or g/ 2001/
XMLSchena- i nst ance"
xm ns:is="urn:iwaysoftware: adapt er : MSCRM2011: wor kf | ow:. Execut eWor kf | ow' >
<i s: ResponselLevel >Wor kf | owGui d</i s: ResponseLevel >
<is:EntityList>
<is:Entity>
<i s: Par ans>
<i s: Entityl d>EEEEEEEE- EEEE- EEEE- EEEE- EEEEEEEEEQ05</ i s: Entityl d>
<i s: Wor kf | owl d>EEEEEEEE- EEEE- EEEE- EEEE- EEEEEEEEEQ02</
i s:Workfl ow d>
</is: Parans>
</[is:Entity>
</is:EntityList>
</is:workfl ow. Execut eWor kf | ow>

The workflow GUID and entity GUID are required and must be specified. Since every workflow in
Microsoft Dynamics CRM is associated with some entity, the specific entity must be specified.

The Responselevel parameter is an important aspect of a workflow execution request. There
are three values that can be specified for this parameter:

d WorkflowGuid. The adapter sends a request to execute a workflow, retrieves the GUID of
the asynchronous operation started in the thread of the workflow, and returns that GUID.
The adapter does not wait until the workflow is completed. You must run additional
requests to retrieve any details of the executed workflow. The GUID is a primary key of the
entity Process Log.
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-1 WorkflowLog. The adapter sends a request to execute a workflow, retrieves the GUID of
the asynchronous operation, waits for the workflow execution to complete (polling requests
and checks for the final workflow step is performed), then sends a request to retrieve the
entire workflow execution log and returns the log. You can find all of the steps performed in
the thread of the workflow in the log and see the GUIDS of all affected entities. No data
from the entities is returned in the log.

- EntityDetails. The adapter sends a request to execute a workflow, waits for the workflow
execution to complete, retrieves and analyzes the log, finds all affected entities, and then
retrieves their details. This parameter value takes the most amount of time to process.

Note: If workflow contains any Wait Condition steps, then it is strongly recommended to set
the response level to WorkflowGuid. If this is not done, it can take much more time for the
Wait condition to become true and the adapter will be hanging and waiting for the Workflow
end to collect log or entity details.

Importing Bulk Data

The data import feature allows you to upload data from various MS CRM systems and data
sources into Microsoft Dynamics CRM. You can also import new data or update existing data
in Microsoft Dynamics CRM. With the data import feature, you can import data into standard
and customized attributes of most entity types, including custom entities.

Preparing Data Source Files for Import

The data source files that are used for import and data migration can be formatted as comma-
separated values (CSV) files or XML Spreadsheet 2003 files. The first row in the source file
contains column headings. If you do not include the headings in the CSV-formatted file, use
the importfile.isfirstrowheader property to specify that the first row represents actual data. In
this case, default column headings are created with the names Col1, Col2, and for as many
column headings as columns exist. You can easily create CSV-formatted files using Microsoft
Excel.

Creating Data Maps for Data Import
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The data maps are used to map source data contained in the comma-separated values (CSV)
source files to Microsoft Dynamics CRM entity attribute types. This process is performed by
mapping a column in the source file to an appropriate Microsoft Dynamics CRM entity
attribute. The data in the unmapped columns is not imported during the data import operation.
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The following table lists the mappings in the data map.

Mapping Type Description

Column Maps a column in an import or data migration source
file to a Microsoft Dynamics CRM entity attribute.

Use the column mapping entity to implement column
mapping.

List Value Maps a list value in an import or data migration source
file to a list value in Microsoft Dynamics CRM.

Use the picklist mapping (value list mapping) entity to
implement list value mapping.

Lookup Maps a lookup value in an import or data migration
source file to a Microsoft Dynamics CRM entity attribute
of lookup type.

Use the lookup mapping entity to implement lookup
mapping.

Configuring Data Import

The configuration information that is required for running data import is contained in the import
(data import) and import file entities. The import entity contains status and ownership
information for an import job. To run the import, the import entity must be created. Then,
import file entities should be assigned to this import. These files are shown on the import
page in MS CRM. If custom mapping is used, then column mapping entities must be assigned
to each import file for every column. After all entities have been created, you can run the
import.

Data import runs directly on the Microsoft Dynamics CRM server. To run data import, set up
asynchronous jobs to run in the background that execute in the following order:

1. Parse (import.Parse) source data that is contained in the import file.

2. Transform (import.Transform) parsed data by using the data map.

3. Import (import.ImportRecords) transformed data into Microsoft Dynamics CRM.

You must let each job complete successfully before you can submit a new message request
for the next asynchronous job.
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Known Issues

This section lists and describes known issues for the data import feature.

.4 Next elements in the import file entity are not mandatory due to the schema. If you skip

these elements in the request, an error response is returned.

<xs:el enent nane="targetentitynanme" m nOccurs="0" nmaxCccurs="1">
<xs: el enent nanme="inportid" m nCccurs="0" nmaxCccurs="1">
<xs: el ement nanme="nanme" m nCccurs="0" nmaxCccurs="1">

Updating data using CSV files with Web services in MS CRM is not possible because there
is a condition operator in the Web service that generates exceptions when CSV with the
update option is being executed.

Elements without mandatory attributes can be processed successfully. For example,
"importmapid" (Column Mapping entity) has a required attribute "name", that can be
skipped.

Scheduling the Bulk import process when a Bulk delete process is scheduled to run, or
running, can cause the Bulk import process to fail.

If the bulk import process fails, navigate to System, Administration, and then System Jobs
in the MS CRM GUI. From the available import jobs that are listed, select the job that failed
and open the dialog. The reason for the failure is provided in the Details area. A common
error message that is displayed is: This system job was canceled because a referenced
record was deleted.

Deleting Bulk Data

The bulk delete feature helps you manage system storage consumption and maintain data
quality by removing old, obsolete, or invalid data from the system.

The bulk data that can be removed using the bulk delete feature includes:

- Stale data.

4 Data not relevant to business.

4 Old test or sample data.

.4 Data incorrectly imported from other systems.

Bulk delete can run asynchronously in the background without blocking other system activities.
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You can use bulk delete to perform the following:
.d Delete data across multiple entities.

- Delete entity instances for a given entity.

.4 Receive an e-mail notification when bulk delete is finished.
.4 Delete data periodically.

-l Schedule the start time of a recurring bulk delete.

1

Retrieve the information about the failures that occurred during bulk delete.

The job of bulk delete is represented by the bulk delete operation entity instance. It includes
the following information:

.d Number of successfully deleted entity instances by this particular bulk delete operation.
-1 Number of entity instances that this particular bulk delete operation failed to delete.

. Whether the bulk delete job is a recurring job or not.

. Start time of the bulk delete job.

The asynchronous job of bulk delete performs the following operations:

d Deletes the entity instances that match the query expressions passed in the QuerySet
property of BulkDeleteRequest. The bulk delete job deletes the entity instances that were
created before the job execution starts.

. Retrieves the failures that occur during bulk delete. The failures are represented by the bulk
delete failure entity instances that contain a description of the failure and the error number.
You can retrieve the bulk delete failures by using the Retrieve method or the
RetrieveMultiple method.

If a bulk delete job fails or terminates prematurely, any entity instances that were deleted
before the failure or termination of the job are not rolled back and remain deleted.
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For executing bulk delete requests, you need to generate a schema for operation BulkDelete,
which does not link to any entity. In ilT, you can find this operation in the Global Operations
node, as shown in the following image.

A Integrat.. B iWayEx. 53 B Library .
w

« Field Permission
@ Feeld Security Profile
o ?u,-l.'lihﬂnnq
4 "Z Global operations
o Aszocisie
@ AssocisteEnbibe
AutoMapEntity
@ BulkDelete?
¢ BulkDelete
g BulkDetectDuplicates
& BulkMad

During run time, iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises
does not respond to the user for delete confirmations.

To view a sample bulk delete operation, see Bulk Delete Sample on page 168.

Optimizing Microsoft Dynamics CRM 2011 Using HTTP Compression

Internet Information Service (lIS) automatically compresses many types of content including
script, images, and CSS files to help improve network performance by minimizing the amount
of data required to be transferred between the client and the server. MS CRM responses are
not compressed by default by IIS. They have the following mimetype:

appl i cation/ soap+xmni ; char set =UTF- 8

With HTTP compression enabled, you can see up to a 30% reduction in response size. This is
shown by analyzing network traffic before and after it is enabled.

Note: Do not enable compression in IS if you are using an external compression utility.

Procedure: How to Enable Compression Using a Command Line
To enable compression using a command line:

1. Open the Command Prompt on the MS CRM Server.

2. Run the following command:
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YUSYSTEMROOT% syst enB2\i net srv\ appcnd. exe set config -

section: system webServer/ httpConpression /+"dynam cTypes.

[ m meType="appl i cati on/ soap+xm ; charset=UTF-8', enabl ed="true']" /
conmm t : apphost

3. Reset IIS for the setting to take effect.

Procedure: How to Enable Compression Manually
To manually enable compression:

1. On the MS CRM Server, navigate to the applicationHost.config file (for example, C:
\Windows\System32\Inetsrv\Config\applicationHost.config) and open it using any text
editor.

2. Locate the section “<httpCompression directory=", its child node, “<dynamicsTypes>",
and its entry, <add mimeType="application/x-javascript" enabled="true" />, and add the
following line below it:

<add m meType="application/soap+xm ; charset=UTF-8? enabl ed="true" />

3. Save the file and reset IS for the setting to take effect.

Procedure: How to Enable Compression in IIS Using Configuration Editor
To enable compression in IIS using the Configuration Editor:

1. Open IIS on the MS CRM Server.
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2. Open the Configuration Editor and navigate to system.webServer/httpCompression, as

shown in the following image.

03! Configuration Editor

Section:

Compression

B Deepest Path: MACHINE/WEBROOT | APPHOST

(Collection] {Count=1)

cacheControlHeader max-age=586400

directory BeSystemDrive 3 inetpub\temp IS Temporary Compressed Files
doDiskSpaceLimiting True

dynamicCompressionBufferLimit 655536

dynamicCompressionDisableCpulsage a0

dynamicCompressionEnableCpullsage 50

dynamicTypes (Count=5) J
expiresHeader Wed, 01 Jan 1997 12:00:00 GMT
maxDiskSpacellsage 100
minFileSizeForComp 2700
noCompressionForHtip 10 True
noCompressionForProxies True
noCompressionForR.ange True
sendCacheHeaders False
staticCompressionDisableCpullzage 100
staticCompressionEnableCpullsage 50
staticTypes {Count=6)

dynamicTypes

3. Select and right-click dynamicTypes, an

d click Open to add the new mimeType.

4. Click Add to add a new item, and enter the following mimeType:
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appl i cation/ soap+xm ; charset=UTF-8

CActons:
mimeType enabled | Entry Path Collection =
text/* True  MACHINE/WEBROOT/APPHOST
message/* True  MACHINEWEBROOT/&PPHOST Add
application/x-javascript True MACHINE WEBROOT /APPHOST Clear Al
== False  MACHINE/WEBROOT/APPHOST _
application/soap-+xml; charset=utf-8 MACHINE WEBROOTJAFPHOST Ttem Properties =

Lock Item
x Remowve
@ Help

Online Help

enabled # True

mimeType ¢ applicationfzoap+xml; charset=utf-8
enabled
Data Type:bool

Enable the mimeType and close the window.
6. Select Apply on the Configuration Editor, and then reset IIS for the setting to take effect.

Note: Ensure you test this thoroughly in a test environment before configuring your
production environment with this setting.

Internalization

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises can operate MS CRM
with different locales. It also supports special characters such as dollar or euro signs,
copyrights, trade mark, and other symbolic characters. To avoid any problems with non-Latin
symbols, MS CRM must be configured to use UTF-8 encoding, which is the default setting.
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This section lists and describes known runtime issues for the iWay Application Adapter for
Microsoft Dynamics CRM 2011 On-Premises.

d Some entities, such as ColumnSet, may not completely restrict columns. MS CRM 2011

can return fields that are not explicitly specified in a request. The most common instances
involve:

. Activity entity columns to, from, cc, and bcc are returned even if they are not
enumerated in the list of requested columns.

.d transactioncurrencyid is returned when any field of Money type is requested.

Fields that are optional, according to metadata, are required by MS CRM 2011. The
following table describes the list of fields.

Entity Attribute

importfile targetentityname
columnmapping targetattributename
lookupmapping columnmappingid,

transformationparametermappingid

connection recordlid, record2id

salesorderdetail productid, uomid, productdescription
quotedetail productid, uomid, productdescription
invoicedetail productid, uomid, productdescription

.4 Some fields are declared as required, but MS CRM 2011 processes messages

successfully when the fields are not populated. An example of this is the field with the
entity name email and its attribute of messageiddupcheck.

Compound operations are not executed in a transaction, causing some records to be
created while the rest are not created. The total result of this type of request execution will
be Fail.

4 The RetrieveMultiple adapter request schemas are different from the MS CRM SDK

definition. The Root query type is QueryExpression. This implementation is used because all
other query types can be represented by this type.

Information Builders



5. Run Time Concepts and Configuration Tasks I

- Some operators that are available for conditions in RetrieveMultiple request are not
currently supported by MS CRM 2011, such as Contains, DoesNotContain, and NotOn. They
are automatically eliminated from the generated schema.

4 A process (workflow), which contains the execution of a child process (workflow), returns a
response that contains entity details that are updated according to the main process
(workflow) only. The details of the entity affected by the child process (workflow) cannot be
returned because the process (workflow) log of the main process (workflow) contains only
the GUID of the child process (workflow), without additional information needed to get the
process (workflow) log for the child entity.

' For the operations SearchByBody, SearchByTitle, SearchByKeywords (Article entity), and
Rollup, the element QueryExpression (Query for Rollup operation) must be of type
QueryExpression only. It is used for filtering attributes by specifying the ColumnSet element
only.

.4 For all advanced operations, the element Value under the complex type OptionSetValue
must be treated as mandatory for input, although it is represented as optional in schemas.

4 In Operations, invoice.SetRelated and invoice.RemoveRelated, the element EntityReference
should have two and only two occurrences (minOccurs=2 and maxOccurs=2) in schema
representation. Only when this condition is satisfied will the operation execute successfully.

.d The element Principal under the PrincipalAccess complex type should be considered
mandatory, although it is represented as optional in schemas.

.d Distinct does not work in roll-up operations for the Order entity.

d Formatted values that contain currency symbols can also contain broken characters if the
encoding of the system is not UTF-8. These symbols represent currency symbol and offset
values. To avoid this issue, use UTF-8 encoding (default for MS CRM 2011 instances) for
XML request files. In this case, UTF-8 encoded responses with valid formatted values will
be produced.

4 All parameters for advanced operations are declared as optional in schemas. Some
parameters may be required, and MS CRM 2011 will not perform the operations without
them. During design time, it is not possible to determine what is optional or required
because MS CRM 2011 does not provide information about mandatory fields. As a result, it
is not possible to set proper minOccurs attributes in the schemas.

4 When an MS CRM 2011 Organization is disabled, MS CRM 2011 returns a status code of
200. This code is not processed in a special way. If you receive a status code of 200, then
consult your system administrator.
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-

.

In the Bulk Delete message, ColumnSet, Distinct, and Paging Info values are not evaluated
during processing. Only ConditionExpression and LinkEntities function in this request.

The validator may fail if a very long value is specified for elements that are not of type
string. For example, some long text in a node of type integer. This is a known issue logged
at:

https;//issues.apache.org/jira/browse/XERCESJ-589

Even though this is a very rare case, if it does occur, the error will be logged and an
attempt to process a request in the regular way will continue.

In iWay Explorer, do not use the Refresh option on a MS CRM 2011 adapter target. Using
the Refresh option can lead to unpredictable results with caches and connection pools. If
you need to refresh the list of entities in the adapter tree, then disconnect from the adapter
target and then connect to the adapter target.

If a new user was created in MS CRM but did not log in first in MS CRM after connecting to
a target with the current Ul language selected, the target initialization may fail. The user
must go to MS CRM and log in for the first time to apply the configuration. The Ul language
ID can also be set explicitly by the administrator. For more information, see Understanding
Localization on page 39.
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Appendix

Configuring the iWay WCF Routing
Service (WCF Router)

This section describes how to configure the iWay WCF Routing Service (WCF Router) for
the iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises.

In this appendix:

iWay WCF Routing Service Overview

Installing the WCF Router

Configuring the WCF Router

Storing Administrator Credentials in the WCF Router

Using the WCF Router to Connect to MS CRM (Selecting the Connection Mode)
Using SSL Server Certificates

Configuring the WCF Router to Work With the Adapter Through HTTPS

Installing a Certificate as a Trusted Certificate in the Java Keystore

iWay WCF Routing Service Overview

The iWay WCF Routing Service (WCF Router) is Microsoft™ .NET™ assembly that can route

SOAP messages (version 1.1 and 1.2) to a Microsoft WCF endpoint.

The WCF Router can be run as a standalone application or installed as a Windows service. The
WCF Router also provides flexible configuration. The following features can be configured within
the XML configuration file:

1.

ok w N

Format of input SOAP messages (SOAP version 1.1 or 1.2).
Input message encryption using the HTTPS protocol.
Output messages format.

Connection pool configuration.

Service logging level and logging output.
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Installing the WCF Router
This section describes how to install the iWay WCF Routing Service (WCF Router) as a
standalone application or as a Windows service.

Prerequisites

Before installing the iWay WCF Routing Service (WCF Router), ensure that Microsoft .NET
Framework Version 3.5 or higher version is installed on the system that will be used to run the
WCF Router.

For more information on how to install Microsoft .NET Framework Version 4.0, refer to the
following website:

http://www.microsoft.com/en-us/download/details.aspx?id=17851

Procedure: How to Install the WCF Router as a Standalone Application

1. Open a command prompt (as an administrator) on your system and navigate to the
location where the IWayRoutingService.exe file is located.

2. Execute the following command:

| WayRout i ngSer vi ce. exe -consol e
or
| WayRout i ngSer vi ce. exe -c

For example:

B8 Administrator: FreeCommander - DOS - WayRoutingService.exe -console l =

s=DemosServicesDemoIWayRoutingService .exe —console
Press <Enter> to stop the serv
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Note: The IWayRoutingService.exe file should not be run without specified parameters. If
the IWayRoutingService.exe file is running in command mode, then the command window
must remain open for the duration of the MS CRM session. Closing the command window
will instantly disconnect the router. The command window is recommended only for testing
purposes and is not considered safe for information disclosure. Always run the routing
service as a service in a production environment.

Procedure: How to Install the WCF Router as a Windows Service

1. Open a command prompt (as an administrator) on your system and navigate to the
location where the IWayRoutingService.exe file is located.

2. Execute the following command:

I WayRout i ngServi ce. exe -install

or

| WVayRout i ngSer vi ce. exe -i

For example:

r —
Bl Administrator: FreeCommander - DOS | ==

ervice heen
vy WCF Routing
file for the

If the command runs successfully, the WCF Router will be installed as a Windows service.
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Note:

I After the WCF Router is installed as a Windows service, the IWayRoutingService.exe file
and the XML configuration file must remain in the same folder until the service is
uninstalled. Moving or deleting the IWayRoutingService.exe file after installation will
prevent you from uninstalling the WCF Router.

I If the IWayRoutingService.exe file path contains more than two subfolders, problems
with installing as a Windows service are possible. Avoid using any subfolders in this
path.

Procedure: How to Start and Stop the WCF Router Windows Service

You can start and stop the WCF Router Windows Service using the Windows Services dialog,
as shown in the following image.

. IP Helper Provides tunnel connectivity using IPv6 transition technologie... Started Automatic
4 IPsec Policy Agent Internet Protocol security (IPsec) supports network-level peer... Started Manual

. iWay Service Manager 6.1 - base Provides configuration management for integration services. Disabled
i, Kaspersky Anti-Virus 6.0 Provides protection against viruses and other malicious softw...  Started Automatic
‘s Kaspersky Lab Network Agent Manages Kaspersky Lab applications installed on this computer. Started Automatic

Procedure: How to Uninstall the WCF Router as a Windows Service
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1.

Open a command prompt (as an administrator) on your system and navigate to the
location where the IWayRoutingService.exe file is located.

Execute the following command:

| WVayRout i ngServi ce. exe -uninstall

or

| WayRout i ngSer vi ce. exe -u
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For example:

i —
Bl Administrator: FreeCommander - DOS | el B

talled.
fAipplication...
Demo~IWayRoutingService

allLog.

If the command runs successfully, the WCF Router will be uninstalled as a Windows
service.

Note:

- Ensure that you run the uninstallation command from the same path where the WCF
Router Windows Service was installed.

d If you have issues with this uninstallation process, the SC tool can be used, which
provides capabilities similar to the Services dialog found in the Administrative Tools.
You can specify sc delete "iWay WCF Routing Service". After this command is executed,
restart the machine. For more information on using the SC tool, see http://
support.microsoft.com/kb/251192.

Configuring the WCF Router

This section describes how to configure various aspects of the iWay WCF Routing Service (WCF
Router). The WCF Router can run in the following modes:

-l Basic http
- https with transport binding (no certificate)

- https with certificate binding (client and server certificates)
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Configuring Inbound Binding

This section describes how to configure inbound binding for the WCF Router.

Using SOAP Version 1.1 and 1.2

To use SOAP Version 1.1 to retrieve incoming messages, edit the XML configuration file. The
value of the binding attribute of the /configuration/system.serviceModel/services/service/
endpoint element must be set to basicHttpBinding.

For example:

€2xml version="1.0" encoding="utf-8" 2>
<configuration>
<aystem. sexrviceModel®>
<ssrvices>
<service name="com.ibi.routingservice.RontingService">
{t:dpcln(b;::d;::g'"ba:i'1cHtthJndlug"):_::::::a';'u"'r_‘om. ibi.rontingservice.IMessageRontingService" />
<host>
<baselddresses>
<add baselddress="http://localhost:8080/RoutingService" />

</baselddresses>
</hoat>
</=service>
</services>

For SOAP Version 1.2, the value of the binding attribute must be set to wsHttpBinding. For
more information, see the following website:

http;//msdn.microsoft.com/en-us/library/ms731092.aspx

Enabling the HTTPS Protocol

You can enable HTTPS for input messages if the client program can support this protocol.
Perform the following steps to enable the HTTPS protocol:

1. Edit the XML configuration file.

2. Modify address of service endpoint to specify https instead of http in the baseAddress
attribute of the /configuration/system.serviceModel/services/service/host/
baseAddresses/add element
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For example:

E2xml version="1.0" encoding="utf-8" >
<configuration>
<systemn.servicaModel>
<services>
<service name="oom.ibi.rontingserviece.RontingService™>

<endpoint bir

g="basicHttpBinding" contract="com. ibi.routingservice.IMessageRoutingService"/>
<host>
<basehddresses> "
Eggéfbaseadd:ess=rhttps:Vﬁlocalhost:BDBOIRoutingServiceﬂ ES

</baselddresses>

</host>
</se

</services>

vice>

3. Modify the binding section set transport security mode for inbound binding. The following is
an example for basicHttpBinding:

.0" encoding="utf-8" 2>
<configurat
<system.serviceModel>

<mervices:

<service n "com.ibi.rontingservice.RoutingService">

<endpoi:
<host>
<baselddresses>
<add baselddress="https://localhost:8080/RoutingService” />
</baselddresses>
</host>
</=service>
</services>

T.(b'_:‘.:i'_.“.c_.‘-"bds1CHtthlnd11|g" contract="com.ibi.rontingservice.IMessageRontingService"/>

<bindings>

<basicHttpBinding>
<binding>

<sscurity modem"Transport’>
<transport (clientCredentialType="Certificate"y>

</securicy>
</binding>
</basicHttpBinding>

To modify the default behavior of the selected binding, a new element basicHttpBinding was
created in /configuration/system.serviceModel/bindings. The sub-element binding/security
has the mode attribute set to Transport and the sub-element transport with the
clientCredentialType attribute. The clientCredentialType attribute must be set to None to
disable client certificate checking.

4. Install the server and root certificates and bind the server certificate to the service port, as
described in Using SSL Server Certificates on page 111.

Configuring Outbound/Custom Binding

Outbound binding configuration can be set in the /configuration/system.serviceModel/
bindings/customBinding/binding[@name=" CustomBinding_lOrganizationService'] element.
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The following is an example of custom binding that can work with Microsoft Dynamics CRM
2011 On-Premises endpoints:

ling IOrganizationSer
hms "Default" a

"Sspilegotiated”

ludeTimestamp="true"

ombinedEntrop:; ignBeforeEncryptAndEncryptSignature”
"WSSecurityl1WSTrustFebruary2005WSSecureConversationFebruary2005WSSecuri tyPolicyl1BasicSecurityProfilelo”

rmation="false">

</ smcurity>
<textMessageEncoding maxReadP axWritePoolSize="16"

tf-8">

messageVersion
<readerQuotas maxDe
maxBytesPe

n="g192" maxhrrayLength="16384"
'16384" />

‘Anonymouns "
e="StrongWildoard"
roe” maxBufferSiz

r T ="Buffered" unsafeConnectionk
useDefaultiWebP rue" />
</binding>
</customBinding>

For more information about configuring custom bindings, see http;//msdn.microsoft.com/en-us/
library/ms731377.aspx.

Configuring Traces

The WCF Router includes a tracing service named com.ibi.routingservice. You can configure
other tracing services in the XML configuration file. For more information, see http://
msdn.microsoft.com/en-us/library/zs6s4h68.

In following example, a user enables com.ibi.routingservice and redirects its output to the
Windows event log with the source name iWay WCF Routing Service.

<system.diagnostics>
<sources>

<spurce namem"com.ibi.routingservice" awi

<listeners>
<add name="eventView"/>
</lisceners>
</source>
</sources>
<sharedLisceners>

<add type="System.Diagnostics.EventlLogTracelistener" name="eventView" initializeData="iWay WCF Routing Service"/>
</sharedListensrs>
<trace autoflush="trume" />
</system.diagnostics>

Note: The recommended value of the switchValue attribute in a production environment is
Warning, Error, or Critical instead of All.
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There are additional trace configurations that are provided by the .Net framework, which make
the following debug processes available:

. System.ServiceModel

4 System.ServiceModel.Messagelogging

<spource name="System.ServiceModel" switchValue="Information,ActivityTracing"
propagatefctivity="true">
<listeners>
<add name="eventView" />
</listenera>
</source>
<source name="System.ServiceModel .Messagelogging">
<listenera>
<add name="eventView" />
<f/listenera>

</source>

For deeper logging, you can add a diagnostics section into the /configuration/
system.serviceModel element. For example:

<diagnostica>
<messagelogging logEntireMessage="trusa"
maxMessagesToLog="300"
logMeasageshtSarvicelLevel="trua"
legMal formedMeasageas="trua"

logMessagesAtTransportLevel=S"true" >

</diagnostics>

</system.serviceModel>

Note: It is recommended to disable all other trace sources and remove the diagnostics section
in a production environment. Tracing source messages causes the entire input SOAP message
(including any passwords that are being transmitted in the headers) to be written to the
Windows Event log.

Configuring Connection Pooling and Load Balancing
The following parameters can be configured for connection pooling and load balancing:
4 com.ibi.routingservice.oneMessagePerChannel

.d com.ibi.routingservice.connectionPoolSize
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If com.ibi.routingservice.oneMessagePerChannel is set to true, a new channel and security
session is created for each message. Setting this parameter to true can be useful in load-
balanced environments if the environment does not support features, such as sticky sessions.

The com.ibi.routingservice.connectionPoolSize parameter determines how many connections
could exist simultaneously for the WCF Router. When the connection pool is full, the WCF
Router attempts to recycle connections that are not in use. If all of the connections in the pool
are in use, then the WCF Router will wait for free connections to be recycled.

For example:
<configuration>
<appSettings>
<add k ="com. ibi.routingservice.oneMessagePerSession” value="falsa™/>
<add key="com.ibi.routingservice.connectionPoolSize" wval
</appSectingsa>

Storing Administrator Credentials in the WCF Router

108

Administrator credentials could be stored on the WCF Router side in an encrypted file and used
when the client application does not provide the credentials. When a client application
provides administrator credentials, the stored credentials are ignored.

To create an encrypted credentials file, invoke the WCF Router using the -setcred command.
For example:

| WayRout i ngServi ce. exe -setcred <user
name> <donai n> <password>

ROJECTS Install_ne

If the command is executed successfully, then following message is displayed:

i wayroutingservi ce.dat was successfully generated.
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For example:

B} Administrator: FreeCommander - DOS

FRouter~hin“Debugy >

The WCF Router can now be run in console mode and use saved credentials.

Note: In order to allow usage of saved credentials by the WCF Router in service mode, the
iwayroutingservice.dat file must be moved into the windows\system32 directory. If the WCF
Router is unable to find the iwayroutingservice.dat file in service mode, an appropriate
message will be prompted into the log if the WCF Router logging is enabled and configured.

Using the WCF Router to Connect to MS CRM (Selecting the Connection Mode)

All messages between the WCF Router and MS CRM use WCF message security and
encryption with a known user name client. Messages between the adapter and the WCF Router
can exist in any of the following modes:

1 Simple HTTP Mode (Unencrypted). Use this mode when security is not a significant
concern. For example, an internal LAN or for development and test environments. Using
this mode, the data is unencrypted between the WCF Router and the adapter.

- Transport Security Without Certificates (HTTPS Mode Without Client Certificate
Checking). Use this mode for HTTPS encryption when the connecting party is a known
entity and external network access is not an issue.

- Transport Security With Certificates (HTTPS With Client Certificate Checking). Use this
mode for the highest security between the adapter and the WCF Router. The channel and
the client have stored binary certificates authenticating who they are and the messages are
encrypted.

Simple HTTP Mode (Unencrypted)

To configure the WCF Router to work with HTTP incoming messages, ensure the following:

1 The base address of the WCF Router service begins with http.
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- The /configuration/system.serviceModel/bindings/basicHttpBinding element is empty.

For example:

<system.serviceModel>
<services>
<service name="com.ibi.routingservice.RoutingService">
<endpoint binding="basicHttpBinding"” contract="com.ibi.routingservice.IMessageRoutingService"/>
<host>
<baselddresses>
<add basehddress=' /localhost:8080/RoutingService" />
</basehddresses>
</host>
</service>
</gexvices>
<bindings>
<basicHttpBinding>
</basicHttpBinding>

Transport Security Without Certificates (HTTPS Mode Without Client Certificate Checking)

To configure the WCF Router to work with HTTPS incoming messages without client certificate
checking, ensure the following:

. The appropriate certificate is installed and bound to the WCF Router service port.
- The appropriate root certificate is used on the client side.
.d The base address of the WCF Router service begins with https.

4 The /configuration/system.serviceModel/bindings/basicHttpBinding/binding/security/
transport@ clientCredentialType attribute is set to None.

For example:

<system.serviceModel>
<services>
<service name="com.ibi.routingservice,RoutingService">
<endpeint binding="basicHttpBinding" contract="com.ibi.routingservice.IMessageRoutingService"/>
<host>
<baseAddresses>
<add :aseA:i:'ress,l",."loc:alhost:BOBO,"R.outinqService" />
</baselkddresses>
</host>
</service>
</services>

<bindings>
<basicHttpBinding>
<binding>
<security mode="Transport">

T

<transport clientCredentialTyr
</security>
</binding>
</basicHttpBinding>
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Transport Security With Certificates (HTTPS With Client Certificate Checking)

To configure the WCF Router to work with HTTPS incoming messages with client certificate
checking, ensure the following:

. The appropriate certificate is installed and bound to the WCF Router service port.
. The appropriate client and root certificates are used on the client side.
.d The base address of the WCF Router service begins with https.

-1 The /configuration/system.serviceModel/bindings/basicHttpBinding/binding/security/
transport@ clientCredentialType attribute is set to Certificate.

For example:

<system.serviceModsl>
<services>

<service name="com.ibi.routingservice.RoutingService">

<endpoint binding="basicHttpBinding" contract="com.ibi.routingservice.IMessageRoutingService"/>
<host>
<baseAddresses>
<add :asag:‘;‘rass //localhost:8080/RoutingService” />
</baselddresses>
</host>

</service>

</services>

<bindings>
<basicHttpBinding>
<binding>

<security mode="Transport">

<transport clientCredentialType={Certificate] />
</security>
</binding>

</basicHttpBinding>

Using SSL Server Certificates

This section describes how to configure SSL server certificates.
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Procedure: How to Add a Local System Account to the Certificates Console

112

= Type the name of a program, Folder, docurment, ar
Internet resource, and Windows will open it Far you,

Open: | iyl W |

[ O, H Cancel ][ Browse. . ]

2. Click OK.

1. Open the Microsoft Management Console on your system. From the Windows Start menu,
click Run and type mmc, as shown in the following image.

The Microsoft Management Console (Consolel) opens, as shown in the following image.

3. Click File and then select Add/Remove Snap-in from the menu.

[ console1 - fconsole ool s - ——— [BSTET==)
.' Eile Action View Favgrites Window Help -] =
=@ =8 |

| Console Root Il name Actions |
There are no items to show in this view. Console Root =
More Actions » |
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The Add or Remove Snap-ins dialog opens, as shown in the following image.

i B E=a—————— T
AddorRenEanap-lm?ﬁ’ E o — - M

You can seléct snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Avzilable snap-ins: Selected snap-ins:

Snap-in Vendor 5 Consale Root
= ActiveX Control Microsoft Cor...

T3 authorization Manager Microsoft Car... Bemove i
@ Microsoft Cor...

& Component Services  Microsoft Cor... Move Up

& computer Managem... Microsoft Cor... :

=4 Device Manager Microsoft Cor.., Mave Down

= Disk Management Microsoft and...

[ Event viewer Microseft Cor...

| Folder Microsoft Cor...

U] Group Policy Object ... Microsoft Cor...
(@ Internet Information ... Microsoft Cor...
B P Security Monitor  Microsoft Cor..,
B P security Policy Ma... Microsoft Car...

= Link to Web Address  Microsoft Cor... |+

Description:
The Certificates snap-in allows you to browse the contents of the certficate stores for yourself, & service, or 8 computer.

' [ox ]| concel

4. In the Available snap-ins section, select Certificates and click Add.
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114

The Certificates snap-in dialog opens, as shown in the following image.

Certificates snap-in —

This snap-inwill always manage cerficates for.
(7 My user account
(T Service account

| @ Computer account

Next >

] | Cancel ]

Select Computer account and then click Next.
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The Select Computer dialog opens, as shown in the following image.

Select Computer ﬁ

Select the computer you want this snap-in to manage.

Thiz snap-in will abvays manage:

@)L ocal computer: {the computer this console is running onj

Another computer. Browse

[] Allow the selected computer to be changed when launching from the command line. This only
applies if you save the console

' <Back | Finish Cancel

6. Select Local Computer and then click Finish.
You are returned to the Add or Remove Snap-ins dialog.
7. Click OK.
You are returned to the Microsoft Management Console (Consolel).

8. Click File and then select Save As from the menu to save the updated console settings.
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Procedure: How to Install a Certificate to the Local System Account

1.

Open the Certificates console for the Local Computer storage option. For more
information, see How to Add a Local System Account to the Certificates Console on page

112.

iap syscertmgr - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities]

«p File Action View Favorites Window Help

«s | olcz BE

1 Console Root

a ) Certificates (Local Computer)
| Personal
1 Trusted Root Centification Autharities
1 Enterprise Trust
| Intermediate Certification Authornties
2 Trusted Publishers
I Untrusted Certificates
! Third-Party Reot Centification Authorities
1 Trusted People
| Other People
1 Remate Desktop
| Certificate Enrollment Requests
1 Smart Card Trusted Roots
1 SMS
| SPC
1 Trusted Devices

Object Type
| Certificates

2. Select a certificate store from the tree (for example, Trusted Root Certification Authorities

or Personal).

3. Select All Tasks, and then Import from the context menu.

116
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The Certificate Import Wizard opens, as shown in the following image.

Certificate Import Wizard -

Welcome to the Certificate Import

Wizard
‘_‘_‘_BJ This wizard helps you copy certificates, certificate trust
w lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by 8 certification authority,
i& & confirmation of your identity and contains
information used to protect data or to establish secure
network connections. A certificate store is the system
area where certificates are kept.

To continue, click Next.

<gack ||_Me> | | concel

4. Click Next.
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The File to Import pane of the Certificate Import Wizard opens, as shown in the following
image.

Certificate Import Wizard ﬁ

File to Import
Specify the file you want to import.

Eile name:
‘CrCentificateAuthentication\Certificates\ [T S U STIIEITN:

Hote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX..P12)
Cryptographic Message Syntax Standard- FKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (55T

Learn more about certificate file formats

| cmeok || wea> || concel |

L a4

5. In the File name field, provide the path to the certificate file (*.cer or *.pfx) on your file
system and click Next.
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If you are importing a certificate in PFX format (*.pfx file), then the Password pane opens,
as shown in the following image.

r&ﬂiﬂcate Import Wizard
| Passweord

To maintain security, the private key was protected with a password.

Type the password for the private key.
Passward:

LLL L L]

Enable strong private key protection, You will be prompted every time the
private key is used by an application if you enable this option.

[] Mark this key as expartable. This will allow you to back up or transport your
kiys 21 a later time.

|+ Include all extended properties.

Learn more about protecting private keys

L - a4

You are prompted for the private key password for the certificate. Type a valid password
and click Next.
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The Certificate Store pane of the Certificate Import Wizard opens, as shown in the
following image.

Certificate Import Wizard = s

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a lecation
for the certificate.

() Automatically select the certificate store based on the type of certificate

(@ [Place all certificates In the following store

Certificate store:
Trusted Root Cartification Authoritias Browse...

Learn more about certificate stores

| <sok [ me> | [ conce

L 4

6. Accept the default values and click Next.

120 Information Builders



A. Configuring the iWay WCF Routing Service (WCF Router) I

The Completing the Certificate Import Wizard pane opens, as shown in the following
image.

Certificate Import Wizard ﬁ

Completing the Certificate Import
Wizard

-0 The certificate will be imported after you dick Finish.

ou hawe specified the following settings:

D TN Trusted Root Certifics

Content PFX
File Hame D:\Projects\iWay\Fro

< Back Finish ]| Cancel |

7. Click Finish.
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Procedure: How to Configure the Port With the SSL Certificate

122

1.

2.

Open the Certificates console for the Local Computer storage option. For more

information, see How to Add a Local System Account to the Certificates Console on page
112.

P TUE MLUUIL VIEW  FENLIES  WINUUW  meip

o206 & oXD = B0

| Console Root IsuedTo Issued By Expiration .. Intended Purpo.. Friendly Name
4 G Certificates (Local Computer) %JDPO14 softservecom.com  SoftServe Enterprise CA 4/5/2013 Client Authenti.. <None>
g Persosal Gillocalhost TestRootCertificate 1/1/2040 <All> <None>
Certificates
# [ Trusted Root Certification Authorities
Certificates
| Enterprise Trust

Intermediate Certification Authorities
1 Trusted Publishers.
Untrusted Certificates
1 Third-Party Root Certification Authorities
Trusted People
1 Other People
Remote Desktop
1 Certificate Enrollment Requests
| Smart Card Trusted Roots
1 SMS
1 SPC

1 Trusted Devices

Double-click on a certificate from the list.
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The Certificate dialog opens, as shown in the following image.

Certificate ﬁ

' General | petails | Certification Path|

_§ Certificate Information

This certificate is intended for the following purpose(s):
= All application palicies

Issued to:  localhost

Issued by: TestRootCertificate

Vabd from 5/ 22/ 2012 to 1 1/ 2040

Issuer Statement

Learn more about certificates

[ o ]

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises User's Guide 123



Using SSL Server Certificates

3. Click the Details tab and select Thumbprint from the list of properties, as shown in the
following image.

| General  Details | Certification Path|

Show | <All> v
Field Value T
[ valid from Wednesday, May 30, 201...
[ ]valid to Sunday, January 01, 204...
[£]subject localhost o
[ Public key RSA (1024 Bits)
i |Enhanced Key Usage Server Authentication (1.... L
] Authority Key Identifier  KeyID=32 3a aa 1c 28 37... r |
[IThumbprint algorithm  shal
31 Thumbprint F7 7545 bl 77 14 40 36 ... y

77 75 45 b1 77 14 40 36 £2 30 b3 26 Sa 43 70 99 01
98 58 eb

Edit Properties... Copy to File...
Learn more about certificate details

4. Copy and paste the thumbprint to the text editor. Remove all spaces.

a4

For example:

4a8d631c5b0e9c79d2d1e61d91f 671a7658ca66hb

5. Open a command prompt with administrator privileges.
6. Type the following command and substitute accordingly.

netsh http add sslcert ipport=0.0.0.0:8080
certhash=777545b177144036f 230b3265ad37099019858e5 appi d=
{ A5052882- CE73- 4DE3- A3DF- 2F749D517273} clientcertnegoti ati on=enabl e

In this example, the port is 8080.
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You may receive the following type of error message:

SSL Certificate add failed, Error: 1312. A specified | ogon session does
not exist. It may already have been term nated.

For example:

D:\>netsh http add sslcert ipport=0.0.0.0:8080 certhash=128ab1581141553899158b23
T6fed83eeeb55260 appld-{ASE52882-CET3-4DE3-A3DF-2FT49D517273) clientcertnegotiat
ion=enable

SSL Certificate add failed, Error: 1312
A specified logon session does not exist. It may already have been terminated.

In this case, check the following;:
d Ensure that you run the console with administrator privileges.

- Ensure that you installed the certificate to the Personal storage, and not Trusted Root
Certification Authorities.
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Id Ensure the text You have a private key that corresponds to this certificate appears in the
General tab, as shown in the following image.

Certificate .

o — — —
General | Details | Certification Fath|

LR Certificate Information

This certificate is intended for the following purpose(s):
+ All application policies

Issued to: localhost
Issued by: TestRootCertificate

Vabd from 5/ 22/ 2012 to 1/ 1/ 2040

? You have a private key that corresponds to this certificate.

Learn more about certificates

L 4

If this text does not appear, then verify that you imported a *.pfx file, and not a *cer
file.

7. To delete an SSL certificate from a port, enter the following command:
netsh http delete sslcert ipport=0.0.0.0:8080

In this example, the port is 8080.

8. To retrieve information about SSL certificates that are bound to ports, enter the following
command:

netsh http show sslcert
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The following are some useful online references:

. http://msdn.microsoft.com/en-us/library/ms734695.aspx

. http://msdn.microsoft.com/en-us/library/ms733791.aspx

Configuring the WCF Router to Work With the Adapter Through HTTPS

This section describes how to configure the WCF Router to work with the iWay Application
Adapter for Microsoft Dynamics CRM 2011 On-Premises through HTTPS.

Procedure: How to Configure the WCF Router to Work With the Adapter Through HTTPS

1.

Perform the following steps to prepare your certificates:

a.
b.

C.

Ensure the root certificate is available in the *.cer and *.jks files.
Ensure the server certificate is available in the *.pfx file.

Ensure the client certificate is available in the *.jks file (optional).

Perform the following steps on the system where the WCF Router is installed:

a.

Import the root certificate in the *.cer file into the Trusted Root Certification
Authorities branch as described in How to Install a Certificate to the Local System
Account on page 116.

Import the server certificate in the *.pfx file to the Personal branch as described in
How to Install a Certificate to the Local System Account on page 116.

Bind the server certificate to the port that will be used by the WCF Router as
described in How to Configure the Port With the SSL Certificate on page 122.

Open the routing service configuration file and edit it according to Transport Security
Without Certificates (HTTPS Mode Without Client Certificate Checking) on page 110 or
Transport Security With Certificates (HTTPS With Client Certificate Checking) on page
111.

Use only the basicHttpBinding binding type.

Perform the following steps on the system where the iWay Application Adapter for
Microsoft Dynamics CRM 2011 On-Premises is installed:

a.

b.

Attach your root certificate (*.jks file) to the adapter target as described in the
documentation.

If you have chosen step 2d with client certificate checking, then attach your client
certificate to the adapter target as described in the documentation.
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Installing a Certificate as a Trusted Certificate in the Java Keystore

Installing a Certificate as a Trusted Certificate in the Java Keystore

Procedure:

128

If you are creating your own certificates for testing purposes, then consult the Microsoft
documentation on using the Certificate Creation Tool (MakeCert.exe), or see the following
website, which provides an article describing how to create temporary certificates for use
during development:

http;//msdn.microsoft.com/en-us/library/ms733813.aspx

Note: You must generate a PFX file instead of a CER file to be able to assign a SSL certificate
to a port.

The following certificates are required:
d A root certificate either from a signing authority or a self signed certificate (root.cer).
4 A server certificate, created from the root certificate (server.cer).

.4 A client certificate, created from the root certificate (client.cer).

PFX files are used to store the certificates and keys in one file on Windows systems (Personal
Information Exchange PKCS#12 or PFX format). The PEM format can be used on non-Windows
systems.

A PFX copy of the server certificate is required, installed into the Windows certificate store,
which can be created using the Certificate Creation Tool (MakeCert.exe).

A PFX copy of the client certificate is required, which can be created using the Certificate
Creation Tool (MakeCert.exe).

The server certificate PFX file (server.pfx) is installed in the host credentials store file, and the
certificate thumbprint is used to bind the SSL Socket for communication over HTTPS. The Java
Virtual Machine (JVM) of the adapter server will be used to create a keystore containing the
server certificate and (optionally) a client certificate.

Before you create a SSL (HTTPS) connection using the iWay Application Adapter for Microsoft
Dynamics CRM 2011 On-Premises, the certificate for the machine running the adapter must
first be installed as a trusted certificate in the Java keystore.

How to Create a Java Trust Store File for the Server and Add a Server Certificate to the
Java Trust Store File

1. Obtain a copy of the root certificate in the DER (X.509 binary) format to create the trust
store.

2. Copy the root.cer file to the following directory:
JAVA HOVA jre\bin\root. cer

Information Builders


http://msdn.microsoft.com/en-us/library/ms733813.aspx

A. Configuring the iWay WCF Routing Service (WCF Router) I

where:
JAVA HOVE
Is the root installation directory of your Java Runtime Environment (JRE).

Note: The root.cer file contains the CN=machine.domain.idomain setting of the machine
running iWay Service Manager (iSM) and the adapter. For example:

CN=Server24. nySi te. com

where:
Server24

Is the name of the machine as located by the DNS server (Domain Name System).
This value is case-sensitive.

nySite
Is the domain that identifies where the machine is running.
com
Is the Internet-level domain where the domain (for example, mySite) is located.

3. Open a command prompt window with Administrator privileges and navigate to the
following directory:

JAVA_ HOVE j re\ bin

4. Execute the following command:

keytool -/nportcert -file drive:|pathlroot.cer -keystore -file drive:
| pat hl trust Store. j ks -storetype jks -alias crnR2011Adapt er KeySt ore

where:
-/ nportcert
Is the command used to import the certificate.
-file drive:lpathlroot. cer
Is the path to the root certificate. For example, c:\certs.
-keystore
Is the command used to create the keystore.
-file drive:lpathltrustStore.jks

Is the path and name of the keystore file to be created during the import process.
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-Storetype
Specifies what type of storage to be created. The type must be jks (Java KeyStore).
-alias

Is a unique name for the keystore. It is also an alternate name for the keystore to help
understand its usage.

When prompted to enter a password, type a password that has a minimum length of six
characters.

Retype this same password for validation purposes.

The keytool program displays information about the imported root certificate used in the
keytool command. The keytool program provides a prompts, which asks you whether you
want to trust the certificate.

Type Yes and press Enter.

If executed successfully, a message is displayed indicating that the certificate was added
to the keystore and a new file called trustStore.jks has been created.

The server.pfx file is imported into the Windows certificate store as described in Using SSL
Server Certificates on page 111.

Procedure: How to Create a Java Trust Store File for the Client and Add a Client Certificate to the
Java Trust Store File

130

1.

Create a copy of the client.pfx file that was created from the client.cer (certificate) file.
Note: In this example, the root.cer file has been used to create the client.cer file.

Open a command prompt window with Administrator privileges and navigate to the
following directory:

JAVA HOVE jre\bin

where:
JAVA HOVE
Is the root installation directory of your Java Runtime Environment (JRE).

Execute the following command:

keyt ool -/nportkeystore -deststorepass destpass -destkeystore
drive:|lpathlclientStore.jks -srckeystore drive:|lpathlclient.pfx -
srcstoretype PKCS12 -srcstorepass 123456
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where:
- nportkeystore

Is the command used to import the keystore.
-dest st orepass

Is a password for the keystore to be created. The password must be a standard
alphanumeric 32-character password.

-dest keystore drive: |l pathlclientStore. ks

Is the path for the destination keystore and where the client certificate should be
imported.

-srckeystore drive: | pathlclient. pfx

Is the source file (keystore) where the client certificate with the private key is located.
-srcstoretype

Is the type of the original source. This value must always be set to PKCS12.
-srcstorepass

Is the password for the keystore source file (client.pfx). This password was specified
at the time the file was created, and must be a standard alphanumeric 32-character
password.

Note: As of iSM Version 6.1.7, clientStore.jks must be the file name used for the client
store.

When the trustStore.jks and clientStore.jks files have been created, copy these files to the
following directory:

[ nayhome\lib
where:
/ nayhone
Is the root location where iWay Service Manager (iSM) is installed.
When the adapter target is being created, specify the following parameter values:
if you are using HTTPS/SSL with client authentication:

d Trusted keystore location:

/i wayhonme\lib\trustStore.jks
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If you are using the client keystore:

.4 Client keystore location:

{iwayhome}\lib\clientStore.jks

.4 Client keystore password:

This must be the same password that was specified for the -deststorepass setting in
step 3.

In the router configuration file, ensure that the line in the router for the baseAddress
matches exactly the CN used for the server.pfx file, and the port matches the bound SSL
port number, as shown below:

<baseAddr esses>
<add baseAddress="https:// server. site. com port/ RoutingService"/>
</ baseAddr esses>

Ensure that the correct binding type is set in the router configuration file, as shown below:

<bi ndi ng>
<security node="Transport">
<transport clientCredential Type="Certificate"/>
</security>
</ bi ndi ng>
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Application Adapter for
Microsoft Dynamics CRM 2011
Samples and Reference Guide

Appendix

This section provides samples and reference information for the iWay Application Adapter
for Microsoft Dynamics CRM 2011 On-Premises.

In this appendix:

- Advanced Operations

Schemas for Advanced Operations
Global Operations

Filter Document Sample

Input Message Sample

Create and Update Operation Samples
Compound Operation Sample
Linked Operation Output Sample
Bulk Delete Sample

XML Request Schema Sample

XML Response Schema Sample

L v v v U v udJ oJ dodoud

Manually Setting User Interface Languages

Advanced Operations

The iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises also supports
Advanced Operations that are declared in WSDL files. These Advanced Operations are specific
for each entity. You can retrieve XML schemas for every Advanced Operation and create input
XML documents based on the schemas.
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Supported Advanced Operations

The following table lists and describes the supported Advanced Operations.

Supported Advanced Description

Operations

AddIitemCampaignActivity Add an item to a campaign activity.
AddIitemCampaign Add an item to a campaign.

AddListMembersList Add members to the list.

AddMemberList Add a member to a list (marketing list).
AddMembersTeam Add members to a team.

AddPrivilegesRole Add a set of existing privileges to an existing role.
AddProductTokKit Add a product to a kit.

AddRecurrence Add recurrence information to an existing appointment.
AddSolutionComponent Add a solution component to an unmanaged solution.
AddToQueue Move an entity record from a source queue to a

destination queue.

Appointment Provides the details of an appointment request for the
Search operation

Assign Assign the specified record to a new owner (user or
team) by changing the Ownerld attribute of the record.

Associate Create a link between records.

AutoMapEntity Generate a new set of attribute mappings based on the
metadata.

BackgroundSendEmail Send email messages asynchronously.

Book Schedule or book an appointment, recurring

appointment, or service appointment (service activity).
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Supported Advanced Description
Operations
BulkDelete Submit a bulk delete job that deletes selected records in

bulk. This job runs asynchronously in the background
without blocking other activities.

BulkDetectDuplicates

Submit an asynchronous system job that detects and
logs multiple duplicate records.

BulkOperationStatusClose

For internal use only.

CalculateActualValue-
Opportunity

Calculate the value of an opportunity that is in the Won
state.

CalculateTotalTimelncident

Calculate the total time, in minutes, that you used while
you worked on an incident (case).

CanBeReferenced

Check whether the specified entity can be the primary
entity (one) in a one-to-many relationship.

CanBeReferencing

Check whether an entity can be the referencing entity in
a one-to-many relationship.

CancelContract

Cancel a contract.

CancelSalesOrder

Cancel a sales order (order).

CanManyToMany

Check whether an entity can participate in a many-to-
many relationship.

ChecklncomingEmail

Check whether the incoming email message is relevant
to the Microsoft Dynamics CRM system.

CheckPromoteEmail

Check whether the incoming email message should be
promoted to the Microsoft Dynamics CRM system.

CleanUpBulkOperation

For internal use only.

CloneContract

Copy an existing contract and its line items.

Closelncident

Close an incident (case).

CloseQuote

Close a quote.
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Supported Advanced
Operations

Description

CompoundUpdateDuplicate-
DetectionRule

Update a duplicate rule (duplicate detection rule) and its
related duplicate rule conditions.

ConvertKitToProduct

Convert a kit to a product.

ConvertProductToKit

Convert a product to a kit.

ConvertQuoteToSalesOrder

Convert a quote to a sales order.

ConvertSalesOrderTolnvoice

Convert a sales order to an invoice.

CopyCampaign

Copy a campaign.

CopyCampaignResponse

Create a copy of the campaign response.

CopyDynamicListToStatic

Create a static list from the specified dynamic list and
add the members that satisfy the dynamic list query
criteria to the static list.

CopyMembersList Copy the members from the source list to the target list
without creating duplicates.
CopySystemForm Create a new entity form that is based on an existing

entity form.

CreateActivitiesList

Create a quick campaign to distribute an activity to
members of a list (marketing list).

CreateAttribute Create a new attribute, and optionally, to add it to a
specified unmanaged solution.
CreateEntity Create a custom entity and to optionally add it to a

specified unmanaged solution.

CreateException

Create an exception for the recurring appointment
instance.

Createlnstance

Create future unexpanded instances for the recurring
appointment master.

CreateManyToMany

Create a new Many-to-Many (N:N) entity relationship.
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Supported Advanced Description

Operations

CreateOneToMany Create a new One-to-Many (1:N) entity relationship.

CreateOptionSet Create a new global option set.

CreateWorkflowFromTemplate Create a workflow (process) from a workflow template.

DeleteAttribute Delete an attribute.

DeleteAuditData Delete all audit data records up until a specified end
date.

DeleteOpeninstances Delete instances of a recurring appointment master that

have an Open state.

DeleteOptionSet Delete a global option set.

DeleteOptionValue Delete an option value in a global or local option set.

DeleteRelationship Delete an entity relationship.

DeliverlIncomingEmail Create an email activity instance from an incoming email
message.

DeliverPromoteEmail Create an email activity record from the specified email
message.

DeprovisionLanguage Deprovision a language.

Disassociate Delete a link between records.

DistributeCampaignActivity Create a bulk operation that distributes a campaign

activity. The appropriate activities, such as a phone call
or fax, are created for the members of the list that is
associated with the specified campaign activity.

DownloadReportDefinition Download a report definition.

ExecuteByldSavedQuery Execute a saved query (view) that has the specified ID.

ExecuteByldUserQuery Execute the user query (saved view) that has the
specified ID.
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Supported Advanced Description
Operations
ExecuteWorkflow Execute a workflow.

ExpandCalendar

Convert the calendar rules to an array of available time
blocks for the specified period.

ExportMappingsimportMap

Export a data map as an XML formatted data.

ExportSolution

Export a solution.

ExportTranslation

Export all translations for a specific solution to a
compressed file.

FetchXmIToQueryExpression

Convert a query in FetchXML to a QueryExpression.

FindParentResourceGroup

Find a parent resource group (scheduling group) for the
specified resource groups (scheduling groups).

FulfillSalesOrder

Fulfill the sales order (order).

GeneratelnvoiceFromOpportunit
y

Generate an invoice from an opportunity.

GenerateQuoteFromOpportunity

Generate a quote from an opportunity.

GenerateSalesOrder-
FromOpportunity

Generate a sales order (order) from an opportunity.

GetAllTimeZonesWith-
DisplayName

Retrieve all the time zone definitions for the specified
locale and to return only the display name attribute.

GetDecryptionKey

Obtain the key that is used to encrypt or decrypt the
email credentials of a user or queue that are stored in
the Microsoft Dynamics CRM database.

GetDistinctValueslimportFile

Retrieve distinct values from the parse table for a
column in the source file that contains list values.

GetHeaderColumnsimportFile

Retrieve the source-file column headings; or retrieve the
system-generated column headings if the source file
does not contain column headings.
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Supported Advanced
Operations

Description

GetlnvoiceProductsFrom-
Opportunity

Retrieve the products from an opportunity and copy them
to the invoice.

GetQuantityDecimal

Get the quantity decimal value of a product for the
specified entity in the target.

GetQuoteProductsFrom-
Opportunity

Retrieve the products from an opportunity and copy them
to the quote.

GetReportHistoryLimit

Retrieve the history limit for a report.

GetSalesOrderProducts-
FromOpportunity

Retrieve the products from an opportunity and copy them
to the sales order (order).

GetTimeZoneCodeBy-
LocalizedName

Retrieve the time zone code for the specified localized
time zone name.

GetTrackingTokenEmail

Return a tracking token that can then be passed as a
parameter to the SendEmailRequest message.

GetValidManyToMany

Retrieve a list of all the entities that can participate in a
Many-to-Many entity relationship.

GetValidReferencedEntities

Contains the data that is needed to retrieve a list of
entity logical names that are valid as the primary entity
(one) from the specified entity in a one-to-many
relationship.

GetValidReferencingEntities

Retrieve the set of entities that are valid as the related
entity (many) to the specified entity in a one-to-many
relationship.

GrantAccess

Grant a security principal (user or team) access to the
specified record.

ImportMappingsimportMap

Import the XML representation of a data map and create
an import map (data map) based on this data.

ImportRecordsimport

Submit an asynchronous job that uploads the
transformed data into Microsoft Dynamics CRM.
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Supported Advanced
Operations

Description

ImportSolution

Import a solution.

ImportTranslation

Import translations from a compressed file.

InitializeFrom

Initialize a new record from an existing record.

InsertOptionValue

Insert a new option value for a global or local option set.

InsertStatusValue

Insert a new option into a StatusAttributeMetadata
attribute.

InstallSampleData

Install the sample data.

InstantiateFilters

Instantiate a set of filters for Microsoft Dynamics CRM
for Outlook for the specified user.

InstantiateTemplate

Contains the parameters that are needed to create an
email message from a template (email template).

IsComponentCustomizable

Determine whether a solution component is
customizable.

IsValidStateTransition

Validate the state transition.

LocalTimeFromUtcTime

Retrieve the local time for the specified Coordinated
Universal Time (UTC).

LockInvoicePricing

Lock the total price of products and services that are
specified in the invoice.

LockSalesOrderPricing

Lock the total price of products and services that are
specified in the sales order (order).

LogFailureBulkOperation

For internal use only.

LogSuccessBulkOperation

For internal use only.

LoseOpportunity

Set the state of an opportunity to Lost.

Merge

Merge the information from two entity records of the
same type.
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Supported Advanced Description

Operations

ModifyAccess Replace the access rights on the target record for the
specified security principal (user or team).

OrderOption Set the order for an option set.

Parselmport Submit an asynchronous job that parses all import files
that are associated with the specified import (data
import).

ProcessIinboundEmail Process the email responses from a marketing
campaign.

ProcessOneMemberBulk- For internal use only.

Operation

PropagateByExpression Create a quick campaign to distribute an activity to
accounts, contacts, or leads that are selected by a
query.

ProvisionLanguage Provision a new language.

PublishAlIXmI Publish all changes to solution components.

PublishDuplicateRule Submit an asynchronous job to publish a duplicate rule.

PublishXml Publish specified solution components.

QualifyLead Qualify a lead and create account, contact, and
opportunity records that are linked to the originating lead
record.

QualifyMemberList Qualify the specified list and either override the list
members or remove them according to the specified
option.

QueryExpressionToFetchXml Convert a query, which is represented as a
QueryExpression class, to its equivalent query, which is
represented as FetchXML.
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Supported Advanced
Operations

Description

QueryMultipleSchedules

Search multiple resources for available time block that
match the specified parameters.

QuerySchedule

Search the specified resource for an available time block
that matches the specified parameters.

ReassignObjectsOwner

Reassign all records that are owned by the security
principal (user or team) to another security principal
(user or team).

ReassignObjectsSystemUser

Reassign all records that are owned by a specified user
to another security principal (user or team).

Recalculate

Recalculate system-computed values for rollup fields in
the goal hierarchy.

RemoveltemCampaignActivity

Remove an item from a campaignh activity.

RemoveltemCampaign

Remove an item from a campaign.

RemoveMemberList

Remove a member from a list (marketing list).

RemoveMembersTeam

Remove members from a team.

RemoveParent

Remove the parent for a system user (user) record.

RemovePrivilegeRole

Remove a privilege from an existing role.

RemoveProductFromKit

Remove a product from a kit.

RemoveRelated

Use the Disassociate message. Remove the relationship
between the specified records for specific relationships.

RemoveSolutionComponent

Remove a component from an unmanaged solution.

RenewContract

Renew a contract and create the contract details for a
new contract.

ReplacePrivilegesRole

Replace the privilege set of an existing role.

Information Builders



B. Application Adapter for Microsoft Dynamics CRM 2011 Samples and Reference Guide I

Supported Advanced Description
Operations
Reschedule Reschedule an appointment, recurring appointment, or

service appointment (service activity).

ResetUserFilters

Reset the offline data filters for the calling user to the
default filters for the organization.

RetrieveAbsoluteAndSite-
CollectionUrl

Retrieve the absolute URL and the site collection URL for
a SharePoint location record in Microsoft Dynamics CRM.

RetrieveAllChildUsers-
SystemUser

Retrieve the collection of users that report to the
specified system user (user).

RetrieveAllEntities

Retrieve metadata information about all the entities.

RetrieveAllManagedProperties

Retrieve all managed property definitions.

RetrieveAllOptionSets

Retrieve information about all global option sets.

RetrieveApplicationRibbon

Retrieve the data that defines the content and behavior
of the application ribbon.

RetrieveAttributeChangeHistory

Retrieve all metadata changes to a specific attribute.

RetrieveAttribute

Retrieve attribute metadata.

RetrieveAuditDetails

Retrieve the full audit details from an Audit record.

RetrieveAuditPartitionList

Retrieve the list of database partitions that are used to
store audited history data.

RetrieveAvailableLanguages

Retrieve the list of language packs that are installed on
the server.

RetrieveBusinessHierarchy-
BusinessUnit

Retrieve all business units (including the specified
business unit) from the business unit hierarchy.

RetrieveByGroupResource

Retrieve all resources that are related to the specified
resource group (scheduling group).

RetrieveByResourceResource-
Group

Retrieve the resource groups (scheduling groups) that
contain the specified resource.
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Supported Advanced
Operations

Description

RetrieveByResourcesService

Retrieve the collection of services that are related to the
specified set of resources.

RetrieveByToplncidentProduct-
KbArticle

Retrieve the top-ten articles about a specified product
from the knowledge base of articles for your
organization.

RetrieveByToplncidentSubject-
KbArticle

Retrieve the top-ten articles about a specified subject
from the knowledge base of articles for your
organization.

RetrieveDependenciesFor-
Delete

Retrieve a collection of dependency records that
describe any solution components that would prevent a
solution component from being deleted.

RetrieveDependenciesFor-
Uninstall

Retrieve a list of the solution component dependencies
that can prevent you from uninstalling a managed
solution.

RetrieveDependentComponents

Retrieves a list of dependencies for solution components
that directly depend on a solution component.

RetrieveDeploymentLicense-
Type

Retrieve the type of license for a deployment of
Microsoft Dynamics CRM.

RetrieveDeprovisioned-
Languages

Retrieve a list of language packs that are installed on
the server that have been disabled.

RetrieveDuplicates

Detect and retrieve duplicates for a specified record.

RetrieveEntity

Retrieve entity metadata.

RetrieveEntityRibbon

Retrieve ribbon definitions for an entity.

RetrieveExchangeRate

Retrieve the exchange rate.

RetrieveFilteredForms

Retrieve the entity forms that are available for a
specified user.
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Supported Advanced
Operations

Description

RetrieveFormattedIimport-
JobResults

Retrieve the formatted results from an import job.

RetrieveFormXml

For internal use only.

Retrievelnstalled-
LanguagePacks

Retrieve the list of language packs that are installed on
the server.

RetrievelnstalledLanguage-
PackVersion

Retrieve the version of an installed language pack.

RetrievelLicenselnfo

Retrieve the number of used and available licenses for a
deployment of Microsoft Dynamics CRM.

RetrieveLocLabels

Retrieve localized labels for a limited set of entity
attributes.

RetrieveManagedProperty

Retrieve a managed property definition.

RetrieveMembersBulk-
Operation

Retrieve the members of a bulk operation.

RetrieveMissingComponents

Retrieve a list of missing components in the target
organization.

RetrieveMissingDependencies

Retrieve any required solution components that are not
included in the solution.

RetrieveMultiple

Retrieve a collection of records that satisfy the specified
query criteria.

RetrieveOptionSet

Retrieve a global option set.

RetrieveOrganizationResources

Retrieve the resources that are used by an organization.

RetrieveParentGroups-
ResourceGroup

Contains the data needed to retrieve the collection of
the parent resource groups of the specified resource
group (scheduling group).

RetrieveParsedDatalmportFile

Retrieve the data from the parse table.
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Supported Advanced
Operations

Description

RetrievePersonalWall

Retrieve pages of posts, including comments for each
post, for all records that the calling user is following.

RetrievePrincipalAccess

Retrieve the access rights of the specified security
principal (team or user) to the specified record.

RetrievePrincipalAttribute-
Privileges

Retrieves all the secured attribute privileges a user or
team has through direct or indirect (through team
membership) associations with the FieldSecurityProfile
entity.

RetrievePrivilegeSet

Contains the data needed to retrieve the set of privileges
defined in the system.

RetrieveProvisionedLanguage-
PackVersion

Retrieve the version of a provisioned language pack.

RetrieveProvisionedLanguages

Retrieve the list of provisioned languages.

RetrieveRecordChangeHistory

Retrieve all attribute data changes for a specific entity.

RetrieveRecordWall

Retrieve pages of posts, including comments for each
post, for a specified record.

RetrieveRelationship

Retrieve entity relationship metadata.

RetrieveRequiredComponents

Retrieve a collection of solution components that are
required for a solution component.

RetrieveRolePrivilegesRole

Retrieve the privileges that are assigned to the specified
role.

RetrieveSharedPrincipals-
AndAccess

Retrieve all security principals (users or teams) that have
access to, and access rights for, the specified record.

RetrieveSubGroups-
ResourceGroup

Retrieve the collection of child resource groups from the
specified resource group (scheduling group).

RetrieveTeamPrivileges

Retrieve the privileges for a team.
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Supported Advanced Description

Operations

RetrieveTimestamp Retrieves a time stamp for the metadata.
RetrieveUnpublishedMultiple Retrieve a collection of unpublished organization-owned

records that satisfy the specified query criteria.

RetrieveUnpublished Retrieve an unpublished record.

RetrieveUserPrivileges Contains the data needed to retrieve the privileges a
system user (user) has through his or her roles in the
specified business unit.

RetrieveVersion Retrieve the version number of the Microsoft Dynamics
CRM Server.

ReviseQuote Set the state of a quote to Draft.

RevokeAccess Replace the access rights on the target record for the

specified security principal (user or team).

Rollup Retrieve all the entity records that are related to the
specified record.

SearchByBodyKbArticle Search for knowledge base articles that contain the
specified body text.

SearchByKeywordsKbArticle Search for knowledge base articles that contain the
specified keywords.

SearchByTitleKbArticle Search for knowledge base articles that contain the
specified title.

Search Contains the data needed to search for available time
slots that fulfill the specified appointment request.

SendBulkMail Send bulk email messages.
SendEmailFromTemplate Send an email message using a template.
SendEmail Send an email message.

SendFax Send a fax.
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Supported Advanced Description

Operations

SendTemplate Send a bulk email message that is created from a
template.

SetBusinessEquipment Assign equipment (facility/equipment) to a specific

business unit.

SetBusinessSystemUser Move a system user (user) to a different business unit.
SetLocLabels Set localized labels for a limited set of entity attributes.
SetParentBusinessUnit Set the parent business unit for a business unit.
SetParentSystemUser Contains the data needed to set a new parent system

user (user) for the specified user.

SetParentTeam Contains the data needed to set the parent business
unit of a team.

SetRelated Contains the data needed to create a relationship
between a set of records that participate in specific
relationships.

SetReportRelated Contains the data needed to link an instance of a report
entity to related entities.

SetState Set the state of an entity record.

StatusUpdateBulkOperation For internal use only.

Transformimport Submit an asynchronous job that transforms the parsed
data.

TriggerServiceEndpointCheck Validate the configuration of a Windows Azure platform

service endpoint of AppFabric solution.

UninstallSampleData Uninstall data samples.
UnlockInvoicePricing Unlock pricing for an invoice.
UnlockSalesOrderPricing Unlock pricing for a sales order (order).
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Supported Advanced Description

Operations

UnpublishDuplicateRule Submit an asynchronous job to unpublish a duplicate
rule.

UpdateAttribute Update the definition of an attribute.

UpdateEntity Contains the data that is needed to update the definition
of an entity.

UpdateOptionSet Contains the data that is needed to update the definition

of a global option set.

UpdateOptionValue Update an option value in a global or local option set.

UpdateRelationship Contains the data that is needed to update the definition
of an entity relationship.

UpdateStateValue Update an option set value in for a
StateAttributeMetadata attribute.

UtcTimeFromLocalTime Retrieve the Coordinated Universal Time (UTC) for the
specified local time.

ValidateRecurrenceRule Validate a rule for a recurring appointment.

Validate Verify that an appointment or service appointment
(service activity) has valid available resources for the
activity, duration, and site, as appropriate.

ValidateSavedQuery Contains the data that is needed to validate a saved
query (view).

VerifyProcessStateData For internal use only.

WhoAml Retrieve the system user ID for the currently logged on
user or the user under whose context the code is
running.

WinOpportunity Set the state of an opportunity to Won.
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Supported Advanced Description
Operations
WinQuote Set the state of a quote to Won.

Unsupported Advanced Operations

The following table lists and describes the unsupported Advanced Operations.

Unsupported Advanced Description
Operations
AddSubstituteProduct Deprecated. Use the Associate operation. Adds a link

between two entity instances in a many-to-many
relationship.

AssociateEntities

Deprecated. Use the Associate operation. Add a link
between two entity instances in a many-to-many
relationship.

CompoundCreate

Deprecated. Use the Create operation. This operation
creates a compound entity, such as a sales order
(order), invoice, quote, or duplicate rule (duplicate
detection rule). It also creates its related entity, such as
a sales order detail (order product), invoice detail
(invoice product), quote detail (quote product), or
duplicate rule condition.

CompoundUpdate

Deprecated. Use the Create operation. Update a
compound record, such as a sales order (order), invoice,
quote, or duplicate rule (duplicate detection rule). You
can also update its related detail record, such as a sales
order detail (order product), invoice detail (invoice
product), quote detail (quote product), or duplicate rule
condition.

DisassociateEntities

Deprecated. Use the Disassociate message. Remove a
link between two entity instances in a many-to-many
relationship.
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Unsupported Advanced Description

Operations

ExecuteFetch Deprecated. Use the RetrieveMultiple operation.

IsBackOfficelnstalled Deprecated. Checks whether Microsoft Dynamics GP 9.0
is installed.

MakeAvailableTo- Deprecated. Use the Update message.

OrganizationReport

MakeAvailableTo- Deprecated. Use the Update message.
OrganizationTemplate

MakeUnavailableTo- Deprecated. Use the Update message.
OrganizationReport

MakeUnavailableTo- Deprecated. Use the Update message.
OrganizationTemplate

RemoveSubstituteProduct Deprecated. Use the Disassociate message.
RetrieveMembersTeam Deprecated. Use the RetrieveMultiple operation.
RetrieveSubsidiaryTeams- Deprecated. Use the RetrieveMultiple message.
BusinessUnit Contains the data needed to retrieve a collection of

entity instances based on the specified query criteria.

RetrieveSubsidiaryUsers- Deprecated. Use the RetrieveMultiple message.

BusinessUnit Contains the data needed to retrieve all user information
from the child business units of the specified business
unit.

RetrieveTeamsSystemUser Deprecated. Use the RetrieveMultiple message.

Contains the data needed to retrieve the list of teams of
which the specified user is a member.

RetrieveUserSettingsSystemUs Deprecated. Use the RetrieveMultiple message.
er Contains the data needed to retrieve the user settings
for the specified system user (user).
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Unsupported Advanced
Operations

Description

UpdateUserSettingsSystemUse

r

Deprecated. Use the Update operation.

Schemas for Advanced Operations

152

Schemes for advanced operations (other than Create, Read, Update, and Delete (CRUD)
operations) are generated based on MS CRM SDK classes. They do not require attributes from
metadata and are not affected by entity customization. These schemes are generated using
logic that is implemented in C# and stored in the resources of the adapter. During design time,
Java mechanisms replace specific types with placeholders. The following table lists the 42

schemas with such elements.

Operation Placeholder Execution Entity
AddRecurrenceRequest appointment recurringappointment
AddToQueueRequest queueltem queueitem
BookRequest appointment, appointment,

recurringappointment, or
serviceactivity

recurringappointment, or
serviceactivity

CancelSalesOrderRequest orderclose salesorder
CloneContractResponse contract contract
CloselncidentRequest caseresolution case
CloseQuoteRequest quoteclose quote

CompoundCreateRequest

ES

invoice, order, quote,
duplicaterule

CompoundUpdateDuplicate-
DetectionRuleRequest

duplicaterule

CompoundUpdateRequest

invoice, order, quote
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Operation Placeholder Execution Entity
ConvertQuoteToSalesOrder- order quote

Response

ConvertSalesOrderTo- invoice order
InvoiceResponse

CopySystemFormRequest systemform systemform
CreateActivitiesListRequest activity marketinglist

CreateExceptionRequest

appointment

appointment

CreatelnstanceRequest

appointment

recurringappointment

CreateRequest

%k

%k

DeleteOpeninstancesReque
st

recurringappointment

recurringappointment

DeliverPromoteEmail- email email

Request

DistributeCampaign- activity campaignactivity
ActivityRequest

FulfillSalesOrderRequest orderclose order
GeneratelnvoiceFrom- invoice invoice
OpportunityResponse

GenerateQuoteFrom- quote quote
OpportunityResponse

GenerateSalesOrderFrom- salesorder salesorder
OpportunityResponse

InitializeFromResponse Returns initialized instance *x
LoseOpportunityRequest opportunityclose opportunity
MergeRequest Entity attributes to be set account, contact, lead,

during the merge operation

mailmergetemplate
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Operation

Placeholder

Execution Entity

ProcessOneMemberBulk-
OperationRequest

For internal use only

bulkoperation

PropagateByExpression- activity email
Request
RenewContractResponse contract contract

RescheduleRequest

appointment,
recurringappointment,

appointment,
recurringappointment, or

serviceactivity serviceactivity
RetrieveDuplicatesRequest all entities **
RetrieveResponse ¥ ¥
RetrieveUnpublished- all entities savedqueryvisualization,

Response organizationui, savedquery,
webresource, sitemap,
systemform

RetrieveUserSettings- usersettings user

SystemUserResponse

ReviseQuoteResponse quote quote

SendEmailFromTemplate- email email

Request

UpdateRequest -* -*

UpdateUserSettingsSystem- usersettings user

UserRequest

ValidateRecurrence-
RuleRequest

recurrencerule

recurrencerule

WinOpportunityRequest

opportunityclose

opportunity

WinQuoteRequest

quoteclose

quote
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Note:

d * Schema was implemented in scope of Create, Read, Update, and Delete (CRUD)
operations.

4 ** Operation is missing in all entities.

Global Operations

Microsoft Dynamics CRM 2011 On-Premises provides operations that are not related to any
entity. These operations are called Global Operations.

Supported Global Operations

The following table lists and describes the supported Global Operations.

Supported Global Operation Description

BulkDelete Submits an asynchronous bulk delete job.
BulkDeleteDuplicates Submits an asynchronous duplicates detection job.
CanBeReferenced Check whether the specified entity can be the primary

entity (one) in a one-to-many relationship.

CanBeReferencing Check whether an entity can be the referencing entity in
a one-to-many relationship.

CanManyToMany Check whether an entity can participate in a many-to-
many relationship.

CreateAttribute Create a new attribute, and optionally, can add it to a
specified unmanaged solution.

CreateManyToMany Create a new Many-to-Many (N:N) entity relationship.
CreateOneToMany Create a new One-to-Many (1:N) entity relationship.
CreateOptionSet Create a new global option set.

DeleteAttribute Delete an attribute.

DeleteEntity Delete an entity.
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Supported Global Operation

Description

DeleteOptionSet

Delete a global option set.

DeleteOptionValue

Delete an option value in a global or local option set.

DeleteRelationship

Contains the data that is needed to delete an entity
relationship.

GetlnvoiceProductsFrom-
Opportunity

Retrieves the products from an opportunity and copies
them to the specified invoice.

GetValidManyToMany

Retrieve a list of all the entities that can participate in a
Many-to-Many entity relationship.

GetValidReferencedEntities

Retrieve a list of entity logical names that are valid as
the primary entity (one) from the specified entity in a
one-to-many relationship.

GetValidReferencingEntities

Retrieve the set of entities that are valid as the related
entity (many) to the specified entity in a one-to-many
relationship.

InsertOptionValue

Insert a new option value for a global or local option set.

InsertStatusValue

Insert a new option into a StatusAttributeMetadata
attribute.

OrderOption

Set the order for an option set.

ResetUserFilters

Resets the offline data filters for the calling user to the
default filters for the organization.

RetrieveAllOptionSets

Retrieve information about all global option sets.

RetrieveAttribute

Retrieve attribute metadata.

RetrieveAvailableLanguages

Retrieves the list of available languages.

RetrieveDeprovisioned-
Languages

Retrieves the list of language packs installed on the
server that have been disabled.

RetrieveEntity

Retrieves the metadata for the specified entity.
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Supported Global Operation

Description

RetrieveFormattedimport-
JobResults

Retrieves the formatted results from an import job.

RetrievelnstalledLanguage-
Packs

Retrieves the list of language packs installed on the
server.

RetrievelnstalledLanguage-
PackVersion

Retrieves the version of an installed language pack.

RetrieveLoclLabels

Retrieves the localized labels for the specified attribute.

RetrieveManagedProperty

Retrieve a managed property definition.

RetrieveMissingComponents

Retrieves a list of missing components for the target
organization.

RetrieveOptionSet

Retrieve a global option set.

RetrieveOrganizationResources

Retrieves the resources used by an organization.

RetrievePersonalWall

Retrieve pages of posts, including comments for each
post, for all records that the calling user is following.

RetrieveProvisionedLanguages

Retrieves the list of language packs installed on the
server that are enabled.

RetrieveRecordWall

Retrieve pages of posts, including comments for each
post, for a specified record.

RetrieveRelationship

Retrieve entity relationship metadata.

RetrieveTimestamp

Retrieve a time stamp for the metadata.

RetrieveUserPrivileges

Retrieve the privileges a system user (user) has through
his or her roles in the specified business unit.

RetrieveVersion

Retrieve the version number of the Microsoft Dynamics
CRM Server.

Search

Search for available time slots that fulfill the specified
appointment request.
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Supported Global Operation

Description

SetlLocLabels

Set localized labels for a limited set of entity attributes.

UnlockinvoicePricing

Unlock pricing for an invoice.

UnlockSalesOrderPricing

Unlock pricing for a sales order (order).

UpdateAttribute Update the definition of an attribute.
UpdateEntity Update the definition of an entity.
UpdateOptionSet Update the definition of a global option set.

UpdateOptionValue

Update an option value in a global or local option set.

UpdateRelationship

Update the definition of an entity relationship.

UpdateStateValue

Update an option set value in for a
StateAttributeMetadata attribute.

Validate Verify that an appointment or service appointment
(service activity) has valid available resources for the
activity, duration, and site, as appropriate.

WhoAml Retrieve the system user ID for the currently logged on

user or the user under whose context the code is
running.

Unsupported Global Operations
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The following table lists and describes the unsupported Global Operations.

Unsupported Global Operation

Description

AssociateEntities

Deprecated. Adds a link between two records in a many-
to-many relationship. Use Associate.

AutoMapEntity

Creates the attribute mappings between two entities.

DeprovisionLanguage

Deprovisions a language.
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Unsupported Global Operation

Description

DisassociateEntities

Deprecated. Removes a link between two records in a
many to many relationship. Use Disassociate.

ExportSolution

Exports a managed or unmanaged solution.

ImportTranslation

Imports all translations from a compressed file.

InstallSampleData

Installs sample data for an organization.

IsBackOfficelnstalled

Deprecated. Checks if Microsoft Great Plains is installed.

ProvisionLanguage

Provisions a language.

RemoveProductFromKit

Removes a product from a Kkit.

RetrieveAllEntities

Retrieves the metadata for all entities.

RetrieveAllManagedProperties

Retrieve all managed property definitions.

RetrieveDeploymentLicense-
Type

Retrieves the type of license for a deployment of
Microsoft Dynamics CRM.

RetrievelLicenselnfo

Retrieves the number of licenses for a deployment of
Microsoft Dynamics CRM.

RetrievePrincipalAttribute-
Privileges

Retrieves all the secured attribute privileges a user or
team has through direct or indirect (through team
membership) associations with the FieldSecurityProfile
entity.

RetrievePrivilegeSet

Retrieves the set of privileges defined in the system.

RetrieveProvisionedLanguage-
PackVersion

Retrieves the version of the language packs installed on
the server.

RetrieveTeamPrivileges

Retrieve the privileges for a team.

UninstallSampleData

Delete sample data for organization.

iWay Application Adapter for Microsoft Dynamics CRM 2011 On-Premises User's Guide

159



Filter Document Sample

Filter Document Sample

To enable external filtering with the adapter, the filter document must match the following XML
schema:

<?xm version="1.0" encodi ng="UTF-8"?>
<schema xm ns="http://ww. w3. org/ 2001/ XM_Schema"
t ar get Nanmespace="ur n: i waysof t war e: adapt er: MSCRM2011: filter"
xm ns: f="urn:iwaysoftware: adapt er: MSCRVM2011: filter">
<el ement nane="filter">
<conpl exType>
<sequence>
<el ement nanme="entities" mnCccurs="1" nmaxCccurs="1"
type="f:EntitiesType" />
<el ement nane="operations" m nCccurs="1" maxCccurs="1"
type="f: OperationType" />
</ sequence>
</ conpl exType>
</ el enent >
<conpl exType nanme="EntitiesType">
<sequence>
<el enent nanme="1 ogi cal nanme" m nCccurs="0" nmaxCccur s="unbounded"
type="string" />
</ sequence>
</ conpl exType>
<conpl exType nane="Qperati onType" >
<sequence>
<el ement nane="entity" m nCccurs="0" maxCccur s="unbounded" >
<conpl exType>
<sequence>
<el ement nane="entityNanme" m nCccurs="1"
maxQOccur s="1" type="string" />
<el ement nane="operations" m nCccurs="1"
maxCccurs="1">
<conpl exType>
<sequence>
<el ement nanme="operation" m nCccurs="0"
maxQccur s="unbounded" type="string" />
</ sequence>
</ conpl exType>
</ el enent >
</ sequence>
</ conpl exType>
</ el emrent >
</ sequence>
</ conpl exType>
</ schema>

The following document is a sample of a filter file.
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<f:filter xmns:f="urn:iwaysoftware: adapt er: MSCRM2011: filter" >
<entities>
<l ogi cal nane>account </ | ogi cal nane>
</entities>
<oper ati ons>
<entity>
<entityNanme>any</entityNane>
<oper ati ons>
<oper ati on>Set St at eDynam cEnti t y</ operati on>
</ oper ati ons>
</entity>
<entity>
<enti t yNanme>appoi nt ment </ enti t yName>
<operati ons>
<oper ati on>Handl| e</ oper ati on>
<oper at i on>Rout e</ oper ati on>
</ oper ati ons>
</entity>
</ oper ati ons>
</f:filter>

Note: The SetStateDynamicEntity operation is filtered for any entity due to using any as entity
name. This makes it easier to prepare filter files.

Input Message Sample

Input messages contain several required tags that determine what operation should be
performed and what entity is affected. The following is an example of an input message:
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<?xm version="1.0" encodi ng="1S0O 8859-1" ?>
<crm account . Create schenaVersion="1.0"
xm ns: crme"urn: i waysof t war e: adapt er : MSCRM2011: account : Creat e"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<crm EntityList>
<crm Entity>
<crm Par ans>
<crm account cat egor ycode>1</ cr m account cat egor ycode>
<crm accountratingcode>1</crm accountrati ngcode>
<cr m name>account 1</ cr m nane>
<cr m nunber of enpl oyees>1234</ cr m nunber of enpl oyees>
<cr m owner shi pcode>1</ cr m owner shi pcode>
<crm partici pat esi nwor kf | ow>0</ crm parti ci pat esi nwor kf [ ow>
<crm paynentternscode>1</crm paymentt er necode>
</ crm Par ans>
</crmEntity>
<crmEntity>
<crm Par ans>
<crm account cat egor ycode>1</ crm account cat egor ycode>
<crm accountratingcode>1</crm accountrati ngcode>
<crm name>account 2</ cr m nane>
<cr m nunber of enpl oyees>1234</ cr m nunber of enpl oyees>
<cr m owner shi pcode>1</ cr m owner shi pcode>
<crm partici pat esi nwor kf | ow>0</ crm parti ci pat esi nwor kf | ow>
<crm paynent t er nscode>1</ crm paynentt er nscode>
</ crm Par ans>
</crmEntity>
</crm EntityList>
</ crm account . Creat e>

In this example, the input message contains a command to create two accounts (Batch
Account 1 and Batch Account 2). The input message can contain only one action, but multiple
entities. Each entity is processed as a separate request to MS CRM. Since iWay Application
Adapter for Microsoft Dynamics CRM 2011 On-Premises does not support transactions, some
of the entities can be created while others may fail.

Create and Update Operation Samples
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The following is an example of a Create request document:
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<?xm version="1.0" encodi ng="1S0O 8859-1" ?>
<crm account . Create schenaVersion="1.0"
xm ns: crme"urn: i waysof t war e: adapt er : MSCRM2011: account : Creat e"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<crm EntityList>
<crm Entity>
<crm Par ans>
<crm addressl_tel ephonel>123456789</
crm addressl_tel ephonel>
<cr m name>account 1</ cr m nane>
<cr m nunber of enpl oyees>1234</ cr m nunber of enpl oyees>
</ crm Par ans>
</crmEntity>
</crmEntityList>
</ crmaccount. Creat e>

It contains the requested action, the entity to be created, and the parameters of the new
entity. The entity identifier is a required parameter. A value must be specified, which is used by
MS CRM to create an entity with a specified GUID. The following is an example of the response
document for a successful Create operation:

<?xm version="1.0" encodi ng="1S0O 8859-1" ?>
<crm account . Cr eat e. Response schenmaVer si on="1. 0"
xm ns: crme"ur n: i waysof t war e: adapt er : MSCRM2011: account : Cr eat e. Response”
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<crm EntityList>
<crm Entity>
<crm Cr eat eResul t >7B9520AD- AB21- E111- B7A6- 005056887347</
crm Creat eResul t >
<crm St at us>Success</ crm St at us>
</crmEntity>
</crmEntityList>
</ crm account. Creat e. Response>

Information about the performed operation, entity, and the GUID of the created entity is
returned.

The following is an example of an Update request:
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<?xm version="1.0" encodi ng="1S0O 8859-1" ?>
<crm account . Updat e schemaVer si on="1. 0"
xm ns: crme"urn: i waysof t war e: adapt er : MSCRM2011: account : Updat e"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<crm EntityList>
<crm Entity>
<crm Par ans>
<crm accounti d>7B9520AD- AB21- E111- B7A6- 005056887347</
crmaccountid>
<crm addressl_t el ephonel>123456789</
crm addressl_tel ephonel>
<cr m nane>updat ed_account </ cr m name>
<cr m nunber of enpl oyees>367184873</ cr m nunber of enpl oyees>
</ crm Par ans>
</crmEntity>
</crmEntityList>
</ crm account . Updat e>

It contains the requested action, the entity to be updated, the identifier of the entity to update,
and a set of new parameters. The entity identifier must always be present in the request
because MS CRM defines by identifier which entity to update. Parameters which are not
specified in the input message will not be affected.

The following is an example of a successful response:

<?xm version="1.0" encodi ng="1S0O 8859-1" ?>
<crm account . Updat e. Response schemaVer si on="1. 0"
xm ns: crme"urn: i waysof t war e: adapt er : MSCRM2011: account : Updat e. Response”
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >
<crm EntityList>
<crmEntity>
<crm St at us>Success</ crm St at us>
</crmEntity>
</crmEntityList>
</ crm account . Updat e. Response>

Information about the executed operation and updated entity is returned.

The following XML must be used in order to read a single entity object by its GUID.

<?xm version="1.0" encodi ng="1S0O 8859-1" ?>
<crm account . Retri eve schenaVersi on="1.0"
xm ns: crme"urn: i waysof t war e: adapt er : MSCRM2011: account : Retri eve"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<crm EntityList>
<crm Entity>
<crm Par ans>
<crm | d>7B9520AD- AB21- E111- B7A6- 005056887347</crm | d>
</ crm Par ans>
</crmEntity>
</crmEntityList>
</crmaccount. Retrieve>
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It contains the requested action, entity to be updated, the identifier of the entity to Read.

The following is an example of a response document that contains standard tags with
operations, entity names, and a set of attributes.

<?xm version="1.0" encodi ng="1S0 8859-1" ?>
<crm account . Retri eve. Response schemaVersi on="1. 0"
xm ns: crme"ur n: i waysof t war e: adapt er : MSCRM2011: account : Retri eve. Response”
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<crm EntityList>
<crm Entity>
<crm Par ans>
<crm account i d>7B9520AD- AB21- E111- B7A6- 005056887347</
crmaccountid>
<crm addressl_tel ephonel>123456789</
crm addressl_t el ephonel>
<crm nane> updat ed_account </crm nane>
<cr m nunber of enpl oyees fornattedVal ue="367, 184, 873" >367184873</
crm nunber of enpl oyees>
</ crm Par ans>
<crm St at us>Success</crm St at us>
</crmEntity>
</crmEntityList>
</ crm account. Retri eve. Response>

The request and response for Delete are the same for Retrieve operations except the action
name and namespace URL.

For Create and Update operations, you can specify related entities which must be created or
updated along with the main entity. For example, MS CRM can create an account and several
letters for that account in one request. There is a special element named RelatedEntities in
the request for this purpose. Since a related entity can be almost anything (for the account, it
can be email, letter, contact, or other entity types), iWay Application Adapter for Microsoft
Dynamics CRM 2011 On-Premises does not list parameters for related entities and defines the
content of the related entities as any element. To get real attributes applicable for a certain
related entity, the entity must be a schema.

Compound Operation Sample

The following is a sample create compound of the Quote entity with the QuoteDetails entity:
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<?xm version="1.0" encodi ng="UTF-8"?>
<i s: quot e. ConpoundCr eat e
xsi : schemalLocat i on="ur n: i waysof t war e: adapt er : MSCRM2011: quot e: ConpoundCr eat e
ConpoundCr eat e_r equest _quot e. xsd" xm ns: xsi ="http://ww. w3. or g/ 2001/
XMLSchena- i nst ance"
xm ns:is="urn:iwaysoftware: adapt er: MSCRM2011: quot e: ConpoundCr eat e" >
<is:EntityList>
<is:Entity>
<is:Target>String</is: Target>
<i s: Parans>
<i s: Quote>
<i s: Parans>
<i s:custonerid>
<i s: | d>EOCB7AA8- DDE2- E111- BC89- 0050568845D9</i s: | d>
<i s: Logi cal Name>account </ i s: Logi cal Nane>
</is:customnerid>
<i s: name>Quot eFor Test ConpoundCr eat e</ i s: nane>
<i s: ownerid>
<i s:1d>CE94241B- EBC4- E111- 8BA2- 0050568845D9</ i s: | d>
<i s: Logi cal Name>syst enuser</is: Logi cal Nane>
</is:ownerid>
<is:pricelevelid>
<i s: | d>EEEEEEEE- EEEE- EEEE- EEEE- EEEEEEEEE203</i s: | d>
<i s:Logi cal Name>pri cel evel </i s: Logi cal Nane>
</is:pricelevelid>
<i s: quot enunber >QUOTE- 001</ i s: quot enunber >
<i s:transactioncurrencyi d>
<i s:1d>856A5E86- EBC4- E111- 8BA2- 0050568845D9</
is:ld> <i s: Logi cal Nanme>transacti oncurrency</is: Logi cal Nane>
</is:transactioncurrencyid>
</is: Parans>
</is:Quote>

<is:QuoteDetail s>
<i s:quot edetail >
<i s: Par ans>
<is:quantity>5</is:quantity>
<i s: productid>
<i s:1d>B95C1222- 62D6- E111- BC89- 0050568845D9</i s: | d>
<i s: Logi cal Name>pr oduct </ i s: Logi cal Nanme>
</is:productid>
<i s:uom d>
<is:1d>7F921CD4- B519- 43C0- A4Al- BAASCBA20C51</i s: | d>
<i s: Logi cal Nane>uonx/i s: Logi cal Nane>
</is:uom d>
</is: Parans>
</is:quotedetail >
</is:QuoteDetail s>
</is: Parans>
</is:Entity>
</is:EntityList>
</i s: quot e. ConpoundCr eat e>
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Linked Operation Output Sample

In a Operation set (Linked Operation), all responses are merged together in one output file and

returned, as shown in the following example.

<crm operationset. Test Set . Response

xm ns: crme"urn: i waysof t war e: adapt er : MSCRM2011: oper ati onset : Test Set . Response”

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" schenaVersi on="1.0">

<crm EntityList>
<crm Entity>
<crm Par ans>
<crm account . Creat e. Response>
<crm EntityList>
<crm Entity>
<crm Creat eResul t >204f 6a76- ecf b-el11-
a2cf-005056887543</ crm Cr eat eResul t >
<crm St at us>Success</crm St at us>
</crmEntity>
</crmEntityList>
</ crm account . Creat e. Response>
<crm cont act . Cr eat e. Response>
<crm EntityList>
<crm Entity>

<crm Creat eResul t >214f 6a76- ecf b-elll-
a2cf-005056887543</ crm Cr eat eResul t >
<crm St at us>Success</crm St at us>
</crmEntity>
</crm EntityList>
</ crm cont act. Creat e. Response>
</ crm Par ans>
</crmEntity>
<crm Entity>
<crm Par ans>
<crm account . Cr eat e. Response>
<crm EntityList>
<crm Entity>
<crm Creat eResul t >224f 6a76- ecf b-el11-
a2cf-005056887543</ crm Cr eat eResul t >
<crm St at us>Success</crm St at us>
</crmEntity>
</crmEntityList>
</ crm account . Creat e. Response>
<crm cont act . Creat e. Response>
<crm EntityList>
<crm Entity>
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<crm Creat eResul t >234f 6a76- ecf b-ell1-
a2cf-005056887543</ crm Creat eResul t >
<crm St at us>Success</crm St at us>
</crmEntity>
</crmEntityList>
</ crm cont act. Creat e. Response>
</ crm Par ans>
</crmEntity>
</crmEntityList>
</ crm oper ationset. Test Set . Response>

Bulk Delete Sample
The following is a sample of a bulk delete operation.

<?xm version="1.0" encodi ng="UTF-8"?>

<i s: gl obal operati ons. Bul kDel ete
xmns:is="http://comibi.crminputSchena/ gl obal operati ons/Bul kDel et e"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >
<EntityList>

<Entity>

<QuerySet >

<QueryBase xsi:type="is: QueryExpression">

<Enti t yNane>account </ Enti t yNane>

<Col utmSet xsi:type="is: Al Col ums"/>

<Di stinct>true</Distinct>

<i s: NoLock>true</is: NoLock>

<Criteria>

<Fi | t er Oper at or >And</ Fi | t er Oper at or >

<Condi ti ons>

<Condi ti on>

<Attribut eNane>nanme</ Attri but eName>

<Qper at or >Equal </ Oper at or >

<Val ues>

<Val ue xsi:type="xs:string">account_nanme</Value> <!-- xsi:type is required
el ement! -->

</ Val ues>

</ Condi ti on>

</ Condi ti ons>

<Filters/>

</Criteria>

</ Quer yBase>

</ QuerySet >

<JobNane>New Del et e Job</ JobNane>

<SendEmmi | Not i fi cati on>fal se</ SendEnai | Noti fi cati on>

<ToReci pi ents />

<CCReci pi ent s/ >

<RecurrencePattern/ >

<St art Dat eTi ne>2012/ 04/ 09T02: 30: 00- 07: 00</ St art Dat eTi ne> <!--Format with
ti nezone (e.g. 02:00:00 = 12:00: 00, 07:30:00 = 17:30:00) -->
</Entity>

</EntityList>

</i s: gl obal oper ati ons. Bul kDel et e>
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The following table describes the date and time specification from MSDN.

Parameter Specification
User time only yyyy- MM ddTHH: nm ss
UTC only yyyy- Mt ddTHH: nm ss Z
Both yyyy- Mt ddTHH: nm ss O f set Wher e
O fset is one of the follow ng:
+H# Hit
- Hit H#
where:
W

Is the month (01 - 12)
dd

Is the day of the month (01 - 31)
cc

Is the century (00 - 99)

yy

Is the year (00 - 99)
hh

Is the hour (0 - 23)

Is the minutes (O - 59)
ss

Is the seconds (1 - 59)

Is a digit between O and 9
Valid Values
Minimum value: 1900/1/1 00:00:00
Maximum value: 9999/12/30 23:59:59
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Example

The following example shows how to set a date/time attribute value.

CrnDat eTi ne dateTi me = new CrnDat eTi nme() ;

dat eTi ne. Val ue = "2006/5/27T17: 00: 00";

XML Request Schema Sample

The following is a sample XML request schema document that is generated by iWay Application
Adapter for Microsoft Dynamics CRM 2011 On-Premises.

<? xm version="1.0" encodi ng="UTF-8"?>
<xs: schema target Namespace="urn:iwaysoftware: adapt er: MSCRM2011: account : Create" xnl ns:
xs="http://ww. w3. org/ 2001/ XM_Schema"
xm ns:is="urn:iwaysoftware: adapt er: MSCRM2011: account : Create" xm ns: xsi="http://
www. W3. or g/ 2001/ XMLSchema- i nst ance" >
<xs: el ement nane="account. Create">
<xs: conpl exType>
<XS:sequence>
<xs: el enent nanme="Action" m nCccurs="1" nmaxCccurs="1" type="xs:string"
fixed="Create" />
<xs: el enent nanme="EntityList">
<xs: conpl exType>
<XS:sequence>
<xs:el enent name="Entity" type="is:entityType"
m nCccurs="1" maxQccur s="unbounded" />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: conpl exType nane="entityType">
<XS:sequence>
<xs: el ement nane="Logi cal Name" m nCccurs="1" maxCccurs="1"
type="xs:string" fixed="account" />
<xs: el ement nanme="Parans" m nCccurs="1" maxQOccurs="1">
<xs: conpl exType>
<xs:all m nCccurs="0">
<xs: el ement name="accountid" m nCccurs="0" maxCccurs="1"
type="is: gui dType" >
<xs:annot ati on>
<xs: docunent ati on>
<xs: di spl aynane>Account </ xs: di spl aynanme>
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<xs:descri ption>
Uni que identifier of the account.
</ xs: description>
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs: el ement nanme="account nunber" m nCccurs="0" maxCccurs="1">
<xs:annot ati on>
<xs: docunent ati on>
<xs: di spl aynanme>Account Nunber </ xs: di spl aynane>
<xs: description>
User - provi ded account nunber used in
correspondence about the account.
</ xs:description>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs: maxLength val ue="20" />
</xs:restriction>
</ xs: si npl eType>
</ xs: el enent >
<xs: el enent nanme="nane" m nOccurs="1" maxQccurs="1">
<xs:annot ati on>
<xs:docunent ati on>
<xs: di spl aynane>Account Nane</xs: di spl aynane>
<xs:description>Nanme of the account. </
xs: descri ption>
</ xs: docunent ati on>
</ xs: annot ati on>
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs: maxLength val ue="160" />
</ xs:restriction>
</ xs: si npl eType>
</ xs: el enent >
<xs: el enent name="ownerid" m nCccurs="0" maxCOccurs="1">
<xs: conpl exType>
<xs:attribute nane="dsc" type="xs:integer" />
<xs:attribute nanme="nane" type="xs:string"
use="required" />
<xs:attribute nane="type" type="xs:integer"
use="requi red" />
<xs:attribute nane="yon nane" type="xs:string"
use="requi red" />
</ xs: conpl exType>
</ xs: el enent >
</xs:all>
</ xs: conpl exType>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
<xs:si nmpl eType nane="gui dType" >
<xs:restriction base="xs:string">
<xs:pattern val ue="CGU D _PATTERN' />
</ xs:restriction>
</ xs: si npl eType>
</ xs: schema>
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XML Response Schema Sample

The following is a sample XML response schema document that is generated by iWay
Application Adapter for Microsoft Dynamics CRM 2011 On-Premises for another operation.

<?xm version="1.0" encodi ng="UTF-8" ?>
<xs: schenma
t ar get Nanmespace="ur n: i waysof t war e: adapt er : MSCRM2011: account : Del et e. r esponse"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schena"
xm ns: os="urn:iwaysoftware: adapt er: MSCRM2011: account : Del et e. response”
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<xs: el enent nanme="account. Del et e. Response" >
<xs: conpl exType>
<XS:sequence>
<xs:el enent name="EntityList">
<xs: conpl exType>
<XS: sequence>
<xs:el enent name="Entity" type="os:entityType"
m nCccur s="0" maxQccur s="unbounded" />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
</ Xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: conpl exType nane="entityType">
<XS:sequence>
<xs:el enent nanme="Error" type="xs:string" mnCccurs="0" />
<xs: el ement name="Status" mnCccurs="1" maxQccurs="1">
<xs:si nmpl eType>
<xs:restriction base="xs:string">
<xs:enuneration value="Fail" />
<xs:enumeration val ue="Success" />

</ xs:restriction>
</ xs: si npl eType>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
<xs: si npl eType nane="gui dType" >
<xs:restriction base="xs:string">
<xs:pattern val ue="CGU D _PATTERN' />
</ xs:restriction>
</ xs: si npl eType>
</ xs: schema>

Manually Setting User Interface Languages

If a newly created user connects to a target, the user may fail to retrieve the current Ul
language even with appropriate privileges. To set the User Interface Language manually:

Run the following request from the admin account:

172 Information Builders



B. Application Adapter for Microsoft Dynamics CRM 2011 Samples and Reference Guide I

<?xm version="1.0" encodi ng="UTF-8"?>
<i s:usersettings.Update schemaVersion="1.0"
xsi : schemalLocat i on="ur n: i waysof t war e: adapt er : MSCRM2011: user setti ngs: Updat e
Untitledl. xsd" xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schema- i nst ance"
xm ns:is="urn:iwaysoftware: adapt er: MSCRM2011: usersettings: Updat e" >
<is:EntityList>
<is:Entity>
<i s: Par ans>
<i s: systenuseri d>00000000- 0000- 0000- 0000- 000000000000</
i s:systenuserid>
<i s:ui | anguagei d>1033</i s: ui | anguagei d>
</is: Parans>
</is:Entity>
</is:EntityList>
</is:usersettings. Updat e>

In the above sample, 00000000-0000-0000-0000-000000000000 should be changed to the
user ID that has an issue.
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Microsoft Dynamics CRM 2011 Known
Issues and Limitations

Appendix

This section describes known issues and limitations for the iWay Application Adapter for
Microsoft Dynamics CRM 2011 On-Premises.

In this appendix:
- Application Adapter for Microsoft Dynamics CRM 2011 General Known Issues

d  Unsupported Schemas

Application Adapter for
Microsoft Dynamics CRM 2011 General Known Issues

4 ColumnSet may not function properly in all cases. Microsoft Dynamics CRM 2011 can
return fields that are not specified in the request. This is most likely to occur in the
following cases:

. For activity entities columns to, from, cc, and bcc are returned even if they are not
enumerated in the list of requested columns.

4 For all entities, transactioncurrencyid is returned when any field of Money type is
requested.

.4 Certain fields that are indicated as optional according to the metadata are required by
Microsoft Dynamics CRM 2011. The following table provides a list of these fields.

Entity Attribute

importfile targetentityname

columnmapping targetattributename
targetentityname

lookupmapping columnmappingid
transformationparametermappingid
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Entity Attribute

connection recordlid
record2id

salesorderdetail productid
uomid

productdescription

quotedetail productid
uomid

productdescription

invoicedetail productid
uomid

productdescription

. Some fields are declared as required, but Microsoft Dynamics CRM 2011 processes
messages successfully even when the fields are not populated. The following table
provides a list of these fields.

Entity Attribute

email messageiddupcheck

d Compound operations are not executed in transactions, so it is possible that some records
will be created, while the remaining records will not. The result of the executed request will
be Fail.

.4 For improved readability, the schemas for RetrieveMultiple requests were generated
manually. As a result, the schema structures are slightly different from the MSDN
definition. The root query type is QueryExpression, but according to MSDN (and the MS CRM
SDK), the root query type is an abstract type QueryBase. The current implementation is
used because all other query types can be represented by it.

. The following operators that are available as conditions in RetrieveMultiple requests are not
supported by Microsoft Dynamics CRM 2011.:

4 Contains
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-1 DoesNotContain

. NotOn

They are eliminated from the schema.

4 A workflow, which also contains executions of child workflows, returns a response that
contains entity details that are updated according to the primary workflow only. The adapter
cannot return entity details, which are affected by a child workflow. This is the case
because the workflow log of the primary workflow contains only the GUID of the child
workflow, without additional information that is required to retrieve the workflow log for the
child entity.

.4 For SearchByBody, SearchByTitle, and SearchByKeywords (Article entity) operations, the
rollup element QueryExpression (Query for Rollup operation) must be of type
QueryExpression only. It is used for filtering attributes by only specifying the ColumnSet
element.

.4 For all advanced operations, the Value element under the OptionSetValue complex type
must be set as required. It is currently set as optional in the schemas because of Microsoft
Dynamics CRM 2011.

.4 For invoice.SetRelated and invoice.RemoveRelated operations, the EntityReference element
must have minOccurs=2 and maxOccurs=2. These are the only settings that will execute
the invoice.SetRelated and invoice.RemoveRelated operations successfully.

.d The Principal element under the PrincipalAccess complex type must be set as required. It is
currently set as optional in the schemas because of Microsoft Dynamics CRM 2011.

.4 Distinct does not work in Rollup operations for Order entities.

-1 Formatted values that contain currency symbols may also contain broken characters. This
is a Microsoft Dynamics CRM 2011 issue as it inserts redundant bytes. This was checked
in Microsoft Dynamics CRM 2011 traces where broken characters were also present. This
can be resolved if you know the specified byte sequence being used by Microsoft Dynamics
CRM 2011 for separating the currency sign and value.

Address g 1 2 3 4 5 & 7T 8 9 a kb ¢ d e f{ Dump
00002acd 3c 2f 62 3a 6k 65 79 3e 3c 62 3a 76 61 6c 75 65 </bikey><b:ivalue
00002add 3e 24 31 2e 34 38 3c 2f 62 3a 76 61 6C >§ 1.48</b:val

As a workaround, use UTF-8 encoding (default for Microsoft Dynamics CRM 2011) for XML
request documents. In this case, UTF-8 encoded responses with valid formatted values will
be produced.
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- All of the parameters for Advanced operations are declared as optional in the XML

schemas. However, some parameters may be required and Microsoft Dynamics CRM 2011
will not perform the requested Advanced operation if these parameters are not defined.
Since the MS CRM SDK does not provide information about required fields, it is currently
not possible to set proper minOccurs attribute values in the schemas.

When Organization is disabled, Microsoft Dynamics CRM 2011 returns a status code of
200. The adapter does not process this code in any special way.

ColumnSet, Distinct, and Paging Info values in request messages for Bulk Delete
operations are not taken into account during processing. Only ConditionExpression and
LinkEntities work correctly.

Due to the MSDN definition, the request schema for BulkDelete operations should contain
the QuerySet element of abstract type QueryBase for instances of FetchExpression,
QueryExpression, or QueryByAttribute. In MS CRM SDK this element is of type
QueryExpression. Since the adapter schemas are generated from SDK classes, the same
types are being used. All other expressions (FetchExpression and QueryByAttribute) may be
represented by QueryExpression.

The validator may fail if a long value is specified for elements that are not of type string (for
example, long text in a node that is of type integer). This is the case because of a known
issue in the validator implementation that is used in Sun JVM. For more information, see
the following website:

https;//issues.apache.org/jira/browse/XERCESJ-589

This is rare case, but if it occurs, the error will be logged and the request will proceed with
processing.

For CreateException operations, the following exception is generated:

Unabl e to create exception, Seriesld mssing

The Seriesld element is not specified in the MSDN definition or MS CRM SDK, so no
changes were applied to the schemas.

If a new user is created in Microsoft Dynamics CRM 2011, but has not yet logged into the
Microsoft Dynamics CRM 2011 system (after connecting to a target with the current Ul
language selected), the target initialization may fail. As a workaround, the user must first
log into the Microsoft Dynamics CRM 2011 system and apply the configuration, or have a
system administrator set the appropriate Ul language ID explicitly. For more information,
see Understanding Localization on page 39.
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-1 Do not use the Refresh option in the context menu for the adapter target in iWay

Integration Tools (ilT). The caching mechanism that is used by this option may behave
unexpectedly for the adapter target configuration. Use the Disconnect and Connect options
for the adapter target instead.

Unsupported Schemas

The following table lists all of the schemas that are not supported by the iWay Application
Adapter for Microsoft Dynamics CRM 2011 On-Premises.

Entity Logical Name Operation Commen
t
Article kbarticle SearchByBodyLegacy
Article kbarticle SearchByKeywordslLegacy
Article kbarticle SearchByTitleLegacy
SharePoint Site sharepointsite RetrieveAbsoluteAnd-
SiteCollectionUrl
Solution solutioncomponent AddSolutionComponent
Component
Solution solutioncomponent IsComponentCustomizable
Component
Solution solutioncomponent RemoveSolutionComponent
Component
Solution solutioncomponent RetrieveExternalRoots
Component
Application ribboncustomization RetrieveApplicationRibbon
Ribbons
Application ribboncustomization RetrieveEntityRibbon
Ribbons
Lead lead QualifyLead
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Entity Logical Name Operation Commen
t
Campaign campaignresponse CopyCampaignResponse
Response
Site Map sitemap RetrieveReferenceSiteMap
Subscription subscription ResetSyncState Not
visible
for user
Auditing audit DeleteAuditData
Auditing audit RetrieveAttribute-
ChangeHistory
Auditing audit RetrieveAuditDetails
Auditing audit RetrieveAuditPartitionList
Auditing audit RetrieveRecordChange-
History
Saved Query savedquery InstantiateFilters Not
visible
for user
Recurring recurringappointment- AddRecurrence

Appointment

master

Recurring
Appointment

recurringappointment-
master

Createlnstance

Recurring
Appointment

recurringappointment-
master

DeleteOpenlinstances

Appointment

appointment

CreateException

Service Endpoint

serviceendpoint

TriggerServiceEndpoint-
Check
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Entity Logical Name Operation Commen
t
SharePoint Site sharepointdocument- RetrieveAbsoluteAnd-
location SiteCollectionUrl
Goal goal Recalculate
Queue Item queueitem AddToQueue
Dialog Session processsession VerifyProcessStateData
System Form systemform CopySystemForm
System Form systemform RetrieveFilteredForms
Dependency dependency RetrieveDependenciesFor-
Delete
Dependency dependency RetrieveDependenciesFor-
Uninstall
Dependency dependency RetrieveDependent-
Components
Dependency dependency RetrieveMissing-
Dependencies
Dependency dependency RetrieveRequired-
Components
Marketing List list AddListMembers
Marketing List list CopyDynamicListToStatic
Marketing List list RetrieveCustomersNot-
PlacedOrders
Recurrence Rule recurrencerule ValidateRecurrenceRule
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