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Introducing TIBCO iWay® Business

Chapter . .
Activity Monitor

This section provides an overview of iWay® Business Activity Monitor, including key
features and components.

In this chapter:

4 iWay Business Activity Monitor Architecture

iWay Business Activity Monitor Architecture

iWay Business Activity Monitor is an extension of TIBCO iWay® Service Manager and provides
an end-to-end, non-invasive view into transaction life cycles as they span across multiple
channels and/or iWay® Service Manager servers. It enables you to capture, analyze, resolve,
and act upon business transaction events gathered by iWay Business Activity Monitor. The
architecture of iWay Business Activity Monitor is based on iWay Service Manager (iSM) and
uses standard iSM components to provide a seamless integration with an existing application
life cycle.

iWay Business Activity Monitor consists of two layers, a data capture layer facilitated by the
iWay Business Activity Monitor driver facility, and a data presentation layer facilitated by the
iWay Business Activity Monitor web application console.

iWay Business Activity Monitor Driver Facility

After iWay Business Activity Monitor is configured on iSM, an internal iSM activity facility is
created that enables iWay Business Activity Monitor to capture data about the transactions
that flow through the server (iISM). The activity driver runs in parallel to the business
application logic providing a non-invasive data capture of transaction events. Even though the
iWay Business Activity Monitor activity driver is exposed in the iSM Administration Console, it
is not recommended to change this configuration directly, unless it is required for advanced IT
operations. All of the essential iWay Business Activity Monitor configuration tasks should be
done using the iWay Business Activity Monitor tools, as described in Configuring and Using
iWay Business Activity Monitor on page 25.
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iWay Business Activity Monitor Architecture

Database Prerequisites

The iWay Business Activity Monitor activity driver uses a database for metric definitions,
performance metric data archival, and so on. As a result, a database is also a prerequisite of
iWay Business Activity Monitor. Currently, iWay Business Activity Monitor supports:

4 Oracle 8i, 9i, 10g, and 11g
.4 MS SQL Server 2005 and higher

- DB2 non-Mainframe

iWay Business Activity Monitor Web Application Console

iWay Business Activity Monitor also includes a web application console that presents you with
all of the information that is captured. This console is developed using the iSM non-blocking
HTTP listener with an underlying process for data rendering as provided in the pre-configured
channel for iWay Business Activity Monitor. This channel is called BAMChannel. The BAM web
application console enables you, among other things, to view and analyze captured transaction
data. It also provides a facility to resubmit messages that enables you to repair and reprocess
transactions. The iWay Business Activity Monitor web application console can be accessed
using the following default URL once the BAMChannel is deployed:

http://1 ocal host: 8087

For more information on using the web application console, see Configuring and Using iWay
Business Activity Monitor on page 25.



Chapter

Installing iWay Business Activity Monitor

This section describes how to install iWay Business Activity Monitor.

In this chapter:
4 Prerequisites

d Installing iWay Business Activity Monitor

Prerequisites
Before continuing, ensure that the following components are available:
. iSM Version 8.0

.4 During the iSM installation (using the Windows or Java-based installer), ensure that the
Business Activity Monitor feature is selected.

After iSM has been installed, confirm that the iwcpBAM.jar file is located in your
<iway_home>\etc\manager\console directory.

In the iISM Administration Console, click Tools in the top menu and verify that Business
Activity Monitor displays in the left pane.

.4 Ensure that one of the following supported database systems is installed:
d Oracle 8i, 9i, 10g, and 11¢g
4 MS SQL Server 2005 and higher
.4 Db2 non-Mainframe
These are the only databases that are supported by iWay Business Activity Monitor.

.4 Ensure that the corresponding .jar file for your database driver is located in your
<iway_home>\lib directory. If you have to copy the .jar file to this directory, ensure to first
stop iSM and then start iSM when finished.

-4 Web Browsers:

-1 Mozilla Firefox Version 31.0 and higher.

iWay Business Activity Monitor is currently tested with Mozilla Firefox Version 55.0.3 (32
bit) and Version 57.0 (64 bit).

Business Activity Monitor User's Guide 7



Installing iWay Business Activity Monitor

- Google Chrome Version 40 and higher.

iWay Business Activity Monitor is currently tested with Google Chrome Version
61.0.3163.100 (64 bit).

- Microsoft Internet Explorer Version 10 and higher.

iWay Business Activity Monitor is currently tested with Microsoft Internet Explorer
Version 11.0.9600.18817.

Note: Support for JavaScript and Cookies must be enabled in your browser settings. There
are known issues with browser caching where the caching must be cleared periodically to
reload data. In addition, several pop-up windows may have their corners cut off slightly,
which does not prevent the functionality. This will be resolved in a future release.

Installing iWay Business Activity Monitor

This section describes how to install iWay Business Activity Monitor.

Procedure: How to Install iWay Business Activity Monitor

1. Open your database management tool. For example, in SQL Server Management Studio,
right-click Databases, and then select New Database.



2. Installing iWay Business Activity Monitor I

The New Database dialog box opens, as shown in the following image.

E New Database [=[=alx|

Sel a [ . -

o G Ssow - Bk

2 Options

# Filegroups Database name: [BAMDBI ]
Cwmer: [cocfoun> (-]
Database fles:

Logical Name  File Type  Filegroup _ Autogrowth / Maxsize
BAMDE ROWS.. PRIMARY L _‘: By 1 MB, Unlimitad
BAMDB log LOG Not Apphcable 1 By 10 percent. Unlmited

Conneclion

Server

IWISM\SQLEXPRESS

Connection

52

47 View connection propedies

Progress

Ready < m >

2. In the Database name field, enter BAMDB and then click OK.

The Data Definition Language (DDL) scripts are provided to generate database tables.
They are located in the following directory:

<i nay_hone>\ et c\ bam scripts

Business Activity Monitor User's Guide 9



Installing iWay Business Activity Monitor

Note that each set of scripts is database specific, as shown in the following image.

Home  Share  View v e

© = [ » THEPC » LocalDisk (C) » iwayB » etc » bam » scripts » v ¢ [[Search scripts 2]

b L icons Al MName Date modified Type Size
b L images
L3 0
& reports
). resubmit
4 | seripts
4 ). db2
Ju storepro
Ju tablescripts
4 ). db2z
Ju storepro
. tablescripts
4 ) oracle
. storepro =
Ju tablescripts
4 . sqlserver
Ui storepro
b tablescripts
). licenses
b manager
b ). repository

dl 10/5/2017 1:38 PM ile folder
b2 0/5/2017 1:38PM  Fi
#5/2017 1: ile folder
& do2z 10/5/2017 1:38PM  File fold
U oracle 10/S/201T 1:38PM  File folder
sqlserver V542017 15 ile folder
| & sals 10/5/2017 1:38PM  File fold

s g

There are also storepro and tablescripts folders for each database, as well as a readme
file in the directory, as shown in the following image.

Home Share View

@ =T | L. v B.0scripts v sglserver » v O | | Search sglserver

S Eavorites Name Date modified

Bl Desktop L storepro 10232017 11:31 .. File felder

8 Downloads 1. tablescripts 107232017 11:31 ... File folder

%1 Recent places [E 1BAM_INSTALL_MSSQL_README.TXT 1072372017 11:31 ... Test Document

[ 1BAM_UPDATE_MSSQL_README.TXT 10/23/201711:35 ... Ted Document

& This PC

. Desktop

[ Documents

8 Downloads

& Music

& Pictures

B Videos

iy Local Disk (C:)

€ Network
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2. Installing iWay Business Activity Monitor I

3. In SQL Server Management Studio, highlight the database name (BAMDB) and click New
Query at the top of the screen.

A query palette opens, as shown in the following image.

SQULQuery11:5q! - IWISMISQLEXPRESS BAMDE (s3 (65)) - Microsoft SQL Server Management Studic

&
B G You Qury Brjed Debwy ook Yindow b
Fle e o | ey Gy 5 & B9 - ] B[l P o e

374208

SQUQuey11.4) - ESSBAMDS (sa 65 X
I

ras
551501 Server 1204237 - 3]

Connection name IFSMRSCLOXPRESS o

< | Hame
The mame o the somection.

W% -l 5
8 Connected (111) IISMISQUEXPRESS (120591)  52(69)  BAMDB | 000000 O roms

4. From the tablescripts folder, select BAM_Tables_Create.sql, as shown in the following
image.

‘tablescripts

spae  view
H (5]
G = 1| » ThisPC » Local Disk{C) » iway8 » etc » bam » scripts » sqlserver » tablescripts

icons A Name

images 2 BAM _Tables Create.sql

s
5 2 BAM_Tables_Upgrade.sql

resubmit
scripts
db2
storepro
tablescripts
b2z
| storepro
tablescripts
oracle

storepro
tablescripts
sqlserver
storepro
tablescripts
licenses
manager
repository
samples

setuo )
=

2items
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Installing iWay Business Activity Monitor

5. Drag the script and drop it into the editor palette. You can also open it in your text editor
by pressing Ctrl+A to select all, Ctrl+C to copy, and Ctrl+V to paste into SQL Server
Management Studio.

BAM_Tables Create gl - IWISMISQLERESS

6. Click Execute.
At completion, note any errors and then close the open palette.

8. Repeat Steps 3 to 7 to run the seven stored procedures from the storepro folder in the
following order:

. O1_f_INITCAP.sql
02_f_SetStringWildCard.sql
03_f_Script_DynCol.sql
04_f_TxChannelStatus.sql
05_p_BAM_Activity_TransHistory.sql

06_p_BAM_ActivityMgt.sql

L U o o U u

07_p_BAM_ActivityMgt_TransActivity.sql

9. After you run the seven stored procedures, minimize or close the SQL Server Management
Studio.

12



2. Installing iWay Business Activity Monitor I

10. From the iSM Administration Console, click Management, and then on the left pane under
Application Management, click Applications, as shown in the following image.

iWay Sewice Man ager Management
Server Registry  Deployments  Tools
Application Applications
Management Upload/DownloadDelete applications. iWay Integration Application (IlA) is an integration solution with
Deployments be deployed, started, stopped and deleted without affecting other llAs.
| Applications | — : -
Application Actions Owner Version
Templates - —
Events TPM LW G X iwayga@wism | 10M0/17 11:11:53
Server Masapemsent
Servers
Users

Server Roles
Test Servers
Remote Servers

11. Click Import.

The Applications - Upload pane opens, as shown in the following image.

Applications - Upload
Upload Application

Upload application

Select an application to W o

upload *

<= Ba{:k| | Finish| | Reset |

12. Click Choose File.
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The Open dialog box displays, as shown in the following image.

“ . 4 » ThisPC » OS(C;) > Program Files (x86) > iway8 » etc » setup > BAM v/ @ | SearchBAM r
Organize ~ Mew folder

& OneDrive ~ Mame Date modified Type Size

[0 Thic pC |;] BAM.iia 10/11/2018 1:31 PM 1A File 87Ke
;- e | | BAM.ita 10/11/2018 1:31 PM  ITA File 3KB
[ Desktop

\"_j Documents

{ Downloads

J! Music

[=] Pictures

8 videos

)

== Home (H:)

File name: |BAM.iia v| All Files s

L=l

13. Navigate to the following location on your file system:

</ nay_hone>\ et c\ set up\ BAM

where:
</ vay_hone>

Is the root installation folder where iSM is installed.

14. Select the BAM.iia file and then click Open.

You are returned to the Applications - Upload pane, as shown in the following image.

Applications - Upload
Upload Application

Upload application

Select an application to s BrMiia
upload *

<z Back"| |Finish| | Reset |

15. Click Finish.
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16. From the Application Management section on the left pane of the console, click Templates,
as shown in the following image.

|Way Service Manager. Management
Server Registry  Deployments  Tools
Application Templates
Management Template creation and management. Template - a user defined server configuration profile to support d
Deployments deployments, Use server configuration facilities to fill in attributes of the template, e.g. console setting
Applications . -
Name Actions Description
Events TPM | B X | M
server Management | New... | [ impon_ |
Servers
Users
Server Roles
Test Servers
Remote Servers

17. Click Import.

The Templates - Import pane opens, as shown in the following image.

Templates - Import

Temnplate creation and management. Template - a user defined server configuration profile to support development, test and production
deployments. Use server configuration facilities to fill in attnbutes of the template, e.g. console settings.

Problems
Template archive to import

Template archive to import * Na file chosen

| <<Back | | Next>> | | Reset |

18. Click Choose File.
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The Open dialog box displays, as shown in the following image.

< v » ThisPC » 0S(C) » Program Files (xBE) » iway8 » etc » setup » BAM v O Search BAM p-]
Organize « Mew folder Bz~ [H 0
& OneDrive Z Narne Date modified Type Size
[ BAM.iia 10/11/2018 1:31 PM  lIAFile 87KB
[ This PC u x :
e D BAM.ita 10/11/2018 1:31 PM  ITA File 3KB
_J 3D Objects
[ Desktop
@ Decuments
‘ Downloads
J) Music
[&=] Pictures
B videos
= 05(C)
== Home (H:) w
File name: | BAM.ita V| AllFiles ~

19. Navigate to the following location on your file system:

20.

</ nay_hone>\ et c\ set up\ BAM
where:
</ vay_hone>

Is the root installation folder where iSM is installed.

Select the BAM.ita file and then click Open.

You are returned to the Templates - Import pane, as shown in the following image.

Templates - Import

Template creation and management. Template - a user defined server configuration profile to support development, test and production
deployments. Use server configuration facilities to fill in attributes of the template, e.g. console settings.

Problems

Template archive to import
Template archive to import * | Choose File | BAM.ita

|'<<: Backl |Nextb>| | Reset |

21. Click Next.

16




2. Installing iWay Business Activity Monitor I

In the Template Name field, BAM is already pre-populated for you, as shown in the
following image.

Management O e 6 1081

Licenses  About| Logout

iWay ServiceManager,

Server Registry Deployments  Tools

Application Templates - Import - Provide Name
Management Template creation and management. Template - a user defined server ion profile to support test and
Deployments deployments. Use senver configuration facilties to il in atiributes of the template, &.g. cansole seltings.
Applications Provide a name for the template

Terlate Name

Events

Server Management
Servers
Users
Server Roles
Test Servers

Remote Servers

22. Click Finish.

23. At the top of the iSM Administration Console, click Management, and then in the drop-
down list, select BAM under the Templates section.

iWay,ServiceManager, management [TV L~ &) € @) s00suesuorioss
Admin Licenses About Logout

Server Registry Deployments Tools

base
Application Templates
Management Template creation and management. Template - a user defined serve
deployments. Use server configuration facilities to fill in attributes of

t test and

Ceployments
Applications .
Name Actions Description
vents BAM  ®B X  BAM
TPM L@ X TPM
Server Management

Servers New ... Import ...

Users

Server Roles
Test Servers

Remote Servers

24. In the menu bar of the iSM Administration Console, click Tools, then under Applications on
the left pane, click Business Activity Monitor.

17
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Installing iWay Business Activity Monitor

The iWay Business Activity Monitor access handler has been pre-configured. Note the pre-
configured DB Provider Name, as shown in the following image.

iWayService Manager s

Server  Tools Licenses  About

Applications Business Activity Monitor Properties Manager
— - c and of Business Activity Monitor Properties.
Bu:llnss Activity

Monitor 0

Trading P: I

Mr:::;ir enet BAM Properties Corralation Properties
Diagnostics BAM is Active Makes BAM active or inactive. Making BAM inactive will stop the collection of transaction activity.

Log Viewer [true ]

| Pick one |

Imports/Exports

Package Manager BAM Realm Provder ion realm for user

Archive Manager [ ]

Info BAM Database Provider JDBC Data Provider configured for the BAM database
Release Information [aMDEFrovider |
Diognostic Zp ‘Want Events Should event messages be included?
[false ]
| Pick one v|
Worker Count * Number of worker threads lo process log entries in parallel
£ |
Batch Size How many log entries should be accumulated before updating the database? Each log entry generates three

inserts into the database. Enter 0 or 1o treat a single entry as a transaction. For values greater than 1, inserts
will be batched until the limitis reached. Al this point, the three batches will be executed and the transaction will
be commitied. This can improve performance, bulincreases the amount of data that can be lost if the connection
to the database fails.

lo |

BAM Work Queue Management

High Mark If se, if gueue length goes above this, named listener(s) are passivated andior put access 1o this queue is
inhibited.

L |

Low Mark If sel, if queue length falls below this, passivated listener(s) are activaled andior put access to this queue is
restored.

[o |

25

In the iSM Administration Console, click Server, as shown in the following image.

iWay Service Manager, Hanagement DN P © & .
Server  Tools Licenses.
Properties General Propemies
Listed below are the general properties far the TPM configuration of this server.
lawn Praparties e i)
Settings Name / Home na - C-fwayl
General Settings Version B.0.0-SNAPSHOT. 101
Conzole Settings Build Date ASGARD October 05 2017 1016
. =
Frace Settings Canfiguration
Leg Setiings Hame TPM - CfiwayBiconfig TRM
Path Settings User Sacuity Access Read / White
Diata Seittings Language and Lacals
Backup Settings Locale / Timezone na f Amencatew_York: time zone offset s -4 hours
Providers Language Japanese | Save |
Dote Frovider The server has to be stopped, and started for the language change ta take effect.
Sanvices Pravider
LDAF Directory Provider
Sacurity Providar

18



2. Installing iWay Business Activity Monitor I

26. Under the Providers section in the left pane, click Data Provider, as shown in the following
image.

iWayService Manager Management CTIIIRT & © @ soosusesiorion

Server Tools Licenses  About

Properties Data Provider

Listed below are the data provider definitions that are available in the BAM configuration of this server.
General Properties

Java Properties JOBC
Settings Connections - JDBC or Java Database Connectivity is a standard for database-independent connectivity between the Java platform
. and a wide range of databases. The JDBC interface provides a call-level API for SQL-based database access. The listings below
General Settings define JDBC connections used within iWay Service Manager. iWay components that use JNDI can access a JOBC provider as &

Console Settings DataSource by setting the initial context factory to com.ibi.jndi.XDInitialContextFactory and wsing the name jdbc/provider name.

Java Settings

- i [] Name Driver
Register Settings
Trace Settings | O BAMDBProvider com.microsoft sqlserver jdbe. SQLSeverDriver
Log Settings
poth Setings
Data Settings

Backup Settings

Providers LA
Servers - JLINK is a technology that can be used to access information hosted by iwWay, WebFOCUS and EDA data servers, Listed
below are the general settings for the JLINK in the base configuration of this server. The settings apply only for JLINK used in a
Services Provider stand-alone manner; they do not apply when JLINK is used via a data provider JDBC connection pool. In the JDBC case you must

LOAP Directory Provider code these parameters as needed on the connection JRL.

Security Provider [] Hame Description Type
XML Namespace Map
Provider Mo servers have been defined
HTTP Paoling Providers

Authentication Realms

Facilities

Activity Facility

Business Activity Monitor User's Guide 19
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27. In the JDBC section, click BAMDBProvider, as shown in the following image.

28.

iWayService/Manager

Server Tools
Properties
General Properties

Java Properties

Settings
General Settings
Console Settings
Java Settings
Register Settings
Trace Settings
Log Settings
Path Settings.
Data Settings
Backup Settings

Providers
Services Provider
LDAF Directory Provider
Security Provider
XML Map

Data Provider - JOBC

management NG @ @ @ B.0.0-SNAPSHOTA0H

Licenses  Aboult

Listed below is the definition of the selected JDBC data provider. Add/Update the values as required.

JDBC Connection Pool Properties

Name

Driver Class

Connection URL

User

Password

BAMDBProvider

The JDEC driver class is the name of the class that contains the code for this JOBC Driver.

‘com‘mwrosoﬁ.wlsewem be.SQLServerDriver ]
\ Select a predefined database or enter your own. v]

The JDBC connection URL 0 use when creating a connection to the target database. The URL generally includes
the server name or IP address, the port or service, the dala source name, and a driver specific prefic

[idbe:sqlserver: 1443 DB

Select a predefined connection URL template or enter your own. v

User name with respect to the JDBC URL and driver.

sa |

Password with respect to the JDBC URL and driver.

PFrovider
HTTP Poaling Providers
Authentication Realms

Facilities
Activity Facility
Correlation Facility

Template
Template Bindings
Deployment Options

[ Paol P

Initial Pool Size *

Maximum Number of Idle
Connections *

Maximum Number of
Connections *

Legin Timeout

Number of connections to place in the pool at startup.

E |

Maximum number of idle conneclions to retain in the pool. 0 means no limit except what is enforced by the
madmum number of connections available from the pool

E |

Maximum number of connections available from the pool. 0 means no limit Connections above the Idie
Connections limit are not retained in the pool

E |

Time in seconds to wait for a pooled connection before throwing an exception, 0 means wait forever,
[240 J

The template has been pre-configured for MSSQL. You can make any required changes to
the Connection URL, User, and Password parameters to connect to your own database.
You will have to change the Driver Class if you are using ORACLE or Db2.

If you changed the configuration, be sure to click the Update button at the bottom of the
page.

Note: You cannot test a data provider in a template as it is not a running application. You
can only test run after the application is deployed.

In the iISM Administration Console, click Server, then in the left pane, click Register
Settings.
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The listener HTTP port number for iWay Business Activity Monitor (the BAM_PORT Special

Register) is shown in the following image.

iWay Service Manager,

Server Sources  Monitoring  Tools
Properties Register Settings
Special registers are named variables that reference valpes which are carried throughout the system. Once defined, these vanables become available
General Properties to all components of the system. Any changes to the register settings do not take effect until the server is restarted/redeployed. Listed below are the
Jovs B rbes register settings for the BAM_BAM configuration of this server.
Special Registers
Settings
General Settings Mame Value Description Type
Console Settings iwayversion 8.00 system defined (readonly) string
Java Settings iwayhome C:liway8! system defined (readonly) string
Trace Settings iwaydata Cliway8! system defined (readonly) string
Log Settings iway. startup time 1508424028986 system defined (readonly) string
Path Settings iway. config BAM_BAM system defined (readanly) string
Data Settings.
Backup Settings angine BAM_BAM system defined (readonly) string
hwayconfig BAM_BAM system defined (readonly) string
Providers:
Data Provider iwayworkdir Coliway8/configiBAM_BAM system defined (readanky) string
i
Services Provider iway workdir € fiwayBlconfig BAM_BAM system defined (readonly) string
LDAP Directory Provider iway serverip 1721923411 system defined (readonly) string
Se: Provid:
mfrmsp;e:rmp iway. serverhost Fwism system defined (readonly) siring
Provider iway serverfullhost Twlsm ibi.com system defined (readonly) string
HTTP Pocling Praviders - - -
athentication Reslms iway. pid 2168 system defined (readanky) string
jee unlimited false system defined (readanly) string
Facilities 8087 BAM riny
il s
activity Focity | BAM _PORT pal q
Corelation Facility
Add | | Delete

29. Click Management at the top of the iSM Administration Console, and ensure that base is
selected from the drop-down list, as shown in the following image.

iWayService Manager,

Management [T I

Server  Registry  Deployments Tools
Application Deployments
Management Manitor and manage deployed applications.
Deployments - - : - . .
Applications Deployment Actions  State Since Application Template Source
Tamplates No deployments are defined
Events
[ tew.. |
Server Management
Servers
Users
Server Roles
Test Servers
Remote Servers

ZX0

Licenses

Abouwl Logout

Business Activity Monitor User's Guide
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30. Highlight the template and application names, as shown in the following image. Type your
own application description and then click Deploy.

iWay Service Manager T— NCRGRT
Server Registry Deployments Tools Licenses About Logout
Application Deploy - New Deploy
Management Deploy an application
—

Applications Deploy application

T Deployment Name Use an auto-generated name below of provide a custom name.

Events ® LR

o |

Server Management
Configuration Template

Application Description

A'raw’ template is used by default.

Servers
Users ~
TPM
Server Roles v
Test Servers N i bbbl i ;' S S : B E: R R:: : : i b :=»
Application *
Remote Servers TEM
Port Port the console will listen on

[10004

An automatic description is generated by default.

=< Back Deploy Reset

31. Click the red minus ( - ) symbol to start the application, as shown in the following image.

Hanagement CTNIINEEE & © @

iWayService Manager. psEorites
Server Registry Deployments Tools Licenses  About Logout
Application Deployments
Management Moniter and manage deployed applications

Deployments

Applications Deployment Actions. State Since Application Template Source

Templates BAMBAM  ®Z X @ 101817153510 BAM BAM

Events TPM_TPM X~ e 1010/17 11:52.:08 TPM TPM

Server Management
Servers

Users

Server Roles

Test Servers

Remote Servers
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When the application has started, the red minus ( - ) symbol changes to a green check
mark, as shown in the following image.

iWay Service Manager, Management [T IIIET @ © @ cooswsiorion
Server Registry Deployments Tools Licenses About Logout
Application Deployments
Management Moniter and manage deployed applications

Deployments

Applications Deployment Actions State Since Application Template Source

Templates BAM_BAM ©2 X © 101817153510  BAM BAM

Events TPM_TPM UR-% 4 (-] 10/10/17 11:52:08  TPM TPM
Server Management

Servers

Users

Server Roles

Test Servers

Remote Servers

32. Open your browser and enter the following URL:
http://1ocal host: 8087

Ensure that the port number specified for the BAM_PORT Special Register (shown in Step
28) is used.

33. Log on to iWay Business Activity Monitor using the following credentials.

I User Name: admin

Id Password: iway

iWay Business Activity Manitor X

@ localhostB087 | Q Search .- =

iWay Business Activity Monitor
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34. Click Login.

The iWay Business Activity Monitor console opens, as shown in the following image.

Transaction Ay, | ViSTransacton Actty
T | | Source Hame | SearchBy | Start Time > 20171001 03 (18 | (08 | 2007016 3 1 e
[ 7 paae| tlett » 7i B8 Bsewch [Brosst Eacototumue 3 View Conoetd) @ Force Come Gy |10 |1v) @bk @ @& @O OF O+ Disgayig Rows 1 17117
Trasacton 0 St T UTC) EoaTine UTC) Proteca Seurce ame stas Restmacom  Tanawy | Messsge
1 bibastte 16453210 820458787 aurmune 19on32 1502 s sz w1z soam sone 7 o Ve View
FE T T — R Zormons 1831 os0z ne xizssrcann_soroxiz v . Vow vew
3 23805 e aton aTSEIEDSS s s sz s tessoasiz e tzssTeon_soroiz v . ew vew
R eew— svrtnens tesbsoessz 2ormons 16 a0sosarz e xiznsacon so10x12 7 o View vew
R -~ av171ene 64ve0 7 e seasossiz e xrassecont_sot0x1z o . Vvaw vaw
6] Sl A TS 1 20rTune 64b 50 202 201708 184050 4872 e X200 S018x12 7 . View View
7 B1mate0-s818-0171 b 707005820002 201771018 16.4050 0807 2017018 1 4050 7202 e xiassocoon_sotox12 v o vew o
5 Shaso AL SHOBtSSC 20rmone 1 4pas sz 20tmote 18 wsooeez e X1zB10001 5010012 v . Vew vew
5 a0e2st 216 on2 stokcoaesersesTs 2ormnune 18 4040 a0z T e xizsiocon_cotoxiz v . vw vew
) 10 totabeT 41004110 a50-1 MeZdentat 20171008 164040 702 20tms 1641308572 e Outsound ey Foods 310 daa N o Vew view
R T T — avrmnens 164048 sz 2ormons 182135032 e Oueasarsivesn o . Vew vew
12 RO STt 2e81-oaTIcORGR2 2rwne v as 2 20vmens 18 av94202 e Eboad st Sams 850 0ta 7 . View view
5. 1c2itece 8735 4040a188-4800T1084807 Zoritons 64var 20z T ne Fbomacys sz sta v . Vew vew
14| Sotassae 1236 4p9n.Suta 8123008t avrmtune ta4var senz s s sz ne e mbuna Wabir Sans 50.caa v . vew vew
15 205452071 08250 030885810 sortnene 4var scoz Zormons 16 sass sz e 550 moouns Viatiar Sams €50 ot & o view vew
) 16 oorroes-1v-A266 0900 aE2ei2cHReTE 2017106 64075202 e sews2 19z e recuna Targt 65064 o o Vow vaw
R rrpar— S0rT08 164847 202 20178 1 b sz e ebowad 813 820.aa . . view view




Chapter

Configuring and Using iWay Business
Activity Monitor

This section describes how to configure and use iWay Business Activity Monitor.

In this chapter:

_I

d
;|
d
d
d

Accessing the iWay Business Activity Monitor Console
Activity Management Tab

Administration Tab

Correlation Management Tab

iWay Business Activity Monitor Driver Recovery

Using iWay Business Activity Monitor Commands

Accessing the iWay Business Activity Monitor Console

iWay Business Activity Monitor includes a web console that presents you with a view of all of
the available transaction data. The console enables you, among other things, to view and
analyze captured transaction data. It also provides a facility to resubmit messages that
enables you to repair and reprocess transactions.

Procedure: How to Access the iWay Business Activity Monitor Console

To access the iWay Business Activity Monitor console:

1.

Enter the following URL in your web browser:

http://1 ocal host: port/

where:
port
Is the port that is defined in the BAMChannel. The default port is 8087.
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2.
3.

The Login dialog box opens, as shown in the following image.

iWay Business Activity Monitor

| BAM Login
User Name: *  admin

Password: * sssee

Enter admin as the user name (default) and iway as the password.
Click Login.

The iWay Business Activity Monitor console opens, as shown in the following image.

iWay Business Activity Monitor
Activity i

Transaction Activity | Gl BT
Paget ofz b Bl &  #sewch [JReset (adtoResbmtQueve | () ViewResbmit Queve(t) GrowpBy 1o Cowns v [ FY W& MO Fh Displaying Roms 1-
] Transacton © Start Time: (UTC) End Time (UTC) Protocol Source Name Status TX Hatory Message
T 1 chOfR4-e086-4c21-0472-502500200250 20120403 19:54:12.063Z 22040 195412TTIZ FLE order_Success_marchd omi v View View
2 af1BE297-8591-4405-8006-cnTOE2106T 20120226 16:06:48 7232 2012026 16:07:16.8207 FLE oyt xmi o View View
3 8aST9d71-a344-412d-a/5e-a2080c2eTd04 20120326 16:05:44 6872 201200328 16:06:14 8332 FLE ot xmi J View View
4 38e1339c-4584-49ab-need-B4bdasITed. 20120326 15:27:22.2702 201200326 15:27:52 530 FLE in2 - Copy.xmi o View View
1 € 02148228.0500.457c.2004. 581 dcBeESt 2wz 20082 1432 120922 2008271832 e 1010105 " - View
1 & a15025b0-0468-4952 5760-d8e447316051 sz 20120022 20:08.26.1832 FLe ordar_sucoess_WAR v View View
1 7 E9¢79571.721e-4431-8200-601015181501 1202022 20.05:23 5032 20120022 2005235272 FLE crder_fal_WARxnd a View view
| & b2836419-1717-8278-8472-261711 31800 2012003722 20.05:23. 2372 201200322 20.0523.490Z FLE order_bizerrar_WAR xml I Visw View
| 9 7670071-8184-4030-0326-510041208604 20120322 19:52:26.7202 201200322 19.5226.757Z FLE S4321110m v ww vie
110 06122640- 50 3-4353-0294-20 2009401 866 20120322 19:52:24 0202 20120922 1952247832 FLE oroar_SUCCEss_AAA xmi v Vi View
11 94507739-518-4580-0910- T80T ea2ST i 20120322 1952238172 2012022 1952240072 FLE crder_fol_march xmi a View View
12 a8bd%ndd-f973-4B0e-84cT-4522028be dde 20120322 14:40:50 427 201200322 14:40:50. 5032 FLE erder_success Ak xml Fy View View

Note: The initial view will have no data displayed, unless there were some transactions
processed by the system.

The various iWay Business Activity Monitor facilities can be accessed by clicking the
corresponding tabs at the top of the pane. The following sections describe the iWay
Business Activity Monitor facilities in more detail.
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Activity Management Tab

The Activity Management tab allows you to monitor activities at the iSM channel level. In the
iWay Business Activity Monitor console, four tabs are provided in the Activity Management
facility for configuration purposes:

Id Transaction Activity tab
[ Channel Activity tab
I EDI Activity tab

I Partner Activity tab

The following image shows the top pane of the iWay Business Activity Monitor console, where
the main tabs are located.

iWay Business Activity Monitor

Activity Management Administration Correlation Management

Transaction Activity Channel Activity EDT Activity Partner Activity

iWay Business Activity Monitor provides several levels of monitoring. The three major types of
monitor categories are:

IJ Channel Level Monitoring. This includes Channel Activity and EDI Activity.
IJ Transaction Level Monitoring. This includes Transaction Activity and Partner Activity.

I1 Correlated Transaction Monitoring. This includes Correlation Management.

Channel Level Monitoring provides a view into the transaction life cycle as it passes through a
single channel with a unique Transaction ID. The message is tracked within a single channel
with a single Transaction ID. This functionality enables backward compatibility with prior 6.0.1
releases of iWay Business Activity Monitor. It is still useful in isolated implementations where
the transaction life cycle is of interest only within a single channel and not across multiple
channels. This is true for monitoring EDI-based transactions where the entire transaction is
processed by a single channel or for transactions which carry single partner information for
each channel and can be monitored through Partner Activity.
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Transaction Level Monitoring provides an enhanced view into the transaction life cycle as it
passes through multiple channels or multiple servers. This is the recommended method of
monitoring transactions for most applications. It is important to note that with this enhanced
functionality, there is the additional application responsibility to incorporate Transaction ID
management into its process. For example, if you have multiple channels through which a
transaction is propagated and they are linked by an internal iWay component, such as Internal
Queue mechanism, there is no additional work that needs to be performed by an application.
The Transaction ID will remain the same through the message life cycle even as it is
processed by multiple internal channels. However, if the link between a multi-channel
architecture is externalized, it is the responsibility of the application to incorporate Marshaling
services to manage and propagate the message across multiple channels or even servers
maintaining its Transaction ID. This provides a unified view into its entire message life cycle
united by a single Transaction ID. For more information about Marshaling services, see the
TIBCO iWay® Service Manager Component Reference Guide.

Correlated Transaction Monitoring uses correlation services to link long-running transactions
with different Transaction IDs into a single view. An example would be an invoice that is sent
for processing, which can take several hours. In this case, the sending of the invoice, which
has a unique Transaction ID will be linked with Payment processing, which also has its own
Transaction ID through a unified and propagated Correlation ID. This implementation is most
applicable when used as an addition to Transaction level monitoring. For more information
about correlation services, see the TIBCO iWay® Service Manager Component Reference Guide.

The following sections provide more information on each available tab in the Activity
Management facility.

Transaction Activity Tab

28

Prior releases of the iWay Business Activity Monitor console relied on a channel-based view of
the environment. This allowed operational people to monitor channels and deal with issues
from a channel perspective.

However, it has been determined that a transaction-based view has greater business and
operational benefits. The transaction screen allows users to watch a transaction through its
life within the iWay service bus.

Note that the Transaction History and Message views found in the Transaction Activity tab are
the same as in the Channel Activity tab.
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Most implementations involve transactions spanning multiple channels. Tracking this activity
from a channel perspective forces the user to have to understand the application infrastructure
(for example, what channels relate to each other and why). The transaction channel removes
the need to understand the application architecture and allows users to logically follow the life
cycle of the transaction in realtime.

The following image shows an architecture that uses three channels to process a transaction.

e .

E 8
D[ ) e !]
Be=—c— B =
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The Channel Activity view gives you a view of channel activity, as shown in the following image.

e R

The iWay Business Activity Monitor console provides the option to define which channel to
view, as shown in the following image.

Way Business Activity Monitor
i

Chummel Actiiby | EDIdchvty | Farkws Actaty | Trarsacion Acky

1 | [Cans ] [ rncon ame 3o afem | Sewchily| BaiTew el aiwinm 808 (31 | mean @ [0 [ (n

| Out,_Chanrsl 5

| sl FoH @ B [Jesmt 2 = em Dl -

] Cuncal] origuraton tame Chamei hame Sretnem St T (T = et T T Zouree hame

i e e tase Tean nr UMPINTTE VD NI g, M0 am

Trnsh

Uk s LA TR b wan nE B DA T BV IR e W

3 Ehastoiioniedg ot 18108 HS1 base rar LT JE DB HIVIAE HETEE  sanoO
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Transaction View

The transaction view allows transactions to be monitored as they pass through multiple
channels, as shown in the following image.

( [

oy » wwa O

g
i
i

R N

The transaction view provides a quick way to see the overall situation. This allows you to easily
diagnose a problem and trace it back to the source of the problem, as shown in the following
image.

iWay Business Activity Monitor

[ Transaction Activity ” Channel Activity || EDI Activity || Partner Actvity |

Transaction ID FILE ~ ||| Source Name Search By Start Time ~ | 2nz0301 [A 15 2 201204n8  [F] 16 |22
Depo

14 4 |Pagell lofz b M| @ 8 Search | [GReset | 2 Add to Resubmit Queue | () View Resubmit Queue(2) | GroupBy 1o Crovong | v [ 8 @ 1% 1T (P14

Transaction D Start Time (UTC) End Time (UTC) Fratocol Source Nams Status.
1 cbOf3bB4-s086-4c21-b472-5025ab200250 2012/04/03 19:54:12.063Z 2012/D4/03 18:54:12.773Z FILE order_success_marchdxml  f
2 df186207-8591-44b5-8bb6E-cOaTbE2067a 2012/03726 16:06:46.723Z 2012/03/26 16:07:16.820Z FILE outxmi o
3 6a579d71-a344-412d-afSe-a2c69c2e7d04 2012/03/26 16:05:44 6672 2012/03/26 16:06:14.833Z FILE out.xml J
4 3681339c-46a4-49ab-aeed-84bdas3Tcs 2012/03/26 15:27:22.270Z 201203126 15:27:52.530Z FILE in2 - Copy.xml i
5 (02f48229-a990-497 c-addd-Tf3b1 4c8e39f 2012/03/22 20:05:27.143Z 2012103122 20:05:27.193Z FILE 101010xmi o
6 a13025bd-e469-4952-976a-d58447316087 2012/03/22 20:05:23.530Z 2012/03/22 20:05:25.193Z2 FILE order_success_WAR xml ‘:/
7 68e79571-7218-4d31-82a0-5010fa1a190f 2012/03/22 20:05:23.503Z 2012/03/22 20:05:23.527Z FILE order_fail WARxmI A
8 767dde7f-a1e4-4030-b326-51db412de60d 2012/03/22 19:52:26.720Z 2012103122 19:52:26.757Z FILE 5432111.xml o
9 d6f22640-f5e3-4353-a294-262c09eb 1866 2012/03/22 19:52:24 0202 2012/03/22 19:52:24 7832 FILE order_success_AAA xml d
10 94507739-b516-458b-a91b-T8bfTeaz571c 2012/03/22 19:52:23.817Z 2012103122 19:52:24.007Z FILE order_fail_march8.xmi A
11 a8bd9add-f973-46ce-B4c7-4522928bedde 2012/03/22 14:4050.4272Z 201203122 14:40:50.503Z FILE order_success_AAAxml A
12 ed759f0e-3090-4529-8d30-20930alfaS4 2012/03/22 14:14:58 5072 2012/03/22 14:14:58.583Z FILE 54321 xml ‘:/
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The following table lists and describes all of the columns that are available in the Channel
Activity tab of the Activity Management facility.

Column Name

Description

Transaction ID

Unique ID that is automatically generated by the
processing channel.

Start Time (UTC)

Start time (shown in GMT) at which iWay Business
Activity Monitor logged the start time of the
message.

End Time (UTC)

End time (shown in GMT) at which iWay Business
Activity Monitor logged the end time of the
message.

Protocol

Protocol on which transactions have been received
and processed.

Source Name

Name of the transaction, depending on the protocol.
For example, File-based and FTP-based protocols
generate the name of the file read. The Queuing
(MQ) protocol generates the name based on the
header values. This value can also be set using the
bam_sourcename register.
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Column Name

Description

Status

Overall transaction status, that is shown as a flag.

.d Success icon

v

indicates that the message execution has
executed successfully.

4 Warning icon

]
&

indicates that a business level warning has
generated.

4 Erroricon

a

indicates that the message execution has failed.

d In Progress icon
indicates that the message execution status is
currently in progress.

4 Resubmit icon

+

indicates the resubmission status (for example,
if the message has been resubmitted after a
failure).

TX History

Shows the transaction history and transaction path
of the given transaction.

Message

Hyperlink opens the message with which the
transaction was started.

Business Activity Monitor User's Guide
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You can also customize the view and clear or select any column for viewing. Some of the
additional non-default columns are shown in the following table.

Column Name Description
Duration Total time it took to complete the execution process.
Resubmit Count Count of the number of times the transaction was

resubmitted.

Record Key Internal reference for this specific record in the iWay
Business Activity Monitor table. This is used for
debugging or specific data retrieval purposes.

Note: Any user-defined register columns can also be added.

Transaction History View

To view a detailed transaction history of the event message, click the View hyperlink under the
TX History column, as shown in the following image.

TX Hiztory
Vipw
Wit
The information displayed by the TX History view depends on the iWay Business Activity
Monitor options that are configured.
d The Startentry and Endentry options (success/fail) are always displayed.
.d Based on the Emit option configuration, the Emit messages may or may not be displayed.

.d Based on the Want Events option configuration, the internal steps of the transaction (such
as every single step of the process) may or may not be displayed.

.d Based on whether the application uses the specialized Log Message services, the
Business Error events and Check Point events may or may not be displayed.
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Note: The application design process determines the account performance requirements and

detailed view requirements. For example, increased logging that is performed for each

transaction will result in a loss of performance. It is recommended to disable the Want Events
option to maximize performance and to utilize specialized Log Message services to log
transaction check points at needed locations. For more information about Log Message
services, see the TIBCO iWay® Service Manager Component Reference Guide.

An example of the Transaction History view is shown in the following image.

Transaction History =Jp
Channel Name Protocol Event Message E.. St.. Time Stamp ™
Demo. Reciver. Channel Pficw performing is Order D Vakd? from Set Depo Code on ... 131 .vc‘ 2002050301, Vi .
Demo Reciever Channel Pliow performing Open Correlation D from is Order D Vald.. 131 .vi 200205730 1... Wi
Demo. Reciever Channel Pfiew performing is Order Quantity Vald? from Open Correl.. 131 -:/‘ 201200530 1. Vi
Demo. Reciever.Channel Pliow performing Send for Processing from is Order Quanti.. 131 of 2012058301 Wi
Demo. Reciewver. Channel FILE EmiEntry 181 .:.,f 2012058730 1... Wi
Demo.Processing Channel EnqueueEntry 100 J 2012005730 1... Vi
Demo Reciever. Channel Pfiow performing End from Send for Processing on edge su_.. 131 .dr 2012005730 1... Wi
Demo.Reciver. Channel FILE EmtEntry 181 vf 2012005730 1... Wi
Demo Recarver Channel SUCCESS 191 of 201205301 WA
Demo Processing Channel|  Internal StanEntry 101 J‘ 2002005030 1... Vi |g
Demo.Processing Channel Parse begns 131 -:/‘ 2002057301, Wi
Demo. Processing Channel Parse ends 132 '\“I" 201200530 1... Wi
Demo Processing Channel Pficw performing Start from subflowStart on edge success... 1M Tj 2012005730 1... Vi
Demo.Processing Channel Plow performing Process Transaction from Set Depo Code... 131 J‘ 20120530 1... Vi
Demo.Processing Channel Pliow performing Set Depo Code from Start on edge $compl.. 131 '\”1" 200205730 1... Wi
Demo Processing Channel Pflow performing Update Correlation D from Process Trans... 131 o 20120530 1. Vi
Demo Processing Channel  Internal EmdEntry 181 of 200205301 ViL

Notice that the transaction has maintained its transaction ID and was executed by multiple
channels. It was first received by Demo.Receiver.Channel and then sent for processing to

Demo.Processing.Channel. This is one of the key features, which enables a single view into
the transaction life cycle as it spans across multiple channels, or even servers, as long as it
maintains its transaction ID.
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For a more detailed perspective, clicking View under the TX Context column enables the view of
the transaction contexts (SREGs) at a given step of the process. This view enables the user to
identify what has happened to the transaction and view the attributes, as shown in the

following image.

Transaction Context

SREG Scope -
CFG
CFG
Doc
oDoc
nDoc
oDoc
nDoc
oDoc
Doc
poc
nDoc
oDoc
SYS
SYS
3Y5
)
SYS
SYS
SYS
SYS
3Y5
5Y5S
SYS

[ Wl
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SREG Key
ibze-port
ipconfig

pdm

basenams

tid

mzgzize

parent

extenzion
SOUrCE

chanzeq
filename
ExtenzionTest.Chan...
iwayworkdir
iwayconfig
console-master-port
iway.pid

name

protocol

engine
iway.2erverip
iwayversion
iway.serverhost

iway.serverfullhost

IR T s

SREG Value

5000 »
172.30.173.155

1

input
chaSfial-f36f-4742-a814-18bcclaf cd?
13

Cinputitestextenzion

et

C:MinputitestextensionWinput. bt

1

input.tet

T8383c552345484bbed T cbSflebe2 321
cliways13config’lbaze

basze

5559

7558

ExtensionTest.Channel

FILE

basze

172.30.173.155

6.1.3

gerberwin?

gerberwin’.ibi.com

YOt et k1)
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Channel Activity Tab

The Channel Activity tab is used to display activities that are occurring within a channel. It
provides the channel name, when the activity happened, and when the activity ended. Status
information (completed, failed, active) is also provided. You can also view the specific
message with which the transaction was executed and the transaction history of that particular
transaction. In a multi-channel environment where a single transaction passes through multiple
channels, an entry line for each channel executed for the given transaction will appear in the
Channel Activity. Each entry line contains its own Transaction ID auto-generated by the
processing channel. To track transactions across multiple channels or iSM servers or
configurations, it is recommended to use the Correlation view for long running transactions or
the Transaction Activity view for short running transactions in which case the same Transaction
ID is preserved across multiple channels and servers through an internal mechanism or explicit
marshaling of the message.

iWay Business Activity Monitor

Activity Correlation M
Channel Activity || EDI Activity | Partner Activity
v v | SearchBy  Time v | | Dste From [3)(|Hr ||| in ||| Date To 8[| Hr ]| v
2% T D c& Name
{ |Page[t lofz| b M| & | #h Search [ Reset |GroupBy | o Grousing v
Transaction ID Configuration Name Channel Name ~ Protocol | Start Time (UTC) ~  End Time (UTC) Source Name
W source channel 1 20101011161153690.0 Standalone_Config source channel 4| sortascendng |B11:5359C 2010101 16:11:54 53€ depot2_batch_big xml
W source channel.1 20101011051601434 3 Standalone_Config source channel Z] SortDescendng  )5/1B.01 434 20101011 051601 622 log
W.source channel 1 20101011051601058.2 Standalone_Config sousrce channel = =t ounns onsomemasc st 307 fad
B Coburhns P | @ Transaction ID
W.source channel 1 20101011051600543.1 Standalone_Config sousrce channel e Y062 BIBIT GUESS.DATATXT
V] Confiquretion Name
W s0urce channel 1 20101011051600324.0 Stancialone_Confiy source channel FLE 2010011 Y052 biz
V] channel Name
W.source channel 1 20101011044544278.5 Standalone_Confiy source channel FLE 2000601 18582 log
v! Protocol
W.source channel 1 20101011044544138.4 Standalone_Confiy source channel FLE  2000A0A1| 14231 BIBIT GUESS.DATATXT
7] Start Time (UTC
W.source channel 1 20101011041024855.3 Standelone_Config source channe| FLE  Z000A0A1| O] 5011 log
7] End Time (UTC
W source channel.1 20101011041024495 2 Standalone_Config source channel FLE  zoioAont| e 24508 fod
Duration
W.source channel 1 20101011041023948.1 Standalone_Config source channel FLE  Zoiofont| — 3423 B2BIT GUESS.DATATXT
7] Source Name
W.source channel 1 20101011041023745.0 Standalone_Config source channel FLE  20i0n0n1| 13,937 biz
“] Message Size (Bytes)
W.source channel 1 20101011030836229 33 Standalone_Config source channel FLE 2010101 36.33¢ biz
7] status
W.source channel 1 20101011025455760.32 Standalone_Config source channel FLE  20t0M0n1| $5:854 log
V| Message
W source channel 1 20101011024658444 31 Standalone_Config source channel FLE 20001011 . 59.56¢ log
7 TX Histor
W source channel 1 20101011024659115.30 Standalone_Config source channel FLE 2000011 i 59397 tai

The following table lists and describes all the columns that are available in the Channel Activity
tab of the Activity Management facility.

Column Name Description

Transaction ID Unique ID that is auto-generated by the processing
channel.

Configuration Name Name of the configuration where the transaction has
been processed. In a multi-node deployment, it can be
used to identify multiple client configurations.
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Column Name

Description

Channel Name

Name of the processing channel on which the message
is being executed.

Protocol

Protocol on which transactions have been received and
processed.

Start Time (UTC)

Start time is shown in GMT at which iWay Business
Activity Monitor logged the start time of the message.

End Time (UTC)

End time is shown in GMT at which iWay Business
Activity Monitor logged the end time of the message.

Source Name

Name of the transaction depending on the protocol. For
example, File-based and FTP-based protocols generate
the name of the file read. The Queuing (MQ) protocol
generates the name based on the header values. This
value can also be set using the bam_sourcename
register.
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Column Name Description

Status The overall transaction status that is shown as an icon.

.d Success icon

W

indicates that the message execution has executed
successfully.

4 Warning icon

]
-4

indicates that a business level warning has
generated.

4 Erroricon

a

indicates that the message execution has failed.

d In Progress icon
indicates that the message execution status is
currently in progress.

4 Resubmit icon

+

indicates the resubmission status (for example, if the
message has been resubmitted after a failure).

TX History Shows the transaction history and transaction path of
the given transaction.

Message Hyperlink opens the message with which the transaction
was started.

Business Activity Monitor User's Guide 39



Activity Management Tab

40

You can also customize the view and clear or select any column for viewing. Some of the
additional non-default columns are shown in the following table.

Column Name Description

Duration Total time it took to complete the execution process.

Message Size Size of the processed execution.

Resubmit Key Internal reference key for the record that has been
resubmitted.

Note: Any user-defined register columns can also be added.

Message View
To view the input message received by the channel for processing, click the View hyperlink

under the Message column, as shown in the following image.

Mez=zage
View

Wi
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The Transaction Data dialog box opens, as shown in the following image.

| Transaction Data b4
' File Name: B2BIT.GUESS.DATA.TXT

. Channal: * source.channel

Protocol: * FILE

X ID:* W.source.channel. 1.20101011051600543. 1

Raw Message * TX Context *

<docurnent >

<ediMessage errors="0">

<Can=

<glientRef>114583< /clentRef>
<specialDellnsty >47507804/00002820652300496515/114593/PER RIC, 8

COLLI< fspedialDellnsty >

<pmPieces=> 00001 < foumPisces -
<toConGIossyYt > 12.590< ol onGross >
<totConvol>0.000 <ftotConval=
<JnwoiceUnif= 157560 < finvgicelnif=

<pfferk>00010</offerk >

<iuepiceDiv > VARIE < finvoiceDiv =

<accountfef>03397464  </accountRefs
<spurceMame=B2BIT.GUESS.DATA. TXT < fapurceMame >

<outhound TradingPtrg > Depot_000112< foutboundTradingPtnr >

<foonz

<BeceiverAddiess>

<addressLinel> V14 [SONZO 55« /addressLinel>
<towniame>CASALECOHIO < ftownMame >
<postCode>40033 < /postCode >

<oountryItaly < foountry>

coontactimeNIKE 1T < fcontactim:

<f

ctelri>UNKN< fieirl>
ReceiverAddress >

Add to Resubmit Queue

The following table lists and describes the available fields and tabs in the Transaction Data

dialog box.
Field/Tab Description
File Name Name of the file received for processing (availability

depends on protocol).

Business Activity Monitor User's Guide

41



Activity Management Tab

42

Field/Tab Description

Channel Associated channel for the message.
Protocol Protocol on which the message is received.
TX ID Transaction ID for the message.

Raw Message tab

Displays the actual raw data of the message.

TX Context tab

Provides information regarding the Special Registers
(SREGs) associated with the processed messages. Based
on your permissions, all field values can be edited and
resubmitted. For more information, see Message
Resubmission on page 52.

Transaction History View

To view a detailed transaction history of the event message, click the View hyperlink under the
TX History column, as shown in the following image.

TX Hiztory

View
Wi E.'

The information displayed by the TX History view depends on the iWay Business Activity
Monitor options that are configured.

d The Startentry and Endentry options (success/fail) are always displayed.

.d Based on the Emit option configuration, the Emit messages may or may not be displayed.

.d Based on the Want Events option configuration, the internal steps of the transaction (such
as every single step of the process) may or may not be displayed.

.d Based on whether the application uses the specialized Log Message services, the
Business Error events and Check Point events may or may not be displayed.
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Note: The application design process determines the account performance requirements and
detailed view requirements. For example, increased logging that is performed for each
transaction will result in a loss of performance. It is recommended to disable the Want Events
option to maximize performance and to utilize specialized Log Message services to log
transaction check points at needed locations. For more information about Log Message
services, see the TIBCO iWay® Service Manager Component Reference Guide.

In the example that is shown, all of the events are enabled to demonstrate a full cycle of the
transaction.

The following image shows the steps and transactions that occurred in the process flow.

Transaction History 0|
Channel Name Protocol  Event Message Event.. Status  Time Stamp TX Con...
ExtensionTest.Channel Com.ibi.agents. XDiovelgent 131 E’,'Jl 201204420 16: 2216 4772 View
ExtensionTest.Channel FILE StartEntry 101 E’,'Jl 2012004420 16: 2216 4772 View
ExtensionTest.Channel Before emitting 131 L’j 2012004420 16:22:16 4802 View
ExtensionTest.Channel Com.ibi.agents. XDMoveAgent 132 L’j 201204420 16:22:16 4802 View
ExtensionTest.Channel FILE EmitEntry 181 [,’31 201204020 16:22:16 4872 View
ExtensionTest.Channel After emitting 132 [,’31 201204020 16:22:16.4932  View
ExtenzionTest.Channel SUCCESS 191 E.':} 2012/04/20 16:22:16.493Z View

After the start node, the Source Name node has been executed, followed by the Decision Test
node to test, followed by a call to IWFAIL, indicating an error. It is up to the application to put
as much detailed information into the node and its message to enable you to track the
information and identify each step of the process. You can immediately see what step the
transaction failed to process.
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For a more detailed perspective, clicking View under the TX Context column enables the view of
the transaction contexts (SREGs) at a given step of the process. This view enables the user to
identify what has happened to the transaction and view the attributes, as shown in the

following image.

Transaction Context

SREG Scope -
CFG
CFG
Doc
oDoc
nDoc
oDoc
nDoc
oDoc
Doc
poc
nDoc
oDoc
SYS
SYS
3Y5
)
SYS
SYS
SYS
SYS
3Y5
5Y5S
SYS

[ Wl
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SREG Key
ibze-port
ipconfig

pdm

basenams

tid

mzgzize

parent

extenzion
SOUrCE

chanzeq
filename
ExtenzionTest.Chan...
iwayworkdir
iwayconfig
console-master-port
iway.pid

name

protocol

engine
iway.2erverip
iwayversion
iway.serverhost

iway.serverfullhost

IR T s

SREG Value

5000 »
172.30.173.155

1

input
chaSfial-f36f-4742-a814-18bcclaf cd?
13

Cinputitestextenzion

et

C:MinputitestextensionWinput. bt

1

input.tet

T8383c552345484bbed T cbSflebe2 321
cliways13config’lbaze

basze

5559

7558

ExtensionTest.Channel

FILE

basze

172.30.173.155

6.1.3

gerberwin?

gerberwin’.ibi.com

YOt et k1)
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EDI Activity Tab

The EDI Activity tab is used to display EDI activities. These activities are automatically
identified based on the configured Ebix for the specific channel in the iSM Administration
Console. This view is populated only if there is a valid EDI-based channel running on the
system. The transaction details are similar to channel activity and are based per transaction.

For EDI-specific transactions, there are two types of statuses: an overall transaction status as
it is processed, and an acknowledgment status indicating the state of the acknowledgment for

the transaction. Note that the transaction can be successfully processed even though there
are warnings or errors in the acknowledgment document. Properly handled errors in the
application channel generates a successful state for the transaction as the execution has
been able to complete all the steps in the application.

Activity Management  Administration  Correlation Management

ED1 Activity

v

! v 8 Sewch |3} Reset

EDA Type D Version Ack Status

004010 g
x12 004010 i

Page ! of1
.

EDA Transaction D Configraton Name  Channed Name

SearchBy Ertry Trme v 3 5 v

Stardakine_Confly X12ToMmid Channel

Starviskcre_Contig X12Todmi Channel

The following table lists and describes all the columns that are available in the EDI Activity tab
of the Activity Management facility.

Column Name

Description

EDI Type Displays the type of EDI document that is received (for
example, X12).

EDI Version Displays the version of the EDI document that is received
(for example, 4010).

Ack Status The acknowledgment status is shown as a flag.

4 A green flag indicates that the message is accepted.

d A red flag indicates that the message is rejected.

EDI Transaction ID

Displays the EDI transaction ID of the EDI document that is
received (for example, 850).

Configuration Name

Name of the iWay Business Activity Monitor configuration
that was provided during the multi-node configuration.

Business Activity Monitor User's Guide
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Column Name Description

Channel Name Name of the channel on which the message is being
executed.

Start Time Start time is shown in GMT at which iWay Business Activity

Monitor logged the start time of the message.

End Time End time is shown in GMT at which iWay Business Activity
Monitor logged the end time of the message.

Status The overall message status is shown as a flag.

d A green flag indicates that the message execution has
executed successfully.

4 A red flag indicates that the message execution has
failed.

d A yellow flag indicates a business level warning has
generated.

-1 A blue flag indicates that the message execution status
cannot be determined.

Message Hyperlink opens the message with which the transaction
was started.
TX History Shows the transaction history and transaction path and

steps of the given transaction.

Partner Activity Tab

The Partner Activity tab is used to display the activity that is occurring for partners. This is
useful for business users to know how many transactions were executed for a particular
partner. Activities are captured only if the bam_tpm_partnerid and bam_tpm_partnername
Special Registers (SREGs) are set. If these SREGs are not set, then the Partner Activity tab will
be empty. The values of these special registers are set in the process flow dealing with the
transaction, either based on the information available from the incoming document or based
on the TIBCO iWay® Trading Partner Manager look up. The Partner Activity enables you to group
and organize transactions for any given partner and filter them based on various criteria.
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Note: In the current release, the monitoring of partner information can also be achieved in the
Transaction Activity tab by utilizing monitoring of the user-defined registers for partner
information.

The following image shows the contents of the Partner Activity tab displayed in the iWay
Business Activity Monitor console.

|| IWAY Business Activity Monitor J +

Way Business Activity Monitor

Activity. o Correlation M

EDI Activity | Partner Activity

tacol ~ | SearchBy| Tine v ||| Date Fror 3|1 | [nin ||| pate 1o 3|1

Page[1 lof 1 & # Search | [ Reset GroupBy |10 Grouping -
‘ransaction © Pariner Naime: Stert Time (UTC) = ~ End Tins (UTC) Source Name Status Me
shange_source Channel-FILEAY.change_source Channel! 20101025171 Pariner Not Found new 210M0RS17.05539042 | 4] sort scending 02 depotl_ogxmi 5f o
shange_source Channel.FILEAW change_source Channel 20101025171 Pariner Not Found 010N02517.06:396167 | 4] st pescendng ~ Z ba 5 o
shange_source Channel-FILEW change_source Channel.1_2010102321- Depot_0001 201011025 21,4152 6407 le i 5w
shange _: Che 1-FILE-W change _: Channel.1 _2010102321- Depot_0001 2010M0/23 21:41:50 6252 | -';‘:'ft':":-h --‘-.:.4 9] Trensaction 1D ig Wie
shange_source.Channel-FILE-W.change _source Channel.1 2010102321 Depct_0001 JI0HORIZ:A1S0S46T 2010023 2:dt:50.5{ ) CoTourstion Hsme H v
“hange_source Channel-FILE4W.change _source.Channl1 2010102321 Depot_0001 WIOHORS 24150375 20101023 21.4t:50s] A 7 v
shange_source Channel-FILE-W.change_source. Channel.1_2010102321- Depot_0001 210M023 2041434377 20101023 21-41:503] P10 7 we
shange_source Channel.FILE-W.change _source Channeld_2010102221: Depot_0001 OO 14T ot0AORR 2o o L Forner Name &5 e
‘hange_source Channel-FILE-W.change_source Channel.1 _2010102221. Depot_0001 2010122 21:21:209741 200022 21210210 ‘I: RIS (UTC) Ig Wit
shange_source Channel-FILE-W change_source Channel1 2010102221 Depot_0001 2010/0/22 21:21:20 1622 201010422 21:21:209; J_ Ed s e 5 Wie
shange_source Channel-FILE-W change _source Channel.1 2010102221 Depot_0001 2010M10/22 21:21:19.708Z 2010110722 21:21:18.8¢ . Der J Wie
hange_source Channel-FILE-VY.change _source Channel.1 2010102221 Depot_0001 2010M0/22 21: 20181781 2010110722 21:21:19.7( | S Her. J Wie
1 ] Mescage Size (Bytes)

7] Status

V| Message

V| TX History

The following table lists and describes all the columns that are available in the Partner Activity
tab of the Activity Management facility.

Column Name Description

Transaction ID Unique ID auto-generated by the processing channel.

Partner Name Name of the partner for whom the transaction is being
processed.

Start Time (UTC) Start time is shown in GMT at which iWay Business Activity

Monitor logged the start time of the message.

End Time (UTC) End time is shown in GMT at which iWay Business Activity
Monitor logged the end time of the message.
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Column Name

Description

Source Name

Name of the transaction depending on the protocol. For
example, File and FTP protocols generate the name of the
file read. The Queuing (MQ) protocol generates the name
based on the header values. This value can also be set
using the bam_sourcename register.

Status

The message status is shown as a flag.

d A green flag indicates that the message execution has
executed successfully.

- A yellow flag indicated a business level warning has
generated.

d A red flag indicates that the message execution has
failed.

d A blue flag indicates that the message execution status
cannot be determined.

Message

Hyperlink opens the message with which the transaction
was started.

TX History

Shows the transaction history and transaction path and
steps of the given transaction.

You can also customize the view and clear or select any column for viewing. Some of the
additional non-default columns are shown in the following table.

Column Name

Description

Duration

Total time it took to complete the transaction.

Message Size

Size of the processed transaction.

Configuration Name

Name of the configuration where the transaction has
been processed. In a multi-node deployment, the name
can be used to identify multiple client configurations.

Channel Name

Name of the processing channel.
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Column Name Description
Protocol Protocol on which a transaction has been received and
processed.
Messages View

To view the partner message, click the View hyperlink under the Message column, as shown in
the following image.

Mezzage
View

Wi
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The Transaction Data dialog box opens, as shown in the following image.

| Transaction Data ®
File Name: B2BIT.GUESS.DATA.TXT

| Channel: * source, channel

| Protocol: * FILE

| THID:* W.source,.channel. 1.20101011051600543. 1

Raw Message * TX Context *

<docurnent =
<gidiMessage emors="0">
<C0n>

<glientBef>114503< fclientRef>

," W>4EWW4M820&5233049&515!114593{PER RIC. &
COLLL<

ch;aJEtkumm

<deptActionDt/ >

<numPigres> 00001 < foumPieces >

<tRConGEIssWt > 12.550< o onGross it »

<tgtConyol=0.000 </totConiol>

<Irwoicelinif> 157560 < Invoicelnif>

<pfferir>00010</offerl =

<inniceDiv > VARIE < finvoiceDiy >

<accountfef>03397464  </accountRefs

<sourceiMame>B2BIT.GUESS.DATA, TXT < fsourceMams:

<outbound TradingPtne>Depot_000112< /outhound TradingPtor>
<foonz
< f >
<addressLine1> V1A [SONZD S5« addresslinel >
stowniame>CaSALECOHIO « ftowniame >
<postCode>40033</postCode >
ccountry s [taly < foourtry>
coontactime=NIKE 1T < /fcontactbime
ctelri>UNKN< fieirl>
ReceiverAddress >

<f

Add to Resubmit Queue

The following table lists and describes the available fields and tabs in the Transaction Data
dialog box.

Field/Tab Description

File Name Name of the file received for processing (availability
depends on protocol).
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Field/Tab Description

Channel Associated channel for the message.

Protocol Protocol on which the message is received.

TX ID Transaction ID for the message.

Raw Message tab Displays the actual raw data of the message.

TX Context tab Provides information regarding the Special Registers
(SREGs) associated with the processed messages. Based
on your permissions, all field values can be edited and
resubmitted. For more information, see Message
Resubmission on page 52.

Transaction History View

Clicking the View hyperlink under the TX History column enables the detailed view of the
transaction history. It displays every step logged for the executed transaction. This helps
determine the possible reason for a transaction failure.

For example, in the following image, you can see the transaction steps of the process flow.
After the start node, the Source Name node has been executed, followed by the Decision Test
node to test, followed by a call to IWFAIL, indicating an error. It is up to the application to put
as much detailed information into the node and its message to enable you to track down the
information and identify each step of the process. You can then see at what step the
transaction failed to process.

Transaction History [ 4
Channel Name Protocol  Event Message Event... Status Time Stamp TX Con...
ExtensionTest. Channel Com.ibi.agents XDWoveAgent 131 & 2012404420 16:22:16 4772 View
ExtensionTest. Channel FILE StartEntry 101 & 2012004420 16:22:16 4772 View
ExtensionTest. Channel Before emitting 131 E,’:jl 2012404420 16:22:16 4802 View
ExtensionTest. Channel Com.ibi.agents XDMoveAgent 132 .':’,'jl 2012004420 16:22:16 4802 View
ExtensionTest. Channel FILE EmitEntry 181 .':’,;jl 2012044020 16:22:16 4872 View
ExtensionTest. Channel After emitting 132 .':’,;jl 2012004420 16:22:16 4932 View
ExtensionTest.Channel SUCCESS 191 .':’,jl 2012404420 16:22:16.493Z2 View
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For more information, click View under the TX Context column. This enables the view of the
transaction contexts (SREGs) at a given step of the process. This view provides more details
and enables you to identify what happened to the transaction and view the attributes, as
shown in the following image.

Transaction Context *
SREG Scope | SREG Key SREG Value
CFG ibze-port 5000 -~
CFG ipconfig 172.30.173.155
ooc pdm 1
Doc bazename input
noc tid chaSfial-f36f-4742-a814-18bcclaf cd?
poc mzgzize 13
poc parent Cinputitestextenzion
Doc extenzion bt
ooc BOUrCE C:MinputitestextensionWinput. bt
poc chanzeq 1
poc filename input.tet
noc ExtensionTest.Chan... 78383c562345484bbedTchEflebe2321
5 iwayworkdir cliways13config’lbaze
5 iwayconfig baze
5YS console-master-port 55599
SYS iway.pid 7563
SY5 name ExtensionTest.Channel
5 protocol FILE
5 engine baze
5 iway.2erverip 172.30.173.155
5YS iwayversion 6.1.3
SYS iway.serverhost gerberwin?
SYS iway.serverfullhost gerberwin’.ibi.com
b
e T — Y

Message Resubmission

Message resubmission allows a message to be retrieved for a particular transaction. It returns
the message to be retrieved for a transaction with which it was run.
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The View hyperlink under Message in the Activity Management section enables you to view the
specific data of the message used for the transaction and resubmit the message either with
changes or as is prior to resubmission. The View of the message provides default parameters,
which you can modify to assist in the resubmitting.

Click View in the Message column for a corresponding transaction, as shown in the following
image.

Meszage *

View
Wiew
Wiew
Wiew
Wiew
Wiew
Wiew

View
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The Transaction Data dialog box opens, with the message that the selected transaction used
to execute, as shown in the following image.

Transaction Data *
Filz Mame: BZBIT.GUESS.DATA.THT
Channel: * source.channel
Protocal: * FILE
TXID:* W.source.channel. 1,2010101 10516005431

Raw Message * TX Context *

<document >
<gdiMessage errors="0">
<COon>

<clientRef> 114593« fclientRef>

<specialDellnsty 47507204/ 00002206522004965 15/ 1 14593/PER RIC. £
COLLL< fapedialDelnsty »
<goodsyalue>

<localPickupOt/ >

<deptActionDt) >

<pumPieces= 00001« foumPieces=

<tofonGrossit = 12.550< floConGrassi =

<totConVol>0.000 </totConvol>

<Inyoicelnif 157560 < /Invoicelnif

<pfferl>00010< /offerh >

<ingiceDiv=MARIE < finymiceliy =

<aocountRef=03397464  </accountRel>

<sourcelame>B2BIT.GUESS. DATA, TXT < fsourcetlame

<puthboundTradingPtns>Depot_D00112< /outboundTradingPtng >
<foon>
<RegeiverAddiess >
<addressling 1= V1A [SONZD 95« addressLinel »
<towrhame>CASALECOHIO < ftowniMame >
<postCode>40033 < /postCoda>
<Country = Italy < foountry >
cgontactim>NIKE 1T < /contactim>
;:teNrblelﬁ_M-: ftefirls
< fReceiverdddress >

Add to Resubmit Queue ]

You can provide a file name to save the document and also change the document content as
displayed. Click Resubmit Message once you are ready.

The document will be made available under the following directory:

/i wnay _hone\ confi g\ current_confi g\bam resubm t\ channel _name\ file_nanme\ TX | D
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where:
/way_hone

Is the directory where iSM is installed.
current_config

Is the configuration where the server is running.
channel _nane

Is the channel name provided in the iWay Business Activity Monitor Resubmit window. This
enables you to resubmit the documents to a specified directory. The directory is auto-
created if it does not exist.

file _name

Is the file name provided in the iWay Business Activity Monitor Resubmit window. This
enables you to rename the file for resubmission or keep the default, which is the source
name for the transaction.

TX I D

TX ID provided in the iWay Business Activity Monitor Resubmit window. This should be left
as the default value as it enables you to look up further information from the iWay
Business Activity Monitor database for the specific Transaction ID. However, the value can
be changed to anything else as mentioned in the application requirements.

The document is now available (for example, to run in a process flow). Additional logic to use
the document must be designed accordingly, but in most cases, the logic can involve moving
the document from this directory to another.

Once the transaction is stored in the resubmit directory, the application will implement a
resubmit channel to process the transaction. In most cases, the resubmit channel should
validate that the transaction is allowed to be resubmitted and to which channel it should be
routed to based on the transaction information.

Resubmit Facility Overview

Resubmitting a transaction is an application-supported service. iWay Business Activity Monitor
provides tools to assist in developing a resubmission facility, but does not, alone, affect a
resubmission.

The main tools needed to develop a resubmission capability are:

4 An Emit Agent that moves the message or message reference to be resubmitted to a
queue or other location in which a channel can find and work with the message.
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-1 The XDMarshallAgent (currently packaged with the iwgateway extension) that associates the
current context with the message to be resubmitted.

4 One or more application-defined special registers holding information, stored when the
message is selected to be repaired and resubmitted, pertaining to the cause of the
resubmission. This can be used during the resubmission present error information to a
user, to the hold name of a channel to which the message is to be resubmitted, and so on.

Resubmission works most effectively with a multiple-channel architecture in which the
application logic is separated from the initial acquisition of the message. In this case, the
repaired and resubmitted message can be passed to the application logic at an appropriate
stage of the execution.

Once a message is selected for resubmit, it needs to be written, by application logic, to an
appropriate resubmit queue. From there, it might be passed to a repair station or simply set up
for a later retry. Selection of a message is either by application logic (perhaps a
communication failed or iWay Data Quality Center detected a rule violation in the original
message) or manually in a form in which the message is selected and as a consequence
written to the appropriate queue for resubmit handling.

A sample system is shown in the following image.

Wait and retry

| bt To App logic
Repaired ket To App logic
I ft To repair
Needs Repair

I
| Delivery Logic u—.Fina[deltverv

| Application Logic . }—rTo delivery

—tl InputChannel H—’TDFHPP Logic
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The application acquires the message through an input channel, which in the example elects
to pass it on to the application logic. At some point(s) in the application logic, the message is
tested. If the test passes, the message moves on, eventually passing to the delivery channel.
If, however, the message fails the test (shown by the circle with the arrow) the message might
be, depending on the test, written to the repair channel. Other errors might send it to a delay
channel to simply await some triggering event. The scheduler facility can help with this. In our
diagram, the repair channel sends the message to a repair station, where it is sent to a user
to be modified, and from there the result arrives at the repaired message channel. From there,
the message is passed back to the application logic.

The process of writing to the target repair or delay channel would encompass steps on the
resubmit (failure) branch of the application logic flow, such as the following.

1. Load agreed-upon special registers with information needed to understand and repair the
cause of the failure. Examples might include:

a. What test failed
b. What part of the message needs to be examined (if any)
c. Error message describing the failure

2. Use the XDMarshallAgent to associate the registers with the message to be passed. The
record identifier (key) needed to obtain the actual message is previously stored by the iWay
Business Activity Monitor driver in the resubmitSourceKey special register. An SQLAgent
can load the message as it arrived on the Application Logic channel that issued the
resubmit using this key. Alternatively, the message as it stood when it entered the Emit
Agent to the resubmit queue is the message that reaches the resubmit queue.

3. The marshaled message is sent through an emit agent (probably internal emit, but perhaps
another protocol) to the appropriate channel (repair channel or delay channel in our
example diagram).

The Transaction ID will follow the message from channel to channel, enabling later analysis to
associate the message with all of the steps (including the resubmission(s)) taken toward its
final disposition.

The action on the repair channel itself or the delay is part of the application logic and is not a
part of the resubmit facility.

Selecting Messages to be Resubmitted

A message can be resubmitted from various points of the process to provide extended
flexibility to the application. Based on the user privileges, the message and its context
(SREGS) can be modified for a resubmit process.
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Two types of resubmit options are available:
d Message at hand resubmit

- Selectable resubmit

Message At Hand Resubmit

The message at hand resubmit option enables you to add the current message being viewed
to the resubmit queue for processing. This type of resubmit takes the message with its context
and adds it to the iWay Business Activity Monitor resubmit table directly without any pre-
processing. This would include adding a message from the Message or Transaction History
views.

-l Resubmit from the Message view

In the Message view, there is an option to add the selected message to the resubmit
queue. This will add the original message to the resubmit queue.

.d Resubmit from the Transaction History view

Any Emit or Check point available in the Transaction History enables you to view the
message under the Protocols column. The message can be added to the resubmit queue at
any point, enabling you to add a partially processed message to the resubmit queue. This
avoids duplicate work of the original application logic.

Selectable Resubmit

The selectable resubmit option enables you to add multiple messages to the resubmit queue
at the same time. In this case, the transaction ID for each selected message is propagated to
the pre-configured channel (BAM_TID_RESUBMIT_Channel), which, based on the configuration,
selects the proper record to resubmit. The channel should be modified to meet your specific
application requirements. By default, the original (101 event) message is added to the
resubmit queue for the given transaction ID. For more information on the BAM_TID_RESUBMIT
channel, see Configuring the BAM_TID_RESUBMIT_CHANNEL on page 59.

Mutli-message Resubmit

The Transaction Activity tab enables you to select multiple messages to be added to the
resubmit queue by selecting multiple check boxes next to the messages. This will add the
original message for each transaction to the resubmit queue.
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Configuring the BAM_TID_RESUBMIT_CHANNEL

iWay Business Activity Monitor includes a pre-configured channel called
BAM_TID_RESUBMIT_CHANNEL. This channel enables you to handle selective resubmits for
multi-message resubmission. You must import, build, and deploy the channel to make it
available to the application. If this channel is not available, then the resubmit facility will not
work and will generate an error message indicating that the channel is not available.

The BAM_TID_RESUBMIT_CHANNEL is based on an internal listener and has a corresponding
process flow, as shown in the following image.

-

Y
- End

¥ | = | J
;r L -u\a:; ot
Start XDBAMTIOResubmit
Agent

~ 1
End2

It is recommended that you modify this channel to meet your specific application requirements,
as described in the following sections.

iWay Business Activity Monitor Web Console Perspective

Using the iWay Business Activity Monitor web console, when you select transactions and click
Add to Resubmit Queue, the iWay Business Activity Monitor logic creates an XML document for
each selected transaction, which includes the following information about the selected
transaction:

- Transaction ID for the selected transaction.

- Record key 101 for the first record.
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-1 Name of the channel to which the record key applies.
4 User login ID.
.d Host (IP address) from which the form was submitted.

4 Date and time.

The generated XML document is written to an internal listener queue, called BAMTIDResubmit,
which is hosted by the BAM_TID_RESUBMIT_CHANNEL. When a document for each selected
transaction ID is created, the operation is considered complete and a message indicating
Done is displayed in the console. If the internal queue name is not available for any reason, an
error message is displayed in the console.

User Process Flow

The user process flow associated with the internal queue channel receiving the resubmit
record can analyze the input request in any necessary manner. As a final step in the process
flow, it must call the service called BAMTIDResubmitAgent to enable the resubmit action. No
output is expected or required from the user process flow. However, since the process flow
operates under normal rules, it can take any additional channel action desired by the
application designer.

The actual resubmit record key that has been determined by the process flow from the
resubmit document is the data that will be resubmitted.

The process flow must handle the result edges from the service that are listed in the following

table.
Edge Purpose
success Request has been added to the resubmit release queue.
fail_notfound Record key given to the service does not represent a record in the iWay
Business Activity Monitor database.
fail_security User does not have authority to submit this record.
fail_operation Resubmit release queue could not be updated.

The original terminal user will not see these errors, as the internal channel is operating
asynchronously. Therefore, the process flow must handle the error, perhaps by sending an
email or adding a message to a queue to be reviewed by the appropriate authority.
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Processing Resubmitted Messages

After the messages have been added to the resubmit queue, a user who has authorized
credentials for the iWay Business Activity Monitor web console can view, modify, and release
resubmission from this queue.

When a message is resubmitted, it is written to the BAMResubmit internal queue. An internal
listener should be configured by the user to process this queue. If this internal queue does not
exist, then the message will be written under the default location configured in the Preference
tab.

On entry to the process flow of the channel, the message and context is configured according
to the resubmitted message. The process flow can then take any desired action based on your
application requirements. Common actions include:

4 Sending the message through the Internal Emit service (XDInternalEmitAgent) to the queue
associated with the application process for the message. For example, this might be a step
in the actual application flow that can now deal with the message after it has been
modified or repaired.

. Serializing the message and sending it to another appropriate protocol. The Marshal
service (XDMarshalAgent) is available to assist in formatting such a message. iSM features
such as Asynchronous Forward Transfer Interface (AFTI) can assist with this activity.

- Sending the data to another table for additional, application-assisted modification and
handling.

Using the Search Function

Search functionality, as shown in the following image, is provided in all Activity Management
facility tabs to filter the desired results.

Way Business Activity Monitor

Activity Management Administration Correlation Management

Channel Activity EDT Activity Partner Activit

ol
T

hd Choose Protoco v  SearchBy Time ™ || | Crate From

ransaction Statu S Transaction I Source Name

Page 1 ofl | | & 8 Search C.g, Resst  Group By Mo CGrouping ~

Provide search criteria in the corresponding fields and click Search to display only the filtered
records based on the search criteria. Click Reset to remove the selected search criteria and
show all the records.
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The following table lists and describes all the search fields that are available.

Field Name

Description

Choose Channel

Allows data filtering based on a specific channel name.
Channel data is displayed for which iWay Business Activity
Monitor has collected the data.

Protocol Allows searching based on the protocol type that is used in
the channel (for example, Internal, File, MQ Series).

Search By Start and End time indicating the filtering which should be
applied to the processed transactions based on time stamp
initialization or completion.

Time Time at which the message was first monitored on iSM.

Date From Date since the message was processed.

Hr Hour from which the message starts to be monitored.

Min Minutes from which the message starts to be monitored.

Date To Date range up to which the message needs to be filtered.

Hr Hour up to which the message needs to be filtered.

Min Minute up to which the message needs to be filtered.

Transaction Status

Allows transaction search based on the transaction status of
Success or Fail.

Transaction ID

Allows filtering based on the Transaction ID.

Source Name

Allows filtering based on the Source Name of the transaction.
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The Partner Activity Facility provides an additional filtering capability to search by partner name,
as shown in the following image.

iWay Business Activity Monitor

Activity Management Administration Correlation Management

Channel Activity EDI Activity Partner Activity

Choose Channe > ||| choose Protocol v  SearchBy Time || | Dabe From 3| | Hr Min ||| Date To C
Transaction Stalus ||| Tranzaction |C Source MName Partner

Pagell |ofl b 4l | & #8 Search | [} Reset | GroupBy || 1o Grousing v

The following table lists and describes the additional search field in the Partner Activity tab.

Field Name Description

Partner Name Allows filtering based on the Partner Name for the
transaction.

Administration Tab

The Administration tab, shown in the following image, allows users with administrator
privileges to create users who can access an iWay Business Activity Monitor application.

iWay Business Activity Monitor

Activity Management Administration Correlation Management

User Fole Audit || Preferences Settings User Defined Columns

(23 Add User " =]

/4 4 | Page of 1] b b | &2

User Mame First Name Last Mame Email Address Role

admin Internal User iway@ibi.com adminigtrator

Role Management

The Role tab allows administrators to manage existing roles or create new roles for users.
Roles define specific access to given modules of the iWay Business Activity Monitor

application, such as enabling fine control of grouping users into assigned roles for specific
access.
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A new role can be added by clicking Add Role under the Role tab, as shown in the following
image.

iWay Business Activity Monitor

Activity Management Administration Correlation Management

ser Role || Audit || Preferences Settings User Defined Columns

@ Add Role ] =]

/1 4 Page uF o

Role Name Role Description

administrator Default Admin created by WAY

Once a role is configured for a user, this user will only have access to the specific modules
that have been assigned after logging into the iWay Business Activity Monitor console, as
shown in the following image.

Add Mew Role *
Role Mame: * ActivitylUser
Role Description: = User has access to activity management, but

not Systermn or Administration.

Title Description Access

2 Module: ROOT

Activity Management Monitor Transaction Activity |:|
Administration Ability to Add and Delete Roles and Users O
Correlation Management Monitor Correlation Activity |:|
Dashboard Create, Modify and Delete Custom Dashboards D
Reportz Generate Custom Reports (Webfocus) |:|
Resubmit Includes Multiple Resubmit E]

= Module: Edit Context Variables

CFG Modify CFG Register Values
Doc Modify DOC Register Values
HOR Modify HDR Register Values
USR Modify USR Register Values

Save Role Information
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User Management

The User tab allows administrators to manage existing users or add new users, as shown in
the following image.

Add New User X
User Mame: * johnd

First Mame: Johin

Last Mame: Diavid

Emal; * John_David@nnyrmal.com

Role: * LitivitylUser 5

Password: * ssse

Confirm Password: * sene

Block User: I

Added users are associated with specific roles that have been assigned to them. After logging
into the iWay Business Activity Monitor console, each user is granted with the privileges that
their role allows.

A new user can be added by clicking the Add User button under the User tab, as shown in the
following image.

iWay Business Activity Monitor

Activity Management Administration Correlation Management

User | Role Audit Preferences Settings User Defined Columns

| Add User|
- L] :
— 1 | b b | D
Add User
Uzer Name Firzt Mame
adrnin Internal
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The user configuration pane, shown in the following image, enables the administrator to create

a new user account and associate it with the specific role available in the iWay Business
Activity Monitor application.

iWay Business Activity Monitor

Activity Management Administration Correlation Management

User | Role Audit || Preferences Settings User Defined Columns

i Add User | =]

4 4 Page oF 1] b B | &

User Name First Name Last Name Email Address Role

admin Internal User iway@ibi.com adminiztrator
johnd John David John_David@rmymail. com administrator

The newly created user appears in the list of existing users with its associated data. The
administrator also has the authority to temporarily block user access by editing the user

account. Blocking a user enables a temporary lock on the user account without actually
deleting the user from the system.
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User Audit

The Audit tab, shown in the following image, enables the administrator to monitor all the logon
activity. The administrator can monitor all the successful and failed logon attempts with their
corresponding date, time, and IP address. It is useful to monitor the overall user access status
to the iWay Business Activity Monitor application.

iWay Business Activity Monitor

Achtivity Management Administration Correlation Management

Lzer Role Audit Preferences Settings User Defined Columns

= 4 PagenFP_' bkl @

User Name Status Login Date and Time
admin Authentication Successful 20120423 13:05: 11
admin Authentication Successful 2012004420 14:55:43
admin Authentication Successful 2012/04/16 17:05:34
admin Authentication Successful 2012/04/18 16:53:18
admin Authentication Successful 2012/04/16 16:52:29
admin Authentication Successful 201200412 15:52:00
User Preferences

The Preferences tab provides additional configuration options, as shown in the following
image.

iWay Business Activity Monitor

Activity Management Administration Correlation Management

User Fale Audit Preferences | Setfings User Defined Columns

Resubmit Message Location *: c:/iwayel3/ config/base/bam/resubmit/
Cache Time (min} *: 0

Page Size *: 25

TimeSpan *: 1
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The following table lists and describes the available fields in the Preferences tab.

Field Description

Resubmit Message Location | Default message resubmit location if a file-based resubmit
is used.

Cache Time (min) Cache setting used to improve the performance of the iWay
Business Activity Monitor console. This value indicates how
often the data in the Activity screens is refreshed for the
following selections:

.4 Choose Channel
- Choose Protocol
.4 Configuration Name

4 Transaction Status

Setting a value of O will refresh the drop-down list selections

immediately.
Page Size Number of records to be displayed per page.
TimeSpan Default time interval in hours for which data is displayed.

The following example shows the result in the iWay Business Activity Monitor console when
TimeSpan is set to one hour.

Search By || Start Time w | 20120401 0|17 54 201 200441 EIEE 54
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Monitoring User-Defined Registers

Monitoring user-defined registers enables you to define additional columns in iWay Business
Activity Monitor corresponding to the application-defined special registers for data monitoring.
As a result, you can store additional information (for example, DepartmentCode, Country,
MessagelD, and so on) as a special register in the application and then display this
information as an additional column in the iWay Business Activity Monitor console. To create
user-defined columns, click the Administration tab and then the User Defined Columns tab, as
shown in the following image.

iWay Business Activity Monitor

Activity Management  Administration = Correlation Management

User  Role || Audit | Preferences  Settngs | User Defined Columns
Q) Add Usar Defined Column |
W 4 (Pagel ofil| & R e

User Column User Label JOBC Type Fieid Length
DEPOD DEFO string 20

Once it is added and the server is restarted, the column and its data are included as part of
the column list available for display in the iWay Business Activity Monitor Transaction screen,
as shown in the following image.

iWay Business Activity Monitor

Activity Management | Ad

tration | Carrelation Management

Transaction Activity | Charmd sty | EDI Acthity | P

Pagel ofl » 4 4 gsewen [JResst ThaddmResbestQuece ) vewResubet Quese(t) GroupBy ~ ARy BEET O
Tisssacon D St T (UTC) Exd Tece UTC) > Protocst Source Nowm St TeHaey
7] 1 asesssazaces st sces 01270 2e50e 20200 223619732 20120200 2236187532 3] Sort Acerdgy orser_sut_2m A view
2| SSICOR T2 4T BITI- VIS TeS S e 20200 223094737 31 Eartesendrg orser_suceess_scve xmi o view
I 3 oa7a0858.Tene-aTas a2 Zoctscussan amanane 23534 1702 20120206 22334 2032 = ! e v vew
4 DUBSHAA-SaTE455E SMTe-TI0E 20008 nnzm2me 2332 3172 om0 22 32341302 i e ™ v vew
§ Ecoal.Toce 44712500 TnfneBBEe2 anens 2avz 28z 1220022 054 s632 e @) stertTime 470 Y
B CTAZCAORa 1A e 354087 awianems 223v2 112 2912m20e 22 3332 2052 e b v view
Duraten (os)
7 mowel
¥ soucerame
¥ sans
Reabet Count
2 Ty
4] Mesxe
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The user-defined column is also added into a filter category so you can search for values in the

user-defined field, as shown in the following image.

Way Business Activity Monitor

Activity Mansgement | Adsinistrabion  Correlatios Managrasent

Transaction Aty harndd Bctvity | EDE Aowiny # e Aely

w SearchiDy  Stadt Tew w | ey N
HU_Dages
Page 1 of1 & M Search | dReset . Add v bt Quese 3 Ve Resubvet Questll) Geoup By
Trasaspion O 5w T (UTC Eral Tome {UTC
P BNl - Taga-2dT | i Jalyaliha T MDLLOR IZ XTI TNLNTTE 10 B 5 #50E

Transaction Activity Channel Activity EDI Activity Partner Acti

' all 8 LLIg
MJ_Depo

Correlation Management Tab

The following sections describe Correlation Management in iWay Business Activity Monitor, and

its requirements.

Correlation Management

Correlation Management enables the tracking of long-running transactions across multiple
channels or servers. These transactions are correlated as standalone transactions or as part
of a correlation set for batch processing. Transactions are correlated using the user-defined
correlation ID as single message processing can produce multiple sub-transactions with

different Transactions IDs that need to be correlated together.

Set Correlation plays an important role during batch processing, where each transaction is
correlated to a specific batch correlation set. The transaction correlation state can be updated
at any point of the process. This allows transactions to be processed by multiple channels,
where each channel can update the transaction state of a single transaction providing a unified

view through the entire processing cycle.
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Transaction overall state is denoted as open or closed, indicating the final transaction state.

Transaction Details provide the transaction correlation history from the initial Open state to

various Functional, Business, or Customized transaction updates. This is a key feature

enabling the user to track the transaction through all correlation steps and identify actions
performed by any given channel on a transaction.

The Correlation Management tab, shown in the following image, enables the user to see the
overall state of the transaction. It provides important information, such as Correlation ID,

which is used throughout the transaction life cycle, as well as the overall state of the
transaction and the Last Event which occurred for the given transaction.

| IWAY Business Activity Monitor

iWay Business Activity Monitor

Correlation

I 4 IPagelz JoFz 3
Correlaion

_tases

s34t

batoh1 347254

bachi 34725

bech1 347253

betch134725 2

beteh134725 1

v | seachBy T M |i| Date From 0l ]

8 Search | [} Reset | GroupBy | o Crovpig =
Last Updsted TX ID. Last Updated Time «
WProcess_Trensaclion M1 20101210026156763.4 20101210 0242108162
Wichenge_source Channel 1 20101210024153226.0 2010n20 0241:53.0282
WiProcess_Transaction Q1 20101209165148340 3 20101209 15:51:40.3242

W Process_Transaction_MQ.1 20101208165148840.3 201012109 16:51:43.1842
W Process_Transaction _MQ.1 20101208155143011 2 20101210 15:51.48 5937
W Process_Transaction_MQ.1 20101209185147417.1 201012109 16:51:47 8397

W Process_Transaction_MQ.1 20101209165145589.0 20101209 18:51:46.0422

Exirafion Time. X Detals State
20104210 03:41:56 000Z View Case
201012010 03:41:53.000Z View open
201012109 17.51;48 0002 View open
201012409 17.51:44 0002 View Open
201012109 17.51.48 0002 View Clase
201012408 17:51:47 000Z View Gose
201012/09 17:51:45 000Z View Close

Displaying Rows 26 - 32 of 32

Lost Evert.
FORCE CLOSE
ANTICPATING
OTHER

CSET CHLD
FORCE CLOSE
FORCE CLOSE
FORCE CLOSE

The user can view additional information for the transaction by accessing TX Details
(Transaction Details) which provides a detailed view into the transaction history. For example,

the following image shows the correlation set being open for the batch transaction followed by
linking of the four child transactions.

Correlation History for Correlation ID = batch134725

Time

201012109 16:51:44 1202
20101208 16:51:45 7452
2010/12/08 16:51:47 4962
2010M12/08 16:51:48 261Z
2010M12009 16:51:49.184Z

When looking at a singular transaction from the correlation management view, the user can

State
ANTICIPATING
CSET_CHILD
CSET_CHILD
CSET_CHILD
CSET_CHILD

Transaction ID

W Batch_Transaction_MQ.1.20101209165143713.0
W Process_Transaction_MG 1.20101209185145583.0
‘WProcess Transaction MQ.1.20101209165147417 1
W Process_Transaction_MQ.1.20101208165148011 2
W Process_Transaction_MG.1.20101209165148840.3

Comment

Opening Correlation Set

Child Interaction Added To Correlation Set
Child Interaction Added To Correlation Set
Child Interaction Added To Correlation Set
Child Interaction Added To Correlation Set

zzzldz =z z[z

Set?

see various updates to the transaction state. For example, the following image shows the

transaction in the Open state since the routing country cannot be found for the transaction.

¥ || Dearcn by

.

Correlation History for Correlation ID = batch134725_4

Time
20101208 16:51:48 871Z
201012/08 16:51:49 3242

State
ANTICIPATING
OTHER

Transaction ID
W.Process_Transaction_MQ.1.20101208165148840.3
W Process_Transaction_MQ.1 20101208165148840.3
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Opening Transaction Correlation

Error: Country Mot Found - Unable To Process
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The user can drill down even further to investigate the error by clicking the associated
transaction ID to see the details. The error is marked with a red flag, indicating in the
transaction history where the country for the transaction cannot be set, as shown in the
following image.

Transaction History

Protocol Event Message Status Time Stamp TX Contexd

Mo Startertry =] 20101 209 16:51:48 3407 View

Parse Begins = 2010012008 16:51:48.840Z  View

Parse Ends :’;‘ 201001 2009 16:51:48 5402 Wiew

Ptlowr Performing Start From Subflowwstart On Edge Success, Type Start 'g 2010M 209 16:51:48 5402 Wi

Pfioww Performing Set Partner And Source Information From Start On Edge $Complete, Type Agent 'g 201012009 16:51:488552  View

Pfloww Performing Check For Warnings From Set Partner And Source Information On Edge $Complete, Type Test :’;‘ 2010/ 2009 16:51:48 8552 Wiew

Pfhoww Performing Junctiond _2 From Check For Warnings On Edge False, Type Junction E'g 20101 2009 16:51:48 8552 Wiew

Ptioww Performing Open Correlation id From Junction On Edge $Complete, Type Agent [ 3 201012009 16:51:48 8552 View

Piloer Performing Route Based On Country From Open Correlation id Cn Edge §Complete, Type Switch 5} 2010/ 2008 16:51:49 3097 Wiew

Pfiovw Performing Update Correlation With Error From Route Based On Country On Edge $0ther, Type Sgent E? 2010/ 209 16:51:49.3097 Wiewy

| Plloww Performing hevfail - Mo Country From Update Correlation With Error On Edge $Complete, Type Agent 3’9 2010/ 2009 16:51:49. 4027 Wiewy

o Walid Country Found f’a' 2010/ 209 16:51:48 418 Wiewy

L=} Emdentry E? 201 2009 16:51:49.4342 Wiew

Success = 20101 209 16:51:49.434  View
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To monitor correlation activity in iWay Business Activity Monitor, the application has to
incorporate the use of correlation agents to manage the state of the transactions. Unlike the
automated activity monitoring available in Activity Management of iWay Business Activity
Monitor, Correlation Monitoring requires a set of correlation agents to be used as part of the
application. For more information on Agents, see the TIBCO iWay® Service Manager Component
Reference Guide and the TIBCO iWay® Service Manager Functional Language Reference Guide.

The following agents need to be used in supplication to achieve the proper correlation process:

J4 XDAddCorrelEntryAgent. Enables you to add a correlation entry for the transaction either
as a stand-alone correlation ID, a correlation set, or a correlation ID as part of the
correlation set. This is the initiation state of the correlation.

.d XDUpdateCorrelEntryAgent. Enables you to update any given correlation transaction
(stand-alone or a correlation set) with any state change such as Business Ack and Close,
as well as the customized comment for the correlation update.

The following is a sample flow of processing a batched transaction with correlation:

- Receive a batch of transactions.
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-1 Create and open the correlation set for the received batch of transactions.
. Iterate through each transaction using an iterator.

.4 For each successful iteration, create and open a correlation ID for subtransaction within the
correlation set. For example, CorrelSetName_TransactionCount (myset_1, myset_2, ...).

.4 Output the singular transactions to a staging area for another channel to pick up and
process, such as a queuing system.

. Second channel picks up singular transactions and processes them. If the process is
successful, it will close the correlation ID associated with that transaction. If the
processing fails, it will update the correlation ID for the given transaction with an
associated error message and leave it in Open state.

iWay Business Activity Monitor Driver Recovery

iWay Business Activity Monitor records information into a database during execution of the
application. When properly configured, applications and configurations can share this
database. The system relies upon the ability to properly insert records into the database with
no errors. Most applications using iWay Business Activity Monitor depend on the iWay
Business Activity Monitor driver being able to update its database. The server allows the
application to determine the action to be taken in the event of failure.

The iWay Business Activity Monitor driver is designed to impose the least possible
performance penalty on the application. The driver database update is asynchronous to the
application itself. There is no mechanism for the application to check the status of the driver.
For this reason, the driver and server must be in control of the recovery.

When the asynchronous updater detects a loss of connection to the database (SQL State
08xxx) it will attempt to reconnect based on the value specified for the retryCount parameter. It
will wait between attempts based on the value specified for the retrylnterval parameter. If a
reconnect cannot be accomplished, the asynchronous updater shifts to recovery mode and
reports the error to the driver itself. When all updaters have reported this condition, the driver
begins recovery action.

The driver will attempt to run a process flow as configured in the Loss Connection Flow Name
parameter of the driver configuration. You must create and publish this process flow to the
system area of the configuration.
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The process flow can take actions, such as notifying the user of the problem (for example, by
sending an email). The post message (XDControlAgent) service might be used to stop
accepting messages on other channels, effectively pausing the application. The process flow
should end on one of three End nodes, with specific names. This is the standard method by
which a subflow reports its status back to a calling process flow. The designated action takes
effect following the return from the process flow. For an application that does not depend upon
iWay Business Activity Monitor (for example, using it only for statistical and analysis purposes),
Force or Finish can allow the application to continue without such statistics.

End Name Queue Action Driver Action

Force Stop accepting and delete all in Shutdown
queue.

Persist (default) Serialize any pending entries to a Shutdown

file to be retried on startup.

Continue Continue accepting entries. Continue the operation. The
driver continues in recovery
mode.

Offline Continue accepting entries and Continue the operation. The

store them in the file system. driver continues in recovery
mode.

If a serialized queue exists, the driver will deserialize the entries during startup. This will cause
the serialized entries to be written to the iWay Business Activity Monitor log.

The xalog start <drivername> command can be used to restart the driver when the database
condition is corrected. This command can be scheduled, such as in a run script, as needed.

Important: In order to fully recover from a lost RDBMS connection, it is necessary to add a
validation query to the JDBC provider configuration. For MS SQL Server, Select 1 is fine. This
adds a small performance cost, but makes it possible for the pool to replace bad connections
with good connections.
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The XDXalogControlAgent is not appropriate for use in this process flow. Use the Continue
return to retry the lost connection. An appropriate use of the XDXalogControlAgent service
might be to run in a scheduled situation. For example, the lost connection process flow might
alert a DBA to problems and then schedule a recovery process flow to test the database
connection and restart the driver or reschedule. It would then return Persist, which instructs
the server to continue caching events to disk.

Procedure: How to Modify the iWay Business Activity Monitor Driver Recovery Properties

The iWay Business Activity Monitor driver recovery properties are an advanced IT operation and
require direct driver configuration.

To modify the iWay Business Activity Monitor driver recovery properties:

1. Inthe iSM Administration Console, click Activity Facility in the left pane, as shown in the
following image.

Facilities

| Activity Facility

h}

Correlation Facili

The Activity Facility pane opens.
2. Select BAMSenderDriver.

The Activity Facility pane opens for the preconfigured BAMSenderDriver, which lists the
configuration parameters for the driver, as shown in the following image.

Eacilities Connection Management
Activity Facility Retry Count * Number of imes 3 worker thread should attempt 1o reconnect o the dalabase If connection Is lost After this
number of atternpts, the shuldown process flow will execute, if one is supplied, or the driver will terminate or
Correlation Facility continue in oMine mode, as configured
Retry Interal * Time the worker thréad should wail between athempls to reconnact, in milliseconds

Lost Connection Behavior * ‘Whaat should happen if workers cannal reconnect to the database afer the maxdmum number of retries? Choose
“Force™ to stop the logger and abandon any log entries waiting in the queusa. "Persist” will stop the logger and
sernialize the queue of log enfries so they can be processed when the logger restars, "Offline” means that the
logger will continue to run in ofiine mode. Log entries will be persisted to the file system as they amive and the
logger will atternpt 1o connect 1o the database at intenvals. When the database becomes availadle, the persisted
log enties will be sentlothe database.

Pick one -

Lost Connection Flow Mame MName of a system process flow to execue when all workers have lost connection to the database and exhausted
retries. The name of the end node at which the flow terminates should be Force”, “Persist’, or "Offline”, as
descrived above, In addition, the flow can end with “Continue”, which indicates that connection to the database has
been restored and the workers should reconnect and resume processing. If a fiow name Is supplied. the flow
exists, and the Nlow ends with a supported end node name. the logger will use the end node value to defermine
haw to proceed. Otharwise, the logger will proceed as specified by the Lost Connection Behaior pararmeter.
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3. Modify values for the required parameters in the Connection Management section, which
are listed and described in the following table.

Parameter Description

Retry Count Number of attempts to reconnect to the underlying iWay
Business Activity Monitor database.

Retry Interval Wait interval between reconnect attempts.
Lost Connection Select one of the following values from the drop-down list:
Behavior

.4 Force. Terminate any logging activity and abandon any
entries in flight.

4 Persist. Terminate any logging activity and serialize any
entries in flight.

.4 Offline. Continue to run logger in offline mode, which will
log the activity to a file store for later processing when
the connection is recovered to the database.

Lost Connection Flow Process flow to execute upon connectivity loss and failure to
Name reestablish a connection. The process flow must terminate
with End node that corresponds to the action, (for example,
Force, Persist, or Offline) or an additional option (Continue)
to continue denoting that the connection has been restored.
The process flow takes priority over the preconfigured Lost
Connection Behavior parameter.

4. Click Update when you have finished modifying the parameters for the preconfigured
BAMSenderDriver.

Understanding Recovery Mode

When an updater thread shifts to recovery mode, it returns the message that it was processing
to the database to the work queue. It then sets itself to write all messages to the local
database rather then to the RDBMS. It then resumes accepting messages.
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Depending on the settings and the return from the process flow, the driver starts an analysis
thread. This thread periodically pools the RDBMS, awaiting its availability. When the RDBMS
becomes available, the recovery thread sets the updater threads to resume standard mode. In
this mode, the updaters accept messages from the queue and send them to the RDBMS. The
recovery thread then begins reading, in order, the persisted messages written to the local disk.
Each message is added to the work queue, so that an updater thread will send it to the
RDBMS. The persisted messages are deleted as they are added to the queue.

If the system is terminated, on the next startup, the persisted messages will be loaded from
disk to the work queue, so that normal operations can continue.
Using iWay Business Activity Monitor Commands

iWay Business Activity Monitor commands provide you with assistance when performing iWay
Business Activity Monitor operations. The commands also support subcommands to specify
specific actions, as listed and described in the following table.

Action Description

archive Given a specific date and time, this action copies all records for
transactions that were completed before the given time to a specified set
of tables. When successful, these transactions are removed from the
active database.

copy Given a time period or a transaction ID, this action copies all completed
transactions identified to a named set of tables.

refresh Clears the internal support tables.
list Lists the contents of the database.
info Displays database configuration information.

iWay Business Activity Monitor commands operate on iWay Business Activity Monitor
databases. However, once the generated tables are populated, normal database operations
can be used to copy, delete, or manipulate the tables as required. iWay Business Activity
Monitor commands are not required in these instances.
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iWay Business Activity Monitor commands have one or more operands in common, which are
listed and described in the following table.

Operand Description Example

<tid> Single transaction ID, enclosed in "80f98d02-2¢94-46fc-9a59-7254
quotation marks ("). 1f05f548"

<pattern> Distinguishing name of a set of iWay july

Business Activity Monitor tables. The
command will create tables of this
pattern if they do not exist in the iWay
Business Activity Monitor database.

You might use the _fmtdate()
function to generate names, such
as the name of a month.

<timespec> | Date and time using the YYYY/MM/ 2012/6/25t03:15
DDtHH:MM format. The default time is
00:00 if not specified. Abbreviations
are available, as described in this
section.

2012/4/15

iWay Functional Language (iFL) can be used to assist in generating a <timespec>. For
example, to specify a date four days in the past, specify the _fmtdate() function as follows:

" fntdate(' yyyy/ M dd\\"' t\\" hh: nm, i mul (_i sub(_now(u), _inul (86400, 4)),
1000))"

This function subtracts from the current moment the number of seconds in a day, times the
number of days, times the milliseconds in a second.

The enclosing double quotation marks (") tell the command processor that this is a single
operand. The inner escapes pass a single escape-surrounded pattern character as a constant.
To work from midnight of seven days ago, the <timespec> operand might be:

" fntdate(' yyyy/ M dd, _i mul (_i sub(_now(u), _i nul (86400, 7)), 1000))"
Use of iFL to generate a <timespec> is useful for scheduled operations. For example, you

might set up a schedule to run the command on a weekly basis, archiving information from the
prior week.
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As a convenience, abbreviations have been created for common specifications. Abbreviations
must be spelled out in full.

Abbreviation Purpose
1week One week ago, midnight
1month One month ago, midnight

The <pattern> is also evaluated for iFL. This helps create appropriately named archive
databases in a recurring schedule. Users are cautioned that the pattern is used to name the
generated databases, and must meet any naming restrictions imposed by the database.

iWay Business Activity Monitor Archive Command

The iWay Business Activity Monitor Archive command archives the identified transactions to a
named set of tables. This reduces the size of the active tables and improves performance. The
command does not copy partial transactions. That is, if a transaction was in execution prior to
the -before specification but continued to execute after that time, it will not be archived. Only
completed transactions are archived.

Usage:

bam archive <pattern> -before <tinmespec> [-tinmeout <seconds>]

The specified information is archived to the tables identified by the pattern.
Note: As only one date applies to the archive command, either -before or -after can be used.

Example:
Ent er command: >bam archive july -before 2013/08/01
Archi ved 3267

All completed transactions will be archived until August 1, 2012.

iWay Business Activity Monitor Copy Command

The iWay Business Activity Monitor Copy command duplicates the information but does not
purge it from the source data tables. This is useful if you need to save specific information for
other purposes. The command does not copy partial transactions. That is, if a transaction was
in execution prior to the -before specification but continued to execute after that time, it will
not be archived. Only completed transactions are archived.
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Usage:

bam copy <pattern> [-tid <tid> | -after <tinmespec> [-before <tinespec>]] [-
ti meout <seconds>]

The transaction information for the specified transaction ID, or the transactions within the time
period, are copied. The default -before <timespec> is the current time. The iWay Business
Activity Monitor Copy command will swap the before and after <timespec> if necessary to
determine the appropriate time period.

Example:

Ent er command: >Bam copy saved -tid 06c811fa-ba93-4e9b-9975-97blch3b84c8
Saved 1

iWay Business Activity Monitor Info Command

The iWay Business Activity Monitor Info command provides information about the specified
database that is displayed. You can use the * pattern for the current database. This command
is provided for troubleshooting purposes, if required. The contents and format of the returned
information is not guaranteed to be consistent between releases.

Usage:
baminfo [<pattern>]
Example:

Enter comand: >baminfo *

Dat aSour ce | Uni queTl Ds | Tot al TransRecs| Start Ti ne |
EndTi me | Duration
BAM ACTIVITY |38 | 563 | 2012- 01- 18 15: 43: 26. 393

2012-01-27 15:43:29.253|9d 00: 00: 02. 860

iWay Business Activity Monitor List Command

The iWay Business Activity Monitor List command returns information contained in the
specified database. You can use the * pattern for the current database if you want to use
filtering parameters. This command is provided for troubleshooting purposes, if required. The
contents and format of the returned information is not guaranteed to be consistent between
releases.

Usage:

baminfo [<pattern> | *] [-tid <tid> | -after <tinespec> [-before
<tinmespec>]] [-tineout <seconds>]
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Example:

Enter command: >bam |list * -after 12/1/1 -prov sql 2k8

Dat aSour ce | TID |

StartTine | EndTi me | Duration

TranSt eps

BAM ACTIVITY | 06c811f a- ba93-4e9b-9975-97b1cbh3b84c8 | 2012-01- 20
15:43: 06.19 | 2012-01-27 15: 43: 06. 453| 7d 00: 00: 00. 263 | 14
BAM ACTIVITY | 072cbbea-9791-4al7-a775- 75a73de907f 8 | 2012-01- 23
15:43: 07. 627| 2012- 01- 27 15: 43:07.69 | 4d 00: 00: 00. 630 | 14
BAM ACTIVITY | 153c8188- b5f 1- 4860- 9698- 3f 72881ae6¢5 | 2012-01- 26
15:43: 07.47 | 2012-01-27 15: 43:07.533| 1d 00: 00: 00. 630 | 14

Note: This example shows three BAM_ACTIVITY lines, each of which is its own line in the
actual system.

iWay Business Activity Monitor Refresh Command

The iWay Business Activity Monitor Refresh command clears internal reporting tables but does
not modify the database itself. Therefore, no pattern or other operands are required and will be
ignored. This command also clears stale computations and may improve performance.
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Structure of the iWay Business Activity

Chapter .
Monitor Database

This section describes the functionality and structure of the following tables that are
used by the iWay Business Activity Monitor database.

In this chapter:
4  BAM_ACTIVITY Table
d  BAM_ACTIVITY_CONTEXT Table

4 BAM_ACTIVITY_EXTENDED Table

BAM_ACTIVITY Table

The BAM_ACTIVITY table contains one record for each entry that is recorded by the iWay
Business Activity Monitor activity log driver.

Field Datatype Description

RecordKey char(32) Primary key for this table and foreign key for
RecordKey in BAM_ACTIVITY_EXTENDED and
BAM_ACTIVITY_CONTEXT tables. This value is a
GUID, with no intrinsic meaning except to
uniquely identify an activity record.

Tstamp Datetime Time at which this activity record was logged,
with precision down to the millisecond if the
system supports it.
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Field

Datatype

Description

RecordType

Int

Type of activity record, using the following
codes:

-1 100 (Enqueue). Receipt of message on an
iWay internal queue.

.d 101 (Start). Start of processing for a
message.

. 191 (End). End of processing for a
message.

d 181 (Emit). Message is emitted from a
channel. This may indicate a message
leaving the iWay application or a message
being transferred between iSM channels.

-1 131 (Internal Event). Indicates the
beginning or end of a certain event while
processing the message. The RecordType
for these entries is actually 131 plus an
action code, the meaning of which can vary
depending on the event type, but is typically
0, indicating the beginning of a certain
processing stage. 1 indicates the
successful completion of a stage. 2
indicates a failure of that state. For more
information about other action codes, see
the subtype field.

-1 151 (Message). Indicates a BIZERROR
message generated while processing the
message.
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Field Datatype Description

TID Char(48) Transaction ID that identifies all activity for this
message while being processed by the iWay
application. The transaction ID remains
constant when the message is transferred
between iSM channels.

Note: An application can generate multiple
messages from a single origin. All of these
would share the same TID.

Recordkey101 Char(32) RecordKey of the start or enqueue entry that
recorded the beginning of processing of this
message on this channel. For example, it can
be used to correlate start and end entries.

Correlid Char(32) Not used.
Version Char(16) iSM version.
Status Int Final status for processing of this message on

this channel for end entry records (recordtype =
191). A value of 1 indicates success. Any value
greater than 1 indicates failure.
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Field

Datatype

Description

Subtype

Int

Specific type of event for an event record. This
can include, but is not limited to the following;:

- iSM life cycle events

.4 Inbound decryption
Preparse
XML Parse
Inbound review
Inbound validation
Inbound Transform
Agent or Service
Outbound Transform
Outbound validation
Outbound review
Preemit

Outbound encryption

L v U v U v uJ uJ oo dodoud

Emit
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Field Datatype Description

Subtype (continued) Int (continued) J Emit Events

.d 301. Records data that is being emitted
from iSM.

4 302. Records the response from the
external system when data is emitted
from iSM using a synchronous protocol.

.4 Security Events

-1 601. Events relating to a certain general
security operation.

.4 602. Events relating to digital
signatures. This type of event can use
the following action codes: 3 (Sign), 6
(Verify), and 2 (Fail).

.d 603. Events relating to encryption and
decryption. This type of event can use
the following action codes: 4 (Encrypt), 5
(Decrypt), and 2 (Fail).

Subtype (continued) Int (continued) 'd User Events.

-1 1000. Users can generate event entries
in the activity log. User-created event
codes must be greater than 1000.
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Field Datatype Description

Sequence Int In an iWay application in which a message is
processed by multiple channels, the sequence
indicates the order in which these channels
received the message. This value is only stored
with the start entry record (RecordType = 101).
Note: The sequence represents a logical, rather
than chronological, ordering of channels. For
example, if the channel with sequence 1 emits
two messages to an internal queue for further
processing, the start entry records on the
internal channel for both of these messages
will have a sequence of 2.

ResubmitCount Int Number of times this message has been
resubmitted.

ResubmitSourceKey Char(32) Record key of the activity record that indicates
the point in processing from which this
message was extracted for resubmission.

Encoding Varchar(16) Character encoding of this message.

Signature Varchar(64) Name of the channel where this activity
occurred.

MAC Varchar(80) Not used.

ConfigName Varchar(128) iSM managed server or iWay Integration
Application (ilA) on which this activity occurred.

HostName Varchar(128) Host name of the system where this activity
occurred.

Address Varchar(128) Not used.

Partner_to Varchar(128) Value of the partner_to special register if set to
true, by certain EDI components.

Partner_from Varchar(128) Value of the partner_from special register if set

to true, by certain EDI components.
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Field Datatype

Description

Protocol Varchar(150)

Protocol specific information. It is often the
protocol name of the channel.

BAM_ACTIVITY_CONTEXT Table

The BAM_ACTIVITY_CONTEXT table can be used as a continuation of the BAM_ACTIVITY table,
containing one record for each entry that is logged by the iWay Business Activity Monitor
activity driver. The following table contains the message itself and its context, stored in large

object type fields.

Field Datatype Description

RecordKey Char(32) Primary key for this table and foreign key for
RecordKey in BAM_ACTIVITY_EXTENDED and
BAM_ACTIVITY tables. This value is a GUID,
solely used to uniquely identify an activity
record.

Tstamp Datetime Time at which this activity record was logged,
with precision down to the millisecond if the
system supports it. This is identical to the
tstamp value in the corresponding
BAM_ACTIVITY record.

Msgkey Char(32) Not used.

Msgmac Char(32) Not used.

Msgtype Varchar(32) Not used.

Msg BLOB Message as it was at this point in processing.
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Field Datatype Description

Context BLOB All special registers associated with the
message at this point of processing. Each
register is stored as type/name=value and
registers are delimited by the OxO7 character.
Note that registers important to the application
can be stored in the BAM_ACTIVITY_EXTENDED
table.

BAM_ACTIVITY_EXTENDED Table

90

The BAM_ACTIVITY_EXTENDED table contains context values that are important to the
application. Several fields are automatically included, but the table can be extended with
additional fields mentioned previously. The following table contains one record for each entry
that is recorded by the iWay Business Activity Monitor activity log driver and can be used as a
continuation of the BAM_ACTIVITY table.

Field Datatype Description

RecordKey Char(32) Primary key for this table and foreign key
for RecordKey in
BAM_ACTIVITY_CONTEXT and
BAM_ACTIVITY tables. This value is a
GUID, solely used to uniquely identify an
activity record.

Tstamp Datetime Time at which this activity record was
logged, with precision down to the
millisecond if the system supports it.
This is identical to the tstamp value in
the corresponding BAM_ACTIVITY record.

BAM_tpm_partnername Varchar(128) Value of the bam_tpm_partnername
special register, when available.

BAM_edi_ackstatus Varchar(5) Value of the edi_ackstatus register,
when available.
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Field Datatype Description

BAM_edi_transactionlD Varchar(128) Value of the edi_transactionID register,
when available.

BAM_edi_version Varchar(128) Value of the edi_version register, when
available.

BAM_edi_type Varchar(128) Value of the edi_type register, when
available.

Msgsize Varchar(128) Size of the message in bytes at this

point in processing, when applicable.

Protocol Varchar(128) Protocol specific information. This is
often the name of the protocol of the
channel.

Extension Varchar(128) Value of the extension register, when
available.

BAM_tpm_partnerid int Value of the bam_tpm_partnerid special

register, when available.

BAM_tpm_countryname Varchar(2) Value of the BAM_TPM_COUNTRYNAME
register, when available.

Text Varchar(512) Text of the BIZERROR message, for
message entry records (recordtype =
151),
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Chapter

Configuring User Authentication for iWay
Business Activity Monitor

This section describes how to configure authentication realms for iWay Business Activity
Monitor.

In this chapter:

_I

L U U U

User Authentication Overview

Creating an LDAP Directory Provider

Creating an LDAP Authentication Realm

Mapping LDAP Roles to iWay Business Activity Monitor Roles

Enabling iWay Business Activity Monitor Authentication Through an Authentication
Realm

User Authentication Overview

iWay Business Activity Monitor is hosted on the non-blocking HTTP (nHTTP) listener. As a
result, iWay Business Activity Monitor can take full advantage of authentication realms
configured through iSM. Authentication realms enable remote user authentication against an
external system such as Active Directory (AD) and Lightweight Directory Access Protocol
(LDAP).

This section describes how to configure user authentication for iWay Business Activity Monitor
using LDAP. The following steps are required in this configuration process:

1.

Creating an LDAP Directory Provider to establish a link to the LDAP system.

For more information, see Creating an LDAP Directory Provider on page 94.

. Creating an LDAP authentication realm to enable authentication against LDAP.

For more information, see Creating an LDAP Authentication Realm on page 97.

. Mapping LDAP roles to iWay Business Activity Monitor roles.

For more information, see Mapping LDAP Roles to iWay Business Activity Monitor Roles on
page 101.

Enabling iWay Business Activity Monitor authentication through the authentication realm.

For more information, see Enabling iWay Business Activity Monitor Authentication Through an
Authentication Realm on page 102.
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The following image shows a sample user type defined in an LDAP system.
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Creating an LDAP Directory Provider

This section describes how to create an LDAP Directory Provider using the iSM Administration
Console. An LDAP Directory Provider enables you to establish a link to an existing LDAP
system.

Procedure: How to Create an LDAP Directory Provider

1. Connect to the iSM Administration Console using the following URL:
http://1 ocal host: 9999

2. Log on to the console using valid iSM credentials (user name and password).
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3. Ifitis not already selected, ensure Server is selected in the top pane of the console and
then click Directory Provider in the Providers section on the left pane, as shown in the
following image.

Properties General Properties
| Listed below are the general

General Froperties

Java Properties General

Mame / Home

Settings
General Settings Version
Console Settings Build Date
Java Settings Configuration
Reaqister Settings MName
Trace Settings Status

Log Settings .
: d User Security Access

Path Settings
Environment

0S5 / Hardware

Data Settings
Backup Settings
Java Infao

Providers Java Memory

Data Provider

Classpath
Services Provider
| Directory Provider | Language and Locale
Security Provider Locale / Timezone

The Directory Provider pane opens, as shown in the following image.

Directory Provider
Directories house information organized by keys and context. The most commonly used directories are accessed through LDAP, the
Lightweight Directory Access Protocol.

Defined LDOAP Providers
Providers configured to enable the use of lightweight directory access protocal

[ Name Description Default

| Mo directory providers have been defined

4. Click New to create a new Directory Provider for LDAP.
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The Directory Providers: LDAP pane opens, as shown in the following image.

Directory Providers: LDAP

Lightweight directory access protocol or LDAP a safliwane protocol that enables standard program accessibility to locate organizations, individuals, and
other resources such as Tiles an ¥ n & network, wihether on the public Internet o a conporate intranet. Enabling LDAP Tor use with iWay
Service Manager allows the value of conliguraliod rai be retrieyed by Troam an LDAP-enalie ory. Way Service Managers use
of LDAP follows all Securnity rules Tor LDAP use and does mit any changes 1o be mads o the LDAP di

| LDAP Server Definition

Mama Kdap_prov
Description Enter a description of the use of this directory senver.
LOAP provider for AD
A
[ LDAP Initisl Context Fully qualified class name of the LDAP |nitial Context Factory, default is com.sun.jndi.Map. LdapCtxFactony
Factory | |
[ URL * URL to reach LOAP directory. LDAP URL's are in the form lap:/'hest]:port] or laps://host]:port]. When used as [
a CertStore, consider adding the base DN to the URL, for example Map:/fhost]: port]io=Company,c=U5
|I'.I-=p'._-'_-' ibidica: 359 dC=ibi,dc=com |
[ Poaol Size A pool of eonneetions. to the LDAP server reduces contention but increases memery use. Way suggests a

range of 2-10 for a normally leaded system.
k |

Authentication Mechanism Specifies the authentication mechanism to use. Choose Mot Specified to use JNDI's default. |f the User 1D and
Password are absent, the default is none, othenwise the default is simple. When using an LDAPS URL, the
default is always simple. You can also type a space separated list of mechanisms to try in order of preference.

[Wet Specified |
| Pick one T |

-huthentinatinn Realm For some SASL authentication mechanisms, this is the domain from which the user ID should be chosen. If you [
do not specify a realm, then any one of the realms offer=d by the server will be used.

[ User ID User ID registered for appropriate acocess to this LDAP dirsctory.

[ip105EB@ibi.com |

[ FPassword Password for access to the LDAP directory.
I |
. S5L Context Provider iWay Security Provider for SEL Context. This parameter is reguired when using an ldaps: URL. When an SSL

Context is given with an ldap: URL, this will upgrade the normal LDAP connection to one protected by TLS/SSL
using the LOAP StartTLS extension.

Pick v Or enter value ¥ |

[ Quaslity of Protection Some SASL mechanisms support integrity and privacy protection of the communication channel after successful.
authentication. Choose Mot Specified to rely on JNDI's default.

[Wet Specified |
| Pick one T |

[ Encryption Strength Some SASL mechanisms support different ciphers and key lengths used for encryption.
[ |

5. Provide values for the required parameters to configure a connection to your LDAP system.

6. Scroll down to the bottom of the page and click Add to add the LDAP Directory Provider.
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Note: You can also click Test to verify that you successfully connected to your LDAP
system, as shown in the following image.

Directory Providers: LDAP

Lightweight directory access protocol or LDAF a software protocol that enables standard program accessibility to locate organizations, individuals,
and ctheér resources such as files and devices in a network, whether on the public Intérnet or on a corporate intranet, Enabling LDAP for use with
iWay Service Manager allows the value of configuration parameters to be retrieved directly from an LDAP-enabled directory. iWay Service Manager's
wse of LDAP follows all security rules for LDAP use and does not permut any changes to be made to the LDAP directory.

Test Result
Success

PROBLEM

Success SUCCAsSs
LDAP Server Definition

Name Idap_prov
Descnption Enter a description of the use of this directory server
LDAP provider for AD

Creating an LDAP Authentication Realm

This section describes how to create an LDAP authentication realm using the iSM
Administration Console. An LDAP authentication realm enables authentication against LDAP.

Procedure: How to Create an LDAP Authentication Realm

1. Ensure that you are logged in to the iSM Administration Console.
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2. Ifitis not already selected, ensure Server is selected in the top pane of the console and
then click Authentication Realms in the Providers section on the left pane, as shown in the
following image.

Properties General Properties
| Listed below are the general

General Properties

Java Properties General

MName / Home

Settings
General Settings Version
Console Settings Build Date
Java Settings Configuration
Register Settings Mame
Trace Settings Status

Log Settings
Path Settings
Data Settings

User Security Access
Environment

. 0S [ Hardware
Backup Settings

Java Info
Providers Java Memory
Data Provider Classpath
Services Provider
Directory Provider Language and Locale
Security Provider Locale / Timezone
XML Namespace Map Language

Provider

Pooling Providers

Authentication
Realms

Pimdm Mmlide

The Authentication Realms pane opens, as shown in the following image.

Authentication Realms
A Realm is a database of usernames and passwords that identify wvalid users of a channel (or set of channels), possibly including a list of
roles associated with each valid user.

Defined Realms

Authentication Realms - iWay supplies various types of realms to manage user access to NHTTP and NASZ2 channels.

] Mame Type Description

Mo realms have been defined
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5. Configuring User Authentication for iWay Business Activity Monitor I

Click New to create a new LDAP authentication realm.

The Authentication Realm pane opens, as shown in the following image.

Authentication Realm
Configure an authentication realm to manage access to NHTTP and NASZ channels.

Realm Parameters
Realm Type Selectthe type of realm you wantto create.

propsrealm
propsrealm
consolerealm
jaasrealm

Name *
dborealm

kerberosrealm
Enter a description of the use of this realm.
=

Description

Path to a properties file containing entries like usemame=password

Properties File *

From the Realm Type drop-down list, select Idaprealm.

Business Activity Monitor User's Guide
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Creating an LDAP Authentication Realm

The Authentication Realm pane refreshes with your selection and provides configuration
parameters that are specific to an LDAP authentication realm, as shown in the following

image.
Realm Parameters
Realm Type Idapraalm
Name LDAP_Auth_Reslm
D&“lim'\ Enter 3 dascripbon of M uss of thit realm
LOAF Authenticaten Fealm for BAM
r
LDWAP Providsr = Hame of he Difeciony Proveded dE3cnbing T coNNecion i Tl LODAP sécer
Mep_prov
ek one o enter valug v
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Ingirdiual gniry T CoIESpOnds i an plement in s DIConiet. IT el SpRcifed, e 10D el slamant in he
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5. Configuring User Authentication for iWay Business Activity Monitor I

5. Provide values for the required parameters to configure an LDAP authentication realm.

6. Scroll down to the bottom of the page and click Add to add the configured LDAP
authentication realm.

Note the name of the newly configured LDAP authentication realm (for example,
LDAP_Auth_Realm), as this value will be used during the iWay Business Activity Monitor
configuration.

Mapping LDAP Roles to iWay Business Activity Monitor Roles

This section describes how to map LDAP roles to iWay Business Activity Monitor roles using
the iWay Business Activity Monitor console. As defined roles in an LDAP system are unlikely to
match corresponding roles in iWay Business Activity Monitor, you must map the roles between
the LDAP system and iWay Business Activity Monitor.

Procedure: How to Map LDAP Roles to iWay Business Activity Monitor Roles

1. Login to the iWay Business Activity Monitor console as an administrator while it is under
standard authentication schema against the database.

The default URL for the iWay Business Activity Monitor Console is:
http://1 ocal host: 8087

2. Click the Administration tab, select the Settings tab, and then click the Role Mapper tab,
as shown in the following image.

iWay Business Activity Monitor

Activity Management Administration Correlation Management
User Role Audit Preferences Settings User Defined Columns
Data Filters Role Mapper
(&) Add Role Mapper

Page 10of1| b | | &

LDAP Role BAM Role

pgmgrp2 administrator

3. Click Add Role Mapper to add a new mapping between an LDAP system role and an iWay
Business Activity Monitor role.
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Enabling iWay Business Activity Monitor Authentication Through an Authentication Realm

The Add New Role Mapper dialog box opens, as shown in the following image.

Add New Role Mapper 4
LDAP Role: * pgmgrp2
BAM Role: | ) Y| O
administrator
Save Role Mapper

4. Specify an LDAP role in the LDAP Role field, which would be returned for those users
requiring access to the iWay Business Activity Monitor console, and map it to the iWay
Business Activity Monitor role by selecting it from the BAM Role drop-down list.

You can create multiple mappings between an LDAP and iWay Business Activity Monitor
roles.

5. Click Save Role Mapper.

Enabling iWay Business Activity Monitor Authentication Through an Authentication Realm

This section describes how to enable iWay Business Activity Monitor authentication through an
authentication realm using the iSM Administration Console.

Procedure: How to Enable iWay Business Activity Monitor Authentication Through an
Authentication Realm
1. Ensure that you are logged in to the iSM Administration Console.

2. Click Tools in the top pane, and then under the Applications section in the left pane, select
Business Activity Monitor, as shown in the following image.

iWay:Service Manager

Applications Log Viewer
- = View trace logs. The trace log is used to record
Elum_ness Activity Manager.
Monitor

Enterprize Index

e A Log File: Select log file to view

Manager
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5. Configuring User Authentication for iWay Business Activity Monitor I

The Business Activity Monitor Properties Manager pane opens, as shown in the following
image.

management [ENIER @ O @ ross

Applications Business Activity Monitor Properties Manager

Caonfiguration and management of Business Activity Monitor Properties.
Business Activity
Manitor Properties Manager

Enterprise Index

BAM Properties Correlation Properties
Trading Partner
Manager
BAM is Active Makes BAM active or inactive. Making BAM inactive will stop the collection of transaction activity.
Diagnostics s
Log Viewer PIACONE =
Imports/Exports BAM Realm Provider Authentication/Authorization realm for user validation

Package Manager LDAP_Auth_Realm

Archive Manager

Deployment Manager BAM Database Provider JDBC Data Provider configured for the BAM database
BAMDBProvider
Info
Releaze Information Want Events Should event messages be included?
Diagnostic Zip falee
Pick one -
Worker Count * Number of worker threads to process log entries in parallel
3
Batch Size How many log entries should be accumulated before updating the database? Each log entry generates three

inserts into the database Enter 0 or 1 to treat a single entry as a transaction. For values greater than 1, inserts will
be batched until the limitis reached. Atthis point, the three batches will be executed and the transaction will be
committed. This can improve performance, but increases the amount of data that can be lost if the connection to
the database fails.

o

Connection Management

Retry Count * MNumber of times a worker thread should attempt to reconnect to the database if connection is lost. After this
number of attempts, the shutdown process flow will execute, if one is supplied, or the driver will terminate or
continue in offline mode, as configured.

5

Retry Interval * Time the worker thread should wait between attempts to reconnect, in milliseconds.

5000

Lost Connection Behavior *  What should happen if workers cannotreconnectto the database after the maximum number of retries? Choose
“Force” to stop the logger and abanden any log entries waiting in the queue. "Persist” will stop the logger and
serialize the queue of log enfries so they can be processed when the logger restarts. "Offline™ means that the
logger will continue to run in offine mode. Log entries will be persisted to the file system as they arrive and the
logger will attempt to connect fo the database atintervals. When the database becomes available, the persisted
log entries will be sent o the database.

Persist o

3. In the BAM Realm Provider field, type the name of the configured LDAP authentication

realm (for example, LDAP_Auth_Realm) to be used for iWay Business Activity Monitor
authentication.

4. Scroll down to the bottom of the page and click Save Changes.

Log Context For End Iffalse, context for end (191) will not be recorded in the database
Entries?

true

Pick one -

[Clear] [ Save Changes ]
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Enabling iWay Business Activity Monitor Authentication Through an Authentication Realm

A Configuration Completed message displays, as shown in the following image.

Business Activity Monitor Properties Manager
Configuration and management of Business Activity Monitor Properties.

SUCCESS

SUCCESS Configuration Completed; the Service Manager must be restarted for any changes to the Business Activity
Monitor Properties to take effect

Restart iSM.

Open a new browser window and access the iWay Business Activity Monitor console.
The default URL for the iWay Business Activity Monitor console is:

http://1 ocal host: 8087

When you are prompted for the user name and password, you can now use the credentials
from the LDAP system.

BAM Login
User Name: * | pgmtst4@ibi.com|

Password: * e

Login

You will be authenticated through the configured LDAP authentication realm and its role
will be mapped to the iWay Business Activity Monitor role.

Note: The default user (admin/iway) and any other users in the local iWay Business
Activity Monitor database repository of the user, will not have access to iWay Business
Activity Monitor, unless authentication is switched back to the default setting, and BAM
Realm Provider is set to an empty value under the Business Activity Monitor configuration
section.
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Legal and Third-Party Notices

SOME TIBCO SOFTWARE EMBEDS OR BUNDLES OTHER TIBCO SOFTWARE. USE OF SUCH
EMBEDDED OR BUNDLED TIBCO SOFTWARE IS SOLELY TO ENABLE THE FUNCTIONALITY (OR
PROVIDE LIMITED ADD-ON FUNCTIONALITY) OF THE LICENSED TIBCO SOFTWARE. THE
EMBEDDED OR BUNDLED SOFTWARE IS NOT LICENSED TO BE USED OR ACCESSED BY ANY
OTHER TIBCO SOFTWARE OR FOR ANY OTHER PURPOSE.

USE OF TIBCO SOFTWARE AND THIS DOCUMENT IS SUBJECT TO THE TERMS AND CONDITIONS
OF A LICENSE AGREEMENT FOUND IN EITHER A SEPARATELY EXECUTED SOFTWARE LICENSE
AGREEMENT, OR, IF THERE IS NO SUCH SEPARATE AGREEMENT, THE CLICKWRAP END USER
LICENSE AGREEMENT WHICH IS DISPLAYED DURING DOWNLOAD OR INSTALLATION OF THE
SOFTWARE (AND WHICH IS DUPLICATED IN THE LICENSE FILE) OR IF THERE IS NO SUCH
SOFTWARE LICENSE AGREEMENT OR CLICKWRAP END USER LICENSE AGREEMENT, THE
LICENSE(S) LOCATED IN THE "LICENSE" FILE(S) OF THE SOFTWARE. USE OF THIS DOCUMENT
IS SUBJECT TO THOSE TERMS AND CONDITIONS, AND YOUR USE HEREOF SHALL CONSTITUTE
ACCEPTANCE OF AND AN AGREEMENT TO BE BOUND BY THE SAME.

This document is subject to U.S. and international copyright laws and treaties. No part of this
document may be reproduced in any form without the written authorization of TIBCO Software
Inc.

TIBCO, the TIBCO logo, the TIBCO O logo, FOCUS, iWay, Omni-Gen, Omni-HealthData, and
WebFOCUS are either registered trademarks or trademarks of TIBCO Software Inc. in the
United States and/or other countries.

Java and all Java based trademarks and logos are trademarks or registered trademarks of
Oracle Corporation and/or its affiliates.

All other product and company names and marks mentioned in this document are the property
of their respective owners and are mentioned for identification purposes only.

This software may be available on multiple operating systems. However, not all operating
system platforms for a specific software version are released at the same time. See the
readme file for the availability of this software version on a specific operating system platform.

THIS DOCUMENT IS PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT.

THIS DOCUMENT COULD INCLUDE TECHNICAL INACCURACIES OR TYPOGRAPHICAL ERRORS.
CHANGES ARE PERIODICALLY ADDED TO THE INFORMATION HEREIN; THESE CHANGES WILL
BE INCORPORATED IN NEW EDITIONS OF THIS DOCUMENT. TIBCO SOFTWARE INC. MAY MAKE
IMPROVEMENTS AND/OR CHANGES IN THE PRODUCT(S) AND/OR THE PROGRAM(S)
DESCRIBED IN THIS DOCUMENT AT ANY TIME.
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THE CONTENTS OF THIS DOCUMENT MAY BE MODIFIED AND/OR QUALIFIED, DIRECTLY OR
INDIRECTLY, BY OTHER DOCUMENTATION WHICH ACCOMPANIES THIS SOFTWARE, INCLUDING
BUT NOT LIMITED TO ANY RELEASE NOTES AND "READ ME" FILES.

This and other products of TIBCO Software Inc. may be covered by registered patents. Please
refer to TIBCO's Virtual Patent Marking document (https://www.tibco.com/patents) for details.

Copyright © 2021. TIBCO Software Inc. All Rights Reserved.
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