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Chapter

Introducing iWay Service Manager

iWay Service Manager (iSM) is an Enterprise Service Bus (ESB) product that enables you
to create, compose, and manage services — whether deployed as web services, APls, or
services accessible through other commonly-used and industry standard interfaces. iSM
lays the foundation for a quickly deployable and easily maintainable Service-Oriented
Architecture (SOA) or Event-Driven Architecture (EDA) for your enterprise.

In this chapter:

4 iWay Service Manager Functions
Understanding iWay Channels
Document Life Cycle

iWay Functional Language

Understanding iWay Service Manager Thread Management

L U o o U

Understanding iWay Service Manager Transaction Management

iWay Service Manager Functions

User's Guide

iWay Service Manager (iSM) is lightweight, high performance, general purpose, and highly
configurable. It includes design-time graphical tools to help you create sophisticated
integration services without the need, in many cases, for any custom programming.

Functions of iSM and its associated tools include:

- Creating metadata from target applications and data sources.

4 Transforming messages and mapping between disparate interfaces.
. Designing and managing stateless processes.

.4 Composing channels using a flexible modular agent framework.

It also provides common development and run-time services for your adapters (services) such

as browser-based console support, multithreading management, trace logging, and archiving

and restoring of deployed configurations.
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Understanding iWay Channels
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iWay Service Manager (iSM) is designed to host channels and their constituent components. In
the simplest case, a channel enables a message to be received from one adapter and emitted
via another adapter. In general, a message arriving at the server has three main parts as
shown below. The diagram shows the stack organized with the more physical layers at the
bottom and more abstract, “business-oriented” layers at the top.

Payload

Headers

Wire Protocol
{Trans port)

Payload. Regardless of the transport protocol on which the message arrives, the payload is the
data representing the content of the message. This payload may be in native (flat), XML, or
JSON format. Examples of such messages are EDI, SOAP, or an API request. The channel can
be configured to parse the incoming payload into an internal format, to leave the incoming
payload in its current format (no parsing) or to use supplied or redeveloped preparsers to
convert a unique payload format into an internal format.

Message headers. Headers contain contextual information about the payload or protocol
interactions, such as encoding information, content type, and so on. In a HTTP transport, these
are the HTTP headers. In a MQ transport, these are part of the Message Queuing Message
Descriptor (MQMD). Regardless of the transport, the headers are made available to the
application in a common manner.

Transport. This is the transmission method by which the message reaches (or is emitted by)
iSM. iSM supports a wide variety of transport protocols, such as HTTP(S), many queuing
mechanisms (MQ, JMS, Rabbit, etc.), FTP, files, and so on.
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An iWay adapter handles all three layers of the message. iSM makes it easy to configure each
of these independently. The following diagram shows how these layers map onto functions in
iSM.

Payload Handle

Headers Dispatch Route

Wire Protocol . .
(Transport) Listen Emit

Conceptually, the inbound message moves up the stack from its physical protocol to where its
logic and semantics are handled, and then back down the stack to be emitted. This may occur
using a single type of protocol adapter or with the inbound and outbound sides using different
protocols.

The transport is handled by a listener (for incoming messages where iSM is acting as a server)
and an emitter (for outgoing messages where iSM is acting as a client). Note that iSM
frequently behaves as a client and a server within a given installation. In almost all cases, the
transport components supplied with iSM will be sufficient to construct your channels since the
product’s support of industry standard protocols is complete.

The headers are handled by dispatching and routing. This is the middleware level where much
of the added value of iSM resides and where the iWay preparser exits are executed (see
Preparsers in Developing for Your Requirements on page 21. Although a complete set of exits
is provided with iWay, you may be required to create a new exit for security or for formatting a
message into XML.

Although a non-XML message can be routed through the system and acted upon by specific
exits, iSM operates most effectively with XML documents. If your incoming message is not in
XML and if one of the standard preparsers provided by iWay does not suit your requirements,
you may want to write a preparser exit. For more information, see the iWay Service Manager
Programmer’s Guide.

15
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Finally, the message is handled by the application level. This is where iWay business agents
are executed, and the level where integration applications are written. Although many business
agents are provided with the product, you may write a custom business agent for specific
programming requirements. For more information on the business agents that are supplied
with iSM, see the iWay Service Manager Component and Functional Language Reference Guide.

In most cases, you need only assemble the business agents already provided into a process
flow using iWay Integration Tools (ilT) Designer. For more information, see the iWay Integration
Tools Designer User's Guide. Mapping one message type to another can be accomplished in
the XML domain using ilT Transformer. Transformations are created graphically using this tool,
and then published to iSM for run-time use. For more information, see the iWay Integration
Tools Transformer User's Guide.

The following diagram illustrates the flow of the message or document through a simplified,
single-directional channel.

Listener |  Dispatcher

g Agent '
(pflow) [

Router Emitter
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The phases of working with the message or document can be further subdivided. Various exits
are provided for dispatching and routing, and may be indicated for your application. If all the
available exits are shown, the flow looks like the following diagram.

| EIBIZ|E|T
Listener > g E 5 g E_
JElS|®|E -

|/ Agent

{pflow)

\

Emitter /

The first step after receiving the message can be to verify the security of the message, in order
to ensure that the sender is authorized, check that the message was not changed, and decrypt
parts of the message that were encrypted. iWay has security exits for many common security
algorithms, including W3C Digital Signature, and PGP, among others. From the exit, you can
also check credentials in an external security manager such as Netegrity, Active Directory, or
an LDAP server.

wJojsuel]
SepIE
apodad
2oy
funoeg

Before their payloads can be handled, all messages must frequently be parsed into an internal
format. iSM can automatically parse XML and JSON to internal form. However, process flows
can handle flat documents as well. The dispatching step is called for non-parsed messages to
encode their contents as required by the application. This is called a preparser because it
occurs before the message is parsed from its unknown format into the an appropriate internal
form. On the outbound side, the step is called a preemitter, and can encode an internal format
such as an XML tree or a JSON object into a format appropriate for its recipient. iSM supports
many non-standard XML or JSON formats for preparsing and preemitting, thereby eliminating
the requirement to code a specific exit.

Finally, there is an exit to validate the contents of the payload. This validation can use iSM
rules as described in the iWay Service Manager Programmer's Guide.

User's Guide 17
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Because an integration application generally requires both an input and output, a typical iSM
channel is constructed with at least two adapters. One adapter handles the incoming message
and another handles the outgoing message, as shown in the following diagram.

N /
—LI, .n'.l P —
Agent
.-'"I
V— 1\
Y
\— Iy

The arrow on the diagram shows a one-way message. This adapter allows messages
originating on the left to be delivered to the right. However, this basic configuration may
support the following two scenarios:

I A one-way message. If the message is one-way, the listener does not wait for a response
from the system that is the target of the emit before completing the listen operation.

For an asynchronous protocol listener, such as MQSeries or the iSM internal listener, no
acknowledgment is sent.

For a synchronous protocol listener, such as HTTP, an acknowledgment is sent back.

Note: One-way messages are always asynchronous at the application level even if they use
a synchronous protocol at the transport level.

18
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- A request-reply where the reply is received synchronously at the emitter, and the listener
holds the request until the reply document is made available and returned.

A synchronous message, including a reply, is shown in the following diagram.

I'.

Although the previous diagram shows a single path through the channel, multiple routes,
agents, and outlets can be defined in a channel. In that case, there can be multiple outputs for

a single input, either to the same adapter or to different adapters as shown in the following
diagram.

Listener Dis patcher

Router Emitter |\ |
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Understanding iWay Channels

Channels can be bidirectional. The following diagram shows a bidirectional channel which has
a listener and emitter on both sides. Messages can arrive from the right or the left and can be
emitted on the left or the right, respectively.

Listener Dispatcher Dispatcher Listener

! Agent \

Emitter Router Router Emitter )

To accomplish its mission, iSM executes a defined flow as each message travels from input to
output. The flow is standard for all messages, but the execution steps and the processing at
each step vary by message source and type. Each of the steps is performed by an exit, which
is a routine invoked to perform the specific action at that step. This is the essence of the
modular, pluggable framework, which is the source of the flexibility and simplicity of iSM.

In some respects, iSM can be thought of as simply a platform for the execution of exits. No
document processing is performed by the server itself. Instead, the server assembles the
appropriate exits to accomplish the business purpose of the document. In this model, building
a channel is the selection and ordering of pre-built exit code. The existing exits can be
supplemented by application-specific code as necessary to accomplish the interfacing task.

iSM protocol handlers can also be supplemented by new protocols tailored to specific
application situations. These protocol handlers, called listeners and emitters, service the input
channels and output ports that represent the iSM interface to the outside world. As mentioned
earlier, the need for custom protocol adapters is rare given the adoption of standard protocols
by most enterprises.

For more information on writing custom exits or protocol handlers, see the iWay Service
Manager Programmer’s Guide.

20
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Developing for Your Requirements

User's Guide

iWay Service Manager (iSM) provides a wide range of business exits for constructing your
custom channels. Exits apply in document parsing, output, validation, transformation, security,
and agent execution. For more information, see the iWay Service Manager Component and
Functional Language Reference Guide.

Exits are written in Java and can take advantage of standard, core iWay system services during
their execution. Services such as document parsing, document transformation, tracing, and
use of an internal object store are all made available when appropriate to the task of the exit.

Much of the standard functionality of the system is provided through iWay-supplied code run at
the exit points, which may be replaced or supplemented by user-written code for special tasks.
Full Javadoc support is available with the installation of the server.

The standard exit points are:

.4 Document processing

These exits handle the actual payload and are called business agents. They are at the
application and business level. Business agents execute after all input transformations and
represent the turn-around point at which an input document becomes an output document.
Business agents usually implement the business logic associated with the document.
Business agents are the basis of process flows.

4 Preparsers

Most messages in XML or JSON format can be automatically parsed by iSM. Preparser
exits are available to manipulate the input before it becomes a document in an internal
iWay format (XML or a JSON object). Preparser exits can directly produce an internal format
such as an XML tree, or can prepare the incoming message to be parsed by a subsequent
iWay parser. For example, a HIPAA input document in EDI format that is to be processed
through the system might be converted into XML format.

Preparsers can be chained so that the output of one preparser can be passed to a
following preparser. Input to the first preparser is a byte stream, and output is in a string
form. Subsequent preparsers in the chain accept strings and emit strings. Following the
last preparser, the engine normally parses the string as an internal document. A common
use of this approach it to split large incoming documents into smaller portions that can be
processed one at a time. This type of a preparser is called a splitting preparser in iSM
documents.

- Preemitters

21



Document Life Cycle

These exits are available to process an output document before it is emitted by iSM. The
standard emit mechanism in iSM is to flatten the input format into a payload that is
suitable for transport. In the event that this simple flattening is not appropriate for the
destination, preemitters can be employed to change the internal format to an appropriate
external format. For example, a business message might be transformed into a flat EDI
message format.

Preemitters can also be chained. The first preemitter accepts a document as input and
emits a byte stream. Subsequent preemitters accept the byte stream output from the first
preemitter and emit a byte stream. Specialized encryption can also be implemented by
preemitters.

4 Rules

These exits receive control through the rules system which checks nodes of the incoming
and outgoing document for validity. The rules system is discussed in the iWay Service
Manager Programmer's Guide.

Usually the exits are not invoked directly by package name, but by alias. An alias is a short
name associated with the exit and stored in the system repository.

Document Life Cycle
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The concept of a channel has been introduced to assist in the construction of message flows
in iWay Service Manager (iSM). A channel serves as a container for all your components that
simplifies the integration design process and improves organization, versioning, and
troubleshooting.

Each message passes through a channel, and in many applications through multiple channels.
Messages can be XML or non-XML, based on the demands of the application. Channels can be
developed in meaningful groups using iWay Integration Tools (ilT), which is beyond the scope of
this manual. Channels are named in iSM as "groupname":"inletname":listenername" as
configured in ilT. One or more channels constitute an application, which can be configured and
deployed as a single entity.
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A channel contains the following elements that must be configured and associated with that
channel:

. Inlet. Defines the point at which a message entry point enters the channel, and optionally,

some preliminary steps in the message processing to prepare for subsequent stages. Each
channel must contain an inlet. In the inlet, the message is received on a supported
protocol and may be decrypted and/or preparsed and then assigned to an appropriate
route for further processing. Inlets contain listeners, decryptors, and preparsers. Generally,
decryption using standard security algorithms are simply configured, and decryption is
simply built into iISM.

Route - Defines the path a message takes through a channel. Each channel must contain a
reference to one or more routes. Along each route, transformations and other forms of
business logic are applied to the message. Routes contain transforms, processes, and
emitters. Conditional logic, expressed using iWay Functional Language (iFL) is used to
select the appropriate route for each message. For more information on using iFL, see the
iWay Functional Language Reference Guide.

Outlet. Defines how a message leaves a channel at the end of the process. Each channel
must contain one or more outlets. In the outlet, the message may be transformed and/or
encrypted, and finally emitted by the system. Each message may be sent to multiple
outlets of a channel. Outlets contain preemitters, encryptors, and emitters. Outlet selection
can be performed through iFL expressions.

The components of a channel are shown in the following diagram.
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Note: The components indicated with an asterisk (*) must be configured for a channel (Inlet,
Listener, Process, or Outlet). The other exits are optional.

Channel
Inlet® Route Outlet”

— Listener* —1 Input Reviewer — Preemitter
— Decryptor —| Input Validation Rules — Encryptor
— Preparser — Input Transformation L Emitter

— Process™

— Output Transformation

— OQutput Validation Rules

— Output Reviewer

Document Flow Through a Channel

The document travels through the channel components as follows:
- Inlet Phase:

- Listener. Protocol handler that receives input for a channel from a configured source.
iSM offers a wide variety of standard protocols, include non-blocking HTTP, File input,
AS2, SQL, and so on.

- Decryptor. Applies a decryption algorithm, which must be supplied in a custom module.

d Preparser. Transforms an external format to a suitable internal format. You can choose
from several preparsers that are supplied with iSM or use a custom preparser.
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- Route Phase:

_I

_I

_I

_I

_I

Optional Input Reviewer. Analyzes the document. This agent is typically used to extract
and handle headers.

Input Validation Rules. Applies validation using the rules validation engine. Rules are
provided when HIPAA, HL7, and SWIFT adapters are installed, or you can write custom
rules for input documents.

Input Transformation. Applies iWay transformations or XSLT transformations to input
documents received by a listener. Transformations are more typically handled in the
process flow, but in some cases route transformations are used to make diverse inputs
common so as to use a standard process flow.

Process. Executes the business logic of an application. Process flows are developed
using iWay Integration Tools (ilT), and are composed of services that operate on the
message, control elements such as conditional tests, and the paths from one service to
the next.

Processes can take advantage of multiprocessor and multithread logic. You can choose
from a wide variety of services provided by iWay or you can use custom-written agents
that access third-party applications and systems. You can use multiple services in
series or in parallel.

Common services include transformations, data enrichment, exchange of the message
with other channels running on the same application, another application potentially on
another machine, integration with other iWay products, such as such as iWay Data
Quality Server (DQS), and emitting messages to external targets. Processes can be
configured to be transactional.

Output Transformation. Applies iWay transformations or XSLT transformations to all
XML outbound response documents.

Output Validation Rules. Applies validation using the rules validation engine. Rules are
supplied for HIPAA, HL7, and SWIFT adapters, or they may be custom written for output
documents.

Output Reviewer. Analyzes the document. This agent usually adds headers.

Outlet Phase:

Preemitter. Transforms internal formats to a suitable external format for transport.

Encryptor. Applies an encryption algorithm, which must be supplied in a custom
module.
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- Emitter. Protocol handler that drives the output of a channel to a configured endpoint.

Note: Parsing is implied in channel execution and occurs between the inlet and route phases.
This step may be disabled on your channel, depending on your requirements.

Applying Business Logic to Messages

26

iWay Service Manager (iSM) executes business logic based on the message that arrives and
the protocol on which it is received. To accomplish a task in iSM, you must apply the
appropriate business logic at the appropriate time. The business logic that is applied relates to
both the message being processed and the processing stage. The task of iSM is to apply the
configured business logic at the appropriate stage of message processing.

Configuration determines the business logic to apply to a message. Using the configuration,
you can refer to built-in logic elements, or you can supply your own.

To apply business logic, iSM must know:

d How to locate the logic, regardless of whether it is built-in or supplied externally.
- The stage at which it is to be associated with the message.

- The logic elements to apply in each case.

The major stages in the life of a message or document are:

- On arrival, before it is parsed into an internal format (XML or JSON).

d After parsing, before execution of a business function.

- Execution of a business function.

-1 Before it is emitted to a specific end point on a protocol.

Business logic is associated with each of these stages.

You can define a business logic element from the Registry section in the iSM Administration
Console, or when you add it to a channel or listener. After a business logic element is defined,
it can be applied to messages in a specific message flow. Business logic can also execute
iWay Designer process flows.

Business logic, in the form of document-content based routing, may be performed by a listener
or from within a process flow. For more information, see the iWay Service Manager
Programmer’s Guide.
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Process flows are usually deployed on the server on which they will be executed. However,
process flows can also be housed in an external/remote library and checked out for use as
needed. This allows the process to be carried as a named exit that might, for example, be
identified in an external data storage, such as iWay Trading Partner Manager (TPM). Similarly,
transforms can also be carried in libraries and called by name. This includes iWay and XSLT
transforms.

iWay Functional Language

iWay Service Manager (iSM) provides the iWay Functional Language (iFL), which can be used to
configure parameters in iSM components. iFL can obtain information to be used for this
configuration from:

4 External sources (for example, property files or the system environment).

4 The message context and characteristics (for example, MSMQ, HTTP headers, or message
length).

.4 The message itself (for example, XPath or JsonPath, JsonPointer).
iFL also offers string processing, conditional expressions, and scoped variables.

For example, an application receives an XML document containing an address to send as a
response. If the host cannot be reached, then a default alternate is stored in a property file.
The Alternate Route IP Service (com.ibi.agents.XDAItRoutelP) checks to determine whether the
primary host can be reached. If the primary host cannot be reached, then an alternate host is
selected by this service. The alternate host name to be used is stored in a subsequent emit
operation in a variable (called a Special Register or SREG). The subsequent emit service can
access the selected host name using the following iFL _sreg() function:
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_sreg('activehost')

Configuration parameters for Alt Route IP service

Host * Primary host to be checked for reachability
_xpath('/roct/sendto’)

Alternate * Secondary host to be checked for reachability

_property('/appl01/parms.properties’, mainhost")

Sreg* Name of the special register to hold the name of the reachable host
activehost

Timeout * Number of seconds for test to fail
3

=< Back Next ==

If the incoming message was a JSON document, then the value for the Host parameter that is
shown in this example might be:

_jsonptr('/root/sendto')

For more detailed information about using iFL and all of the functions that are available, see
the iWay Functional Language Reference Guide.

Understanding iWay Service Manager Thread Management
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iWay Service Manager (iSM) is engineered as a modern, multi-threaded server. It accepts
messages on threaded inlets and processes many messages in parallel. Computers use
threads as a means of allocating computational resources. Operating systems take
responsibility for allocating those resources among threads. Although different operating
systems may implement the heuristics of thread/resource allocation in different ways, the
general purpose is to get as much work as possible through the application in a given period of
time. The usual heuristic is to let one thread execute while another thread is awaiting
completion of some slow task such as awaiting user input or the completion of an I/0 event.

iSM is designed to maximize the work able to be performed on arriving messages to provide
high throughput, or the number of messages that can be processed in a given period of time.
Messages are isolated from each other during their processing, insuring that inadvertent
interaction does not take place and that a failure of one message does not accidentally affect
other messages.
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In multiprocessor hardware, the threads are executed by separate CPUs, and the ability of the
application to take advantage of multiple CPUs is referred to as scalability. iSM works to avoid
the interlocks that reduce scalability in order to take maximum advantage of the resources
available to its execution.

In iSM, some thread management is automatic; for example, the use of threads to watch for
run-away process flows or to respond to console requests. These threads have minimal impact
of the actual message execution and are not considered further in this section.

User configuration of listeners affects the use of threads in iSM. The following section explains
how these settings work together and how they can be expected to affect the use of threads.

How Listeners Use Threads

Inlets are the portion of a channel that accepts and prepares messages for execution. In an
inlet, the portion that accepts and prepares messages for execution is called a listener.
Listeners implement the specific protocol needed to obtain the message.

Each listener executes in its own thread, and never shares resources with other listeners. The
manager starts and stops listeners, and gathers and distributes statistics on their operation.
Listeners are designed to be reasonably inactive; they mostly await events and prepare them
for execution. The execution is delegated to a worker thread, which in iSM is called a worker.
When you set the thread count for a listener, you are declaring how many workers that listener
has to accept and process work. A message is only bound to a worker during its execution,
from when it is ready to be processed until that processing is complete. Completion of process
is not meant in a business sense - rather it means the handling on the message until the
current operation is completed.

Because workers take time to start up and shut down, the server allocates to each listener a
pre-initialized set of workers, called the listener's worker pool. The Multithreading field on the
configuration console instructs iSM startup on how many workers are to be allocated to the
pool. When a message arrives, the listener selects a worker from the pool, assigns the
message to it, and then moves on to await the arrival of the next message.

Multithreading Murnber of documents that can be processed in parallel

5
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The consequence of the multithreading number varies from protocol to protocol. Protocols that
hold queues, such as any of the queue listeners like MQ or internal, grab a message and
request a worker for its execution. The listener waits until a worker is available and then hands
off the work. If the number of workers is less than the number in the queue, then the
messages wait in the queue until a worker is available for their execution. Given an expected
arrival distribution and estimated time of service for a message, you can calculate how long a
message will wait.

Maximum Listener Thread Settings

There are other listeners that cannot wait for any period of time. An example is TCP or HTTP.
The listener must accept the message and pass it to a worker for execution or else the
message gets lost.

If there are no workers available to handle the message, you can turn many of the listeners
into queue listeners by writing the message onto an internal queue and then getting back to
the sender with an "l got it" message. For example, this technique is used (although not with
the internal listener) for AS2 - listeners take the message, return an MDN and then proceed to
handle the message. In this way, the time for a worker to become available is minimized.

You may want to increase the number of workers running in parallel to handle the actual traffic.
For example, in HTTP you might usually expect five simultaneous messages (five workers) but
once in a while you need ten workers. To do this, set threads to 5 and max to 10. When the
sixth message arrives, the worker pool "sees" that there are no workers available and creates
a sixth worker to get the message. In this way, the message is not lost. If the sixth worker
finishes, it goes back into the pool which now has six. However, because each worker takes
resources, the system watches the pool and after some time, it destroys the sixth worker,
since all you need is five. The extra was to handle the peak situation.

Multithreading Mumber of documents that can be processed in parallel
s

Maximum threads Parallel threads can grow to this count automatically on demand
|10

Some listeners do not offer the ability to grow threads, and some do.
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You cannot set the max threads to a number which is less than the multithreading count. The
threading count is the number of waiting workers. They are pre-started to avoid setup time
when messages arrive, so the size of the pool is the multi thread count. Do not confuse this
with OS threads; it is not guaranteed that they map one to one, although in most JVMs they
do.

The Internal Listener and its Affect on the Threading Model

The internal protocol is an iISM-managed queuing protocol that accepts messages from other
channels for asynchronous execution. The main purposes of the internal protocol are:

. to offer the opportunity to change from one threading model to another.

- to alleviate stress on another channel by executing work independently of the response to
the sender.

d to break up (modularize) the application for simpler development and maintenance.

When the Internal Emit Service is used in a process flow, the message is immediately added
to a named internal listener queue. For more information, see the iWay Cross-Channel Services
Guide.

When the internal emit service sends the message to the internal queue, it immediately
completes, passing the document out for any further processing. A common use of the internal
listener is to have the first channel perform needed preliminary processing and then
immediately send a receipt message (called an MDN for Message Delivery Notification) while
the actual business processing proceeds without reference to the actual source. In the AS2
protocol, the logic in the internal listener channel could prepare an asynchronous notification
of the result of the business processing. The recipient would need to correlate an
asynchronously received result with the original message. Because the internal listener
channel displays the original transaction ID, the asynchronous message can contain the
needed information to assist in the correlation.
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The diagram shows the link between two channels. The inlet and outlet handling is shown as
purple boxes. The top channel process flow sends the message to the internal listener channel
and then immediately proceeds to complete operation of the first stage.

receipt
input

Procassflow

Emittointernal queus

s s s |
Internal queve N T message >

Processflow

The internal listener channel can operate on a different number of threads than the original
recipient of the message. For example, it may be necessary to receive the messages on a
single thread to preserve input message number tracking. However, once the message is
determined to be in the correct sequence, the actual execution can proceed on multiple
threads.

Alternatively, it may be required to receive on a large number of threads, but for a final stage of
execution only one thread might be possible. This type of requirement can occur because of
restrictions on a resource (for example, a fixed number of connections to an online system,
such as SAP) or the need to control output sequence numbering in some manner.

The internal listener offers two forms of application flow throttling control:
- Passivation

Passivation refers to sending instructions to other listeners (channels) to cease acquiring
messages from their own input sources. The internal listener does this by allowing the
configuration of a high and low mark.

When the number of messages on the internal listeners queue exceeds the high mark, the
passivation is sent to the identified channels. The internal listener continues to acquire
messages from its queue, and when the number in the queue reaches the low mark, the
identified channels are reactivated. Channels not passivated can continue to acquire
messages for their processing and add messages to the internal queue.

d Inhibition
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Inhibition can be configured for the channel. It causes the internal queue itself to reject
attempts to add to the queue while the number of messages on the queue exceeds the
high mark. The inhibition state is reset when the queue reaches the low mark. The flows
attempting to add to the inhibited queue enter a pause state, and the add attempt may
time out. In such a timeout case, a status document is passed down the timeout edge of
the feeding flow, if available. Use of inhibition can have a cascading effect on the
application, causing a general pause in processing while the internal channel catches up
with the required work.

The internal channel also supports message priority. Usually, the message is placed on the
queue at a middle priority. Using priorities allows the sender to reorder message execution
through the channels as required. As a best practice, iWay recommends using priorities only if
needed. Use priorities one up or one down from the offered value. Avoid using the highest
priority value (9). Priorities are relative to other messages, and higher numbers do not
necessarily result in faster processing.

The Ordered Listener

A specialized form of the internal listener is the ordered listener. This is a patented facility that
automatically sorts and relates messages to ensure that the messages are presented to the
listener in a desired order (time, lexical or numeric compare, or application-specific). In
addition, an ordered listener ensures that the messages in any ordered group are processed
sequentially while also processing multiple groups in parallel. This facility simplifies the
development of applications that require identified processing orders.
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Getting Thread Information

When operating iWay Service Manager (iSM) in a command window or Telnet console, many
commands exist to assist in understanding (and possibly debugging) the current state of the
server. One of the more useful commands is t hr eads, as shown in the following image.

Way Service Manager Command Window

Enter commapd:>threads

W.filed . 1
W.filel.d
W.filel.3
W.filel.4

Thr-HSO0AP1
Thr-FSO0AP1
HSQLDB Timer @hBa3f5

consoled
consolel
conzole?
console3
conzoled
filel
SO0AP1
clocker

Enter command:>

In this particular display of an iSM instance with two listeners, SOAP1 and filel, you can see
the thread running each protocol listener (the channel) and one thread for each message
handler (worker) that it controls. There will be one thread for each currently available worker in
the pool.

The SOAP listener's sub-threads include one for handling HTTP and one for file management.
There is also a repository control thread that in this example is related to the HSQL data base.

The threads are controlled by the manager thread which is in charge of the server. The
manager controls five console threads, two channels, and the server's heartbeat clock used to
coordinate time-related issues such as detecting run-away process flows.

Best Practices

The flexibility of iWay's threading models enables the server to be tailored to a wide variety of
application needs. While no set of suggestions are valid for all applications, some overarching
guidelines should be considered as best practices.

1. Decide before you start configuring what performance you need. What constitutes success?
Just going fast for its own sake takes up resources that might be better spent elsewhere.

2. Use as few threads as possible to keep up with the application's needs.
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3. Sometimes fewer threads give better performance than many threads. For example,
applications configured using only a few threads in reading from an IBM Websphere MQ
queue have been clocked as completing work faster than when the listener is configured
with many threads.

4. Try to keep the number of worker threads in active use to a small multiple of the number of
available processors.

5. Process flows with long wait times built in, such as those that address external systems
over communications lines, will need more threads that those that simply work in memory
doing such things as transformations.

6. Don't be afraid to try various configurations. Measure as you go. And remember that
threads are not the only resource that affects performance: consider memory availability
and other processes running on the computer. And when measuring, remember that Java
optimizes code after many transactions run through the server. Do not start to measure
until you have run at least 1000 transactions.

Understanding iWay Service Manager Transaction Management

User's Guide

iWay Service Manager (iSM) manages transactions to ensure that multiple actions either all
complete or none complete. This is standard transaction management for servers. iSM uses
concentric transaction control, addressing the different requirements for a listener or a
process flow. Naturally, actual transaction control is influenced by the protocol and external
resources themselves, and so, this general discussion must always be considered in light of
the environment.

Listener transactions (attempt to) ensure that messages are processed one time only, but are
not lost. To this end, messages are read under transaction control. Completion of processing
of the message, regardless of outcome, completes the transaction and the message is
deleted from the source. For example, the message is picked from an MQ queue and then
deleted at the end. On the other hand, if the server should fail during mid-processing, then the
transaction does not complete and the message is made available by the original source for
re-execution.

Once read, the message is processed by the channel itself. This includes the process flow.
During the execution, specific services, such as SQL, can associate themselves with the
transaction and receive notifications in a two-phase commit manner as the process flow ends.

The process flow itself can end in one of three ways:

4 Successfully. In this case, any associated services receive a successful notification and
can commit their work with any external resources with which they are associated.

d General Failure. The associated services receive notification and perform a rollback as
needed.
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1 Fail Service Execution. The Fail service can be included in the process flow to signal a
failure, which is handled as a general failure, but under program control.

Note that use of a Catch in the process flow provides error handling, and thus the outstanding
failure is ignored. The process flow can use a Fail service to terminate the flow from within the

Catch handling if desired.

The Fail service can also trigger a Retry, which for supporting protocols causes the original
message to be resubmitted following a configured delay. This can be continued until the
message succeeds or a configured retry limit is reached. If the retry limit is reached, then the
message is considered to be permanently failed. However, this can be reset by configuring a
failure event flow.
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Administration Console

Introducing the iWay Service Manager

The iWay Service Manager Administration Console provides access to all operating
properties. To access the console, iWay Service Manager must be running.

In this chapter:

_I

L U o o U

Console Home Window

iWay Service Manager Help Window
iWay Service Manager Welcome Window
Internationalization

Encoding

Displaying License Information

User's Guide
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The following image shows the default iWay Service Manager Administration Console open to
the General Properties pane. There is a navigation menu across the top and a configuration
menu in the left pane. The right pane displays information related to the selected option.

T B G @ o6

iWay Service Manager,

Properties General Properties

- Listed below are the general properties for the base configuration of this server
General Properties

Java Properties

Settings

General Settings
Console Settings
Java Settings
Register Settings
Trace Settings
Log Settings
path Settings
Data Settings
Backup Settings

Providers
Data Provider
Services Provider
LDAP Directory Provider
Security Provider

XML Namespace Map
Provider

HTTP Pooling Providers
Authentication Realms
Data Quality Providers
Fabric Channel Provider
MQTT Client Provider

TCP Connection
Provider

Token Store Provider
Schedule Provider
Calendar Provider
SNMP Provider

Secure Shell Provider
Facilities
Activity Facility

Correlation Fadility

Command Consoles

General
Name / Home
.Verswon
| Build Date
Usage
Configuration
Name
| Status
User Security Access
Environment
085 / Hardware
.Java Info
.Java Memory
Classpath
[ Language and Locale
| Locale / Timezone

Language

JOESSS - C:fiway8/
8.0.1.1633
ASGARD 04/21/2018 17:39

Live

base - C:fiway8/configlbase
Server Uptime: 4 days, 23 hours, 14 minutes
Read / Write

Windows 10 (service) / amd64, CPUs: 8
25.171-b11 - Oracle Corporation - Java HotSpot(TM) 64-Bit Server VM
72.19 MB of 3611.00 MB (2.0%) used

‘ [1] C:\iway8\config\base\lib v ‘

en / America/New_York; time zone offset is 4 hours

English  « i-_s_ave |

The server has to be stopped, and started for the language change to take effect.

The contents of the right pane of the console change in accordance with the option selected in
the left pane.
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Main Menu

The navigation bar at the top of the console window contains the main menu. The main menu
provides access to submenus, which open in the left pane, that give access to all iWay Service
Manager functions. These menus can be used to configure, monitor, and diagnose channels,
data sources, and display system properties.

The following table lists and describes the main menu options.

Option Description

Server Displays the iWay Service Manager General Properties pane. The
submenus on the left enable you to configure server-level settings.

Registry Displays the iWay Service Manager general registry properties. The registry
is used to define and manage resources within the design-time repository
of iWay Service Manager. This registry gives access to the configuration of
resources such as adapters, emitters, listeners, services, and encryptors.

Deployments Displays information related to the run-time configuration of the iWay
Service Manager, including the settings for each channel and the current
status of each channel.

Tools Displays the iWay Service Manager log viewer, and gives access to the
iWay Service Manager package management facilities. In addition, this
pane allows you to configure access handlers for the iWay Trading
Manager and the iWay Enterprise Index. These handlers control run-time
access to the repository for these products.

Managed Clicking the Managed Servers link displays the Server Management pane,

Servers which allows you to add new server configurations and users. The drop-
down list enables you to select which of your defined server configurations
to manage.

iWay Software | Launches a browser accessing the iWay Software Technical Support
Technical website, where you can open support cases, review open cases, and
Support perform other maintenance and research tasks.

(4
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Option Description

Check Provides current release and installation information and enables you to
Website for download updates.

Updates

Provides access to the Information Builders' Customer Community.

Help Provides access to the Welcome pages, online documentation, a glossary,
and Javadoc. For more information, see iWay Service Manager Help

Window on page 41.

Restart Recycles iWay Service Manager to put into effect any new configuration

— changes that have been made. This does not restart the underlying JVM,
so parameters at that level will not be reloaded.

Licenses Displays information about your license file, including the iWay Software

— adapters you are authorized to run.

About Provides information about the installed software and general licensing

information.

General Properties Page

40

By default, the general properties page is the first page seen upon logging in to the server. It
includes the following categories of information:

General

.4 Logon ID and iWay Home Directory.

4 Version.
.4 Build Date.

4 Usage.
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Configuration

Id Configuration Name and working directory (where the iWay Service Manager configuration
files are installed for the managed server currently in use).

I Configuration Status, which displays the server uptime in hours and minutes.
Id User Security Access (the access rights of the user who logged on to the console).
IJd Full access enables editing of the iWay Service Manager configuration.
Id Read-only access enables only viewing of the configuration.
Environment
I System Operating System and Hardware.
Id Version of JVM (Java Virtual Machine).
[d Java Memory Information.
IJd Java Classpath entries.
Language and Locale
[d Time Zone and differential from Greenwich Mean Time (GMT).
All times used in iWay Service Manager are in GMT.
The differential from local time also appears.
Id Language. The language used by the iWay Service Manager Administration Console.

The default language is English. For instructions on how to change the language, see How
to Select the Language Displayed by the Console on page 49.

iWay Service Manager Help Window

Procedure:

User's Guide

The iWay Service Manager Administration Console provides a Help window that provides links
to various online help topics.

How to Open the iWay Service Manager Help Window

To open the iWay Service Manager Help window:

1. Click the Help icon in the navigation bar at the top of the console window.

Management CENE—— O G @ soves
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The iWay Service Manager Help Topics window opens.

iWay Sewvice Manager Help Topics <j
The iWay Service Manager Web Console provides access to all the operating parameters available within the iWay Service Manager (iSM) environment.
This page contains pointers to other sources of information on various iISM topics.
Online Documentation  Current documentation set for iWay Senice Manager and its associated components.
G\ossaqi A glossary of terms used in this console.
|

This Help window provides the following topics:

d Welcome - Opens the iWay Service Manager Welcome window, which includes links to
a section on getting started, tutorials, samples, and new features. For more
information, see iWay Service Manager Welcome Window on page 42.

4 Online Documentation - Opens the Documentation window, which allows you to browse
the current documentation set for iWay Service Manager and its associated
components.

4 Glossary - Opens the Glossary window, which lists and describes some common terms
that are used when working with iWay Service Manager.

4 iWay Functional Language - Opens the Function and Conditional Expressions window,
which lists and describes the various functions used by the iWay Functional Language.

.J Console Commands - Opens the Console Commands window, which lists and
describes the various commands that can be used to help manage the server.

- Javadoc - Opens the Javadoc window, which provides an overview of the business exits
in iWay Service Manager and a link to the Javadoc API. To access Javadoc, you must
first build and deploy the Javadoc sample.

2. Click one of the links to access the corresponding topic.

iWay Service Manager Welcome Window

The iWay Service Manager Administration Console provides a Welcome window to help you get
started and achieve a better understanding of the features and capabilities iWay Service
Manager has to offer.
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The following section describes how to access the iWay Service Manager Welcome window and
provides information about the various topics that are available.

Procedure: How to Open the iWay Service Manager Welcome Window
To open the iWay Service Manager Welcome window:

1. Select Welcome from the Start menu.

. Way 8.0 Service Manager h‘

Console

Start Service Manager - bas
Start Service Manager - bas
Stop Service Manager - base

Welcome

Getting Started Tutorials Info Center What's New
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This Welcome window provides the following topics that you can explore:

4 Getting Started - Learn about iWay Service Manager’s architecture and application in
the Service-Oriented environment.

.4 Tutorials - Learn how to be productive using iWay Service Manager by completing end-
to-end tutorials that will guide you along the way.

4 Info Center - Provides access to iWay Service Manager's documentation.

d What’s New - Discover what's new and what's improved in this version of iWay Service
Manager.

Click a corresponding topic icon in the window to access that topic’s page.
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Getting Started

The Getting Started page provides an overview of iWay Service Manager and describes the
fundamental concepts.

iWay/Service Manager paeraay O G ® o1

Getting Started Learn about iWay Service Manager and its architeclure and
application in the Services Orientated Environment.

QOB ¢

Welcome to iWay 8.0.1 SM

Middleware to sewice-enable other technologies so that their software can tap into them.

user interfaces, while taking advantage of loose coupling in the implementations.

Using iway 8.0.1 SM

* How do you achieve service enablement?

programming resources to develop hard-to-maintain integration code, semvice creators simply:

= Launch an explorer

= Log into an application or other system

» Find the required transaction or functionality

= Generate XML schemas to define service and event message formats

= Deploy the semvice or event to the required deployment emvironment
An iWay Explorer is provided for to suite your development needs. Additional
information on the Explorer can be found in the standard iWay Documentation site

iWay Software’s integration technology achieves loose coupling among applications by focusing on three of the most important problems in integration.

Service Enablement - iWay Software’s Universal Adapter Suite is the industry’s de facio standard for code-free service-enablement of packaged applications,
legacy systems, relational and non-relational data, and proprietary middleware. Over 60% of the industry’s leading integration vendors use iWay SOA

ﬁ Service Composition - Creating powerful, coarse-grained semvices requires service orchestration capabilities that go well beyond simple XSLT transformations
and basic routing. iWay Service Manager provides sophisticated capabilities for defining senice interfaces, managing complex multithreaded processes to
implement them, and transforming among different interface types to easily map syntactically and semantically among heterogeneous systems.

ﬁ Service Capabilities - Unlike most "standards-based” solutions, iVWay Software provides the ability to implement multiple types of standard interfaces (e.g.,
Web senices, JCA, EDI) to the same senice, allowing users to deploy their services to anyone who wants to use them in the form that they find easiest to
consume. And not only standard interfaces: iWay Software has created plug-ins to a broad array of other integration tools to provide tight coupling into their

iWay Explorer allows for senice enablement by simplifying integration’s task of the creation and maintenance of secure, reliable services that reuse existing
enterprise systems. With iWay Explorer, users can senice-enable existing functionality with a few mouse clicks. Instead of relying on highly skilled

) Accounting - Genera

E| 1) Financial Accounting

| 25 CompanyCade
-

Container

Searchable

Help
Test Run

@ Existe
@ GetPe | Generate Schema...

) Businessa ‘@ Create iway Business Service...
I3 Company
1) Functional

Use Biztalk Schemas

#) Create Event Part,..

To access the remaining topics that are available in the iWay Service Manager Welcome

window, click the corresponding icon at the top of the page. You can also click the left blue

arrow to return to the Welcome window.

User's Guide
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The Tutorials page contains a link to a tutorial called Hello SOA World, which guides you
through the process of building a service to implement the Hello World application using the
Service-Oriented Architecture (SOA) provided by iWay Service Manager. This service will be
exposed as an iWay Business Service that can be consumed by any web service-based
business process over the Internet.

iWayService|Manager, Management CYNIIEE @ © @ 7oocris

Server Registry Deployments Tools Restart Licenses About Logo
Tutorials Learn how to be productive using Service Manager by completing end-to- @ @ @ @ G
end tutorials that will guide you along the way.

iy Hello SOA World

Learn to build a coarsely grained senice to implement the Hello World Application, SOA Style. This senice will then be exposed as an iWay Business senice that can
be consumed by any Web Senice-based business processes over the Internet.

To access this tutorial, click the Hello SOA World link. The following page opens.

iWay Service. Manager, managemen: TN @O O @ rwcorin

Server Registry Deployments Tools Restart Licenses About  Logo

Hello SOA World Working with s sample @ @ et @ &

In keeping with developer tradition we present the "Hello World"” application as it applies to the various tools delivered with iWay Service Manager.

= We start by using the iWay Transformer to create the Hello SOA World transformation.

» Then we use iVWay Designer to create the Hello World Process Flow process using the Hello SOA World fransformation

» Finally we use iWay Explorer to create the HelloWarld Web Service serice by exposing the flow as a Web Senice. This senvice can then be consumed by any
Web senice enabled application.

HELLO is a big word in the SOA view of the WORLD.

As you develop the Hello SOA World sample defined by this tutorial you will go through several iterations. Remember. you must republish the flow and transformation to
activate your changes. All the files in this example (included the completed project file) are located in the iwayhome/etc/samples/manager/apps/hello directory.

Transformation  In this exercise we use iWay Transformer to build a transformation that takes an XML document "hello.xml” and creates a simple html based
web page, "hello.html".

Contents of hello_xml {the input)
<hello-world>
<greeter>h SOA programmer</grecter>
<greeting>Hello, World!</gresting>
</hello-world>

All the necessary instructions required to build the required transformation, process flow, and
service are provided.

To access the remaining topics that are available in the iWay Service Manager Welcome
window, click the corresponding icon at the top of the page. You can also click the left blue
arrow to return to the Welcome window.
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Samples

The Samples page contains links to a variety of samples that are provided with iWay Service
Manager. These samples are complete end-to-end solutions that use pre-defined iWay
components available in the iWay Service Manager Administration Console.

iWay Service Manager; L B O @ rooorim

Samples Explore complete end to end samples @ @ @ @ <j
that you can use, play with, and learn from.

vy Basic iWay Samples

The Basic iWWay samples illustrate simple ways to process file based XML messages. Ultimately, these samples implement the processing of XML data through iWay
Service Manager and can be used as a source of reference, as you build out your own integration scenarios.

vy SciFi Books

The SciFi Books sample is built around the concept of tracking new scifi books as they are published and released for sale. This sample illustrates how to listen on an
RSS feed (Really Simple Syndication). call public Web Services, update tables in a database. and work with transformations and process flows.

vy Pictures

The Pictures sample is used to illustrate how to deal with binary data as it flows into and out of iWWay. The sample implements a method of collecting images and
storing them in a database. There are a variety of techniques that can be used to retrieve and display the images {some iWWay based, others not). We create a photo
album as a simple illustration of the capability. Technically, this sample uses process flows, senvices. transforms. and adapters.

vy Javadoc

The Javadoc sample is provided to facilitate and foster a basic understanding of using the iWay Service Manager environment to host a simple website. Webmasters
are provided with a component based framewark that enables them to use ISM to create a simple web site.

The following samples are available:

IdJ Basic iWay Samples - lllustrate simple ways to process file-based XML messages.
Ultimately, these samples implement the processing of XML data through iWay Service
Manager and can be used as a reference, as you build your own integration scenarios.

|1 SciFi Books - lllustrates how to track new science fiction books as they are published and
released for sale. This sample describes how to listen on an RSS feed (Really Simple
Syndication), call public web services, update tables in a database, and work with
transformations and process flows.

I Pictures - lllustrates a simple way to load and retrieve a set of images into and from a
database. This sample describes handling binary data through iWay Service Manager and
can be a source of reference as you build your own flows.

Id Javadoc - lllustrates how to use iWay Service Manager to host a simple website.
Webmasters are provided with a component-based framework that enables them to use
iWay Service Manager to create a simple website.

To access a sample, click the name of the sample you want to explore.
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To access the remaining topics that are available in the iWay Service Manager Welcome
window, click the corresponding icon at the top of the page. You can also click the left blue
arrow to return to the Welcome window.

The What’s New page lists and describes new features in this version of iWay Service
Manager.

iWayService Manager Managed Servers i ReNe)

VWhat's New  Find out information on what's new and what's improved in this version @ @ @ <j
of iWay Service Manager - - - - -

This document describes a variety of the new features that are available in the Way 6.0.1 Service Manager. iSM B.0.1 focuses on pedormance and security
enhancements. This information is organized as follows

& Intraduction

e iWWay Sewice Manager
« IWay Adapters

iWay Service Manager  iWay Software is pleased to release iWay Service Manager B.0.1 This release offers

Standards Compliance: iWay Service Manager B.0.1 meets current RFC requirements for XML, protocals and security
controls. This includes a new, fully-compliant XPATH capability.

Security: i¥Way Service Manager 5.0.1 is based on accepted standards for encryption, document digital signature, user
authentication and authorization

Perfoermance: Significant improvernents in throughput and latency make iWay B.0.1 a prime component of high-performance
networks and business processing solutions.

Protocol Enhancements: Improved HTTP and AS2 solutions significantly irmprove transaction valumes along with full RFC
compliance. Way B.0.7 provides support for HTTP 1.1 including support for REST messages allowing for integration in Web
Oriented Architecture.

Controllability: New features make it easier to configure the server for a specific run-time emironment and to contral the
operation of the server both locally and from a remote location. Control commands are subject to user authentication and
authorization to protect the integrity of the running server.

Data Quality: A new, integrated Data Quality engine offers advances in data validation and Master Data Managernent
situations.

Trading Partner Management: & new trading partner manager offers extended control of trading partner-specific
information

Complex Event Processing: A new real time data feeder supports detailed analysis of business activity passing through
the ivWay Serice Manager.

Transactionality: Advances in iWay transactionality improve integrity of business processes. The Communication Resource
Manager (CRM) Gateway in conjunction with iay Service Manager supports the two phase commit processing for the IMS
and CICS adapters.

The information is organized as follows:
d Introduction

d iWay Service Manager

d iWay Adapters

To access the remaining topics that are available in the iWay Service Manager Welcome
window, click the corresponding icon at the top of the page. You can also click the left blue
arrow to return to the Welcome window.
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Internationalization

Procedure:

Encoding

User's Guide

iWay provides a simple framework to access localized text and to label messages.

Internationalization features rely on encoding. For more information, see Encoding on page
49.

From the console, you can:

.4 Select the language to be used to display console information.

The Language field in the console home window shows the language used by the console.
The default language is English. For instructions on how to change the language, see How
to Select the Language Displayed by the Console on page 49.

.4 Set the default encoding that iWay Service Manager uses when the encoding scheme is not
set on an incoming message.

For instructions, see How to Set the Default Encoding on a Listener on page 51.

How to Select the Language Displayed by the Console
To select a language:

1. Inthe General Properties pane, select a language from the Language drop-down list, then
click Save.

2. Stop and restart the server to apply the change.

A message consists of a sequence of characters. A character itself is an abstract notion. A
character is defined by the assignment of a group of bits to a glyph, or to an instance of a
character that can be displayed. Encoding refers to the sequence of bits assigned to represent
related characters.

There are eight bits in a byte and a limited number of characters that these bits can represent.
As a result, the same sequence of bits often is assigned to multiple characters. The bits do
not refer to the character as unique among other possible characters, but rather to a specific
character within a limited group of characters, for example, the letters in a local alphabet such
as English, French, or Japanese.

iWay Service Manager must recognize specific characters in a message. Therefore, it is
important to identify the exact sequence or group of characters to which the bits belong. Only
with this information can iWay Service Manager correctly interpret and process the message.
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Unicode

iWay Service Manager supports all encoding schemes normally used.

The document character set for XML and HTML 4.0 is Unicode (also known as 1SO-10646).
HTML browsers and XML processors use Unicode internally, but documents are not required to
be transmitted in Unicode. Provided that the client and server agree on the encoding scheme,
the browser or processor can use any encoding that can be converted to Unicode. The
character encoding scheme of any XML or (X)HTML document must be clearly labeled. With
this information, clients can easily map these encoding schemes to Unicode.

Working With XML Documents

Because XML documents can originate from sources using many languages, the encoding
scheme of a specific document is, as a standard, included in the document. Encoding
schemes for XML documents are expressed by names assigned by the Internet Assigned
Naming Authority (IANA). iWay Service Manager recognizes this encoding declaration and
respects it for analysis and handling of the message.

The responsibility for declaring the correct encoding scheme belongs to the originator of the
document. An XML message without a specific encoding declaration is given a default
encoding scheme by examining the first few characters of the message. The usual default
assignment is ASCIl or EBCDIC.

Specifying the wrong encoding scheme for a message is a common source of problems and
usually results in the inability of iWay Service Manager to parse the message, thus generating
an error. For example, it is a common mistake to assign the encoding scheme UTF-8 to every
message under the assumption that this is the "cover all cases" scheme.

In reality, UTF-8 is a variable-bit sequence that is very specific; some characters (ASCII 127
and lower) map correctly. However, other characters (above 127) consist of bit patterns that
may not be valid UTF-8 encoding. Erroneous use of UTF-8 often results in parsing errors.

Working With Non-XML Documents

50

A non-XML document does not carry its encoding scheme in a manner that iWay Service
Manager can recognize. Such a document may be processed into XML by preparser exits. In
this case, iWay Service Manager must recognize which encoding scheme to apply to the
message. The listener configuration must specify the encoding scheme to use.

From the console, you can set the default encoding that iWay Service Manager uses when it
cannot determine the encoding scheme from an incoming message. For instructions, see How
to Set the Default Encoding on a Listener on page 51.
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Although the engine is optimized for handling XML documents, including non-XML that passes
through preparsers to create XML, you can pass non-XML through the engine stages.

A non-XML message is referred to as a flat document that, depending on the message, stores
the message as a byte array, a string, or an attachment array. A flat document does not pass
through the preparser and reviewer exits but is passed through to the business exits.

A common use for a flat document is simple protocol conversion, in which a message is
retrieved on one protocol and emitted on another. If no transformation or processing is
required, a performance benefit can often be obtained through the elimination of the XML
conversion and parsing. Protocol emitters can emit messages from both XML and flat
documents.

An incoming message can be established as a flat document by setting the appropriate
listener property, so that all documents arriving on that listener are treated as flat. An exit can
also store flat information in the document, in which case the document is marked as flat.
Another exit can return the document to an XML state by storing an XML tree.

Java Encoding Schemes

Procedure:

User's Guide

iWay Service Manager processes messages using the Java language and uses the appropriate
Java encoding scheme to convert the sequence of bits into usable information. For this reason,
iWay Service Manager converts the IANA names to their appropriate Java encoding equivalents.
There is a one-to-one mapping from IANA names to Java names; however, there is no mapping
in the other direction. In addition, Java names can vary by platform and locale. Therefore, a
listener configuration must include the Java encoding name.

How to Set the Default Encoding on a Listener
To set the default encoding on a listener:

1. From the main menu, choose Server, then General Settings.
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The General Settings pane opens, as shown in the following image.

General Settings
Listed below are the general settings for the configuration of this server. Each section stands alone, and the update for that section only
saves the section itself; other sections may be reset to their current settings. Therefore, change one section at a time.

Encoding

Encoding - Identifies the default character set encoding to be used when no other value has been set. Encoding may be
specified on the document, listener or, system level. Some encoding identifiers, although valid, may not be available for this
installation.

Encoding Cp1252

Select a predefined xml encoding -

Update |

Compatibility

EDA Documents - Process EDA documents, look for <eda=, <eda_island= and <eda:control> elements in XML requests.

EDA = on
Documents -

XPath 1.0 Functions - Determines the version of the XPath language used by the generic XPath() iFL functions. Select true
(default) to make _xpath(), _xflat() and _exists() use the full XPath 1.0 syntax. By setting this to false, these functions use only
a reduced set of the abbreviated syntax described in section 2.5 of the XPath specification. This version is very fast, but
incomplete. You can also elect to use specific functions _iwxpath(), _iwxflat{) and _iwexist=() to specify the reduced support,
high speed wversion, and _xpathi(), _xflat1{) and _exists1() to specify full syntax versions.

)(F'ath 1.0 [ On
Functions

Use Third-Party XPath 1.0 - Determines the XPath 1.0 engine used in the iWay XPATH functions. Select this option to make
_xpath1(), _xflat1() and _exists1() use a third-party implementation of XPath 1.0 (like Xalan). By default, these functions use
the built-in iWay implementation of the full XPath 1.0 syntax for _xpathi(), _xflati({) and _exists1().This option will also affect
use of _xpath(), _xflat() and _exists() when full XPath 1.0 language support is selected.

Use Third- Il
Party XPath 1.0 —

WSDL Compatibility - The WSDL analysis for incoming <i=iWay Adapter</i> requests has been optimized for performance.
Select this option to cause the adapter execution to be performed as it was in prior releases.

WsDL B On
Compatibility )

Update

In the Encoding field, select the default encoding by choosing the encoding name from the

drop-down list or typing it directly.

The default value is the platform encoding scheme used to read and write characters in

the native file system and depends on the platform on which iWay Service Manager runs.

The specified encoding scheme must be available for use by iWay Service Manager.
Encoding schemes are provided to Java in the I18N.jar file. You must obtain the

appropriate 118N.jar for your locale and platform and load it into the iWay lib directory. The

JAR file can be obtained from:

www. j avasoft.com
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3. Click Update.

Displaying License Information

A license file determines the iWay products you are authorized to run. The license file for your
installation resides in the iWay7 home directory.

To display information about your license file, select the Licenses option from the upper right of
the console. A window opens, showing the name of your license file and licensed feature
codes. If applicable, the window displays the names of unregistered license files and provides
error messages, such as “license file invalid”.

Registering iWay Service Manager

After installation, you must register the product to obtain a permanent license. You can provide
configuration information in the configuration webpages that are provided. These pages run as
part of iWay Service Manager.

iWay Service Manager includes a ninety (90) day trial license for all components.

Procedure: How to Register iWay
To register iWay:
1. |Ifitis not already started, start iWay Service Manager.

2. Click Licenses in the upper right of the pane.
The Licensed Features pane opens.

3. Click register the software.
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The iWay Registration pane opens, as shown in the following image.

iWay 8.0.1 Registration - As part of its ongoing commitment to customers evolving business needs, iWay Software has instituted
changes to its product licensing scheme. iWay 8.0.1 comes with a complete ninety (90) day trial license for all components. When
you register the software you will receive a license (via email) that is appropriate for your site.

Complete this form to register your iWWay 8.0.1 software:

Company Phone Number |

Full Name

Email Address

Address Line 1

City

State

ZIP/Postal Code

\
\
\
\
Address Line 2 ‘
\
\
\
[United States -

Country

Submit »>>>> Sl |EEMa)

Fill out the above form and submit it via the web or via email. Remember the registration process can take several days to complete
s0 please make sure to leave enough time for us to process the registeration and return it to you before the trial license expires.

4. Supply the requested information.

5. Click Web or Email to submit the information.



Chapter

Installation Verification Procedure

The Installation Verification Procedure (IVP) enables you to ensure that iWay Service
Manager (iSM) is installed and configured correctly.

To verify iSM installation and configuration:

1. Start the default configuration, which is called base, and log on to the iWay Service
Manager Administration Console.

2. Build and deploy the filel channel, which is included as a sample.

3. Test iWay Service Manager by using the channel to move an XML file from an input
directory to an output directory.

The filel channel sample illustrates the simplest form of a channel that picks up an XML
document from the file system and moves it to another location in the file system.

A variety of samples are included with iWay Service Manager to help you achieve a basic
understanding of the iWay Service Manager environment and the concepts that are used.
For more information on samples, see Introducing iWay Service Manager on page 13.

For more information on installing iWay Service Manager, see the iWay Installation and
Configuration Guide.

In this chapter:
. Accessing the iWay Service Manager Administration Console
.4 Building and Deploying the Filel Channel

.4 Testing iWay Service Manager

Accessing the iWay Service Manager Administration Console

Procedure:

User's Guide

The iWay Service Manager Administration Console is a browser-based interface that is used to

design, configure, and deploy components.

How to Access the iWay Service Manager Administration Console
To access the iWay Service Manager Administration Console:

1. Ensure that iWay Service Manager is started.

For more information on starting and stopping iWay Service Manager, see Operations and

Monitoring on page 389.
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2. Open a web browser and point to the following URL:

http:// host: port

where:
host

Is the host machine where iWay Service Manager is installed. The default value is
localhost.

port
Is the port where iWay Service Manager is listening. The default port is 9999.

Alternatively, on Windows, you can select Start, Programs, iWay 7 Service Manager, and
then Console.

A logon dialog box opens.
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3. Type iway for both the user name and password, and then, click OK.

The iWay Service Manager Administration Console opens, showing the General Properties
section in the central pane.

iWay Service Manager

p—

Properties

General Properties

Java Properties

Settings

General Settings
Console Settings
Java Settings
Register Settings
Trace Settings
Log Settings
Path Settings
Data Settings

Backup Settings

Providers
Data Provider
Services Provider
LDAP Directory Provider
Security Provider

XML Namespace Map
Provider

HTTP Pooling Providers
Authentication Realms
Data Quality Providers
Fabric Channel Provider
MQTT Client Provider

TCP Connection
Provider

Token Store Provider
Schedule Provider
Calendar Provider
SNMP Provider

Secure Shell Provider
Facilities
Activity Facility

Correlation Facility

Command Consoles

General Properties

Listed below are the general properties for the base configuration of this server.

General
Name / Home
Version

Build Date
Usage
Configuration
Name

Status

User Security Access
Environment
OS / Hardware
Java Info

Java Memory

Classpath

Language and Locale
Locale / Timezone

Language

JOESSS - C:fiwayb/
8.0.1.1633
ASGARD 04/21/2018 17:39

Live

base - C:fiwayB/config/base
Server Uptime: 4 days, 23 hours, 14 minutes
Read / Write

Windows 10 (service) / amd64, CPUs: 8
26.171-b11 — Oracle Corporation - Java HotSpot(TM) 64-Bit Server VIV
72.19 MB of 3611.00 MB (2.0%) used

[[1] c:\iway8\config\base\lib M|

en / America/New_York; time zone offset is -4 hours

English | Save

The server has to be stopped, and started for the language change to take effect.

Building and Deploying the File1 Channel

The filel channel is included as a sample in the registry. This channel has an inlet that
includes the filel sample listener. The route, called move, moves the input stream to the
output stream. Finally, the outlet, called default.outlet defines an empty outlet. An outlet that
does not contain an emitter is considered to be a default outlet. With a default outlet, the
output is routed back to the default location specified by the listener.
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The following procedure describes how to build and deploy the filel channel for use in the
installation verification process.

Procedure: How to Build and Deploy the File1 Channel
To build and deploy the filel channel:

1. Click Registry in the menu bar, which is located in the top pane.

iWay Service Manager,

Server Registry Deployments Tools

The Registry - Repository pane opens, showing links to various types of conduits and
components you can configure.
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2. Click Channels.

Conduits

Channels

Inlets @

Cutlets

Routes
Transformers

Processes

The Channels pane opens.

3. Select the check box next to the filel channel and click Build.

Channels
Channels are the pipes thru which messages flow in iway Service Manager, A Channel is defined as a named container of Routes
(Transformers + Processes), contralled by Routing Rules and bound tao Parts {Listeners/Emitters).

Channel Definitions

[CIFilter

|:| Name Type Yiew Description

O default & &  The default channel can be used as a starting point for quickly defining functionality in the system.
This template defines the minimal conduits and components required for deployment. You can copy
this channel, add a listener, build and deplay.

file1 (& @ The filel channel is based on the default channel. It adds an inlet that contains a file listener and
completes the sample file channel.

O file2 & @ The file2 channel is based on the filel channel. It uses a route that contains the PFIWP process.

O filed (& @ The file3 channel is based on the file2 channel. It uses a route that contains the PFIWVPWE process
and adds a reviewer to the mix.

O filed & @@ The filed channel is based on the file3 channel. It includes routes as defined by the file1, file2 and
file3 channels. This channel illustrates a multi-routed condult.

[0 scifibooks & &  The SciFi Books channel is used to define and deploy the SciFi Books sample. This sample is built

around the concept of tracking new science fiction books as they are published and released for
sale.

[Delete] [ Rename ] [Copy] [Buﬂgl
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The build result

pane for the filel channel opens.

Channels
Channels are the pipes

file1
Build result for channel

Message level
Info
Info
Info
Info
Info
Info
Info

Info

thru which messages flow in iWway Service Manager, & Channel is defined as a named container of Routes

{Transformers + Processes), controlled by Routing Rules and bound to Ports {Listeners/Emitters).

Message

Start

Yalidating Channel
Channel is valid
“alidating Inlet
Inlet is valid
“alidating Routes
Build Successful

End

Click Deployments in the menu bar.

iWay Service Manager,

Server Registry Deployments Tools

The Deployments pane opens, showing links to Channels, Services, and Web Services, in

the left pane.

Click Channels in the left pane.

The Channel Ma

Management

Services

Directory

wWeb Services

nagement pane opens, as shown in the following image.

Channels
Manage Channels which have been deployed.

Channel Management
The channels listed below are deploved. Select a channel to undeploy, repair, start, stop, ar deplay a new channel from the repository

[CIFilter |By Mame wihere Name Equals

[] channel Name Protocol Date ¥Yersion Status Active A-C-S5-F Description

Mo deployed channels were found

[Deploy] [ Undeploy ] [Repa\r]

Notice that there are no deployed channels available in the table.

Click Deploy.
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The Available Channels pane opens.

Channels
Manage Channels which have been deployed.

Available Channels
This is a listof channels ready far deplayment into the selected Managed Server. Select the channels and click deploy. You can not deploy a
channel that has already been deplayed in to the selected Managed Server. To Undeploy or Redeplay a channel, go hack ta the previous

page.
Channel Name Creation Date Built On Yersion Description
@ filel Moy 21 0618 PR 2006 1511068-05068 1 The filel channel is based on the default channel. It

adds an inlet that contains a file listener and completes
the sample file channel.

[<< Back ] [ Get Wersions ]

7. Select the filel channel and click Get Versions.

The Channel Versions pane opens.

Channels
Manage Channels which have been deployed.

Awvailable Channels
This is a list of channels ready for deploymentinto the selected Managed Server. Select the channels and click deploy. You can not deploy
a channel that has already been deployedin to the selected Managed Server. To Undeploy or Redeploy a channel, go back to the previous
page.

Channel Name Build Date Built On Version Description

file1 Jan 32014 09:54 AM  httpo/INFORMA-GMFLIGQ 1 The file1 channel is based on the default
channel. It adds an inlet that contains a file
listener and completes the sample file
channel.

| << Back | | Deploy | | Get Versions |

8. Select the check box next to the filel channel and click Deploy.

You are returned to the Channel Management pane. Notice that the filel channel is now
included in the list of deployed channels.

Channels
Manage Channels which have been deployed.

Channel Management
The channels listed below are deployed. Select a channel to undeploy, repair, start, stop, or deploy a new channel from the repository.

Filter | By Name Where Name ¥ | | Equals v
Channel Name Protocol Deploy Date Version Status Active A-C-S-F Description
file1 file Jan 3 2014 10:12 AM 1 x v - - Thefile1 channel is based on the

- default channel. It adds an inlet
that contains a file listener and
completes the sample file channel.

| Deploy | | Undeploy | | Redeploy | | Repar | | Start | | Stop |
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Note: Once a channel is deployed, you must also start it. A deployed channel is not
started automatically. Notice the red X in the Status column.

9. Select the check box next to the deployed filel channel and click Start.

A green checkmark now displays in the Status column, indicating that the deployed
channel is started.

Channels
Manage Channels which have been deployed.

Channel Management
The channels listed below are deployed. Select a channel to undeploy, repair, start, stop, or deploy a new channel from the repository.

Filter | By Name Where Name ¥ | |Equals v
Channel Name Protocol Deploy Date Version Status Active A-C-S-F Description
file1 file Jan 3 2014 1012 AM 1 v v’ 0-0-0-0 Thefilel channel is based an

the default channel. It adds an
inlet that contains a file listener
and completes the sample file
channel.

| Deploy | | Undeploy | | Redeploy | | Repair | | Start | | Stop |

Testing iWay Service Manager

You can use the filel channel that was deployed in How to Build and Deploy the Filel Channel
on page 58 to verify iWay Service Manager.

The filel listener included in the inlet of the filel channel picks up the XML document placed
in the specified input directory and moves it into a specified output directory.

Procedure: How to Test iWay Service Manager Using the File1 Channel
To test iWay Service Manager using the filel channel:

1. Use an edit utility such as Notepad to create the following XML file:

<test>
This is an XML test file.
</test>
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2. Save the XML file into the directory specified as the input path for the filel listener.

@ @ @ 7.0.0-CFR.1180

Mana

iWay Service Manager R—

Server egistry ploy tar s
Conduits Listeners
Listeners are protocol handlers, that receive input for a channel from a configured endpoint. Listed below are references to the listeners that
Channels are defined in the registry.
Inlets . . F ~
Configuration parameters for new listener of type File
Outlets
Input Path * Directory in which input messages are received. 4 specific file name or (DOS-style regular expression pattern)
Routes can be used. If you include the suffix in the pattern (such as ab* xml) then be sure to configure the Suffix In to allow
Transformers any suffix. Multiple locations can be specified, separated by ', or ', character.
Processes |C:/PROGRA~2/iway7/etc/samples/manager/file1/listener.folders/pic | Browse
Components Destination * Directory into which output files are stored. Specific file name is optional. Use * in file name to be replaced by
Adapters timestamp, # by sequential counter. If required directories are not present at runtime, iSW will attemptta create
them. At runtime, if it is unclear whether path names a directory or a filename, iSM will assume the path names a
Decryptors file
Ehioe |C:J’PROGR.ANZfiway?/etcf’samDIEs/manager/fi\E1/Iister|Er.fuIdErsf’dr( Browse
Emitters
Encryptors Removal Destination Full path file pattern asserting where input files will be moved. Use * in file name to be replaced by imestamp, #
[Lotznes ] ey seauental counter
Preemitters |C:IPRDGRA~2!|wav?[etc:/samDIEs/manager/ﬂ\El[llstenar.ﬁﬂldars{:nr Browse
Preparsers
. Suffix In Filter The listener will match the extension exactly, plus the corresponding all-uppercase and all-lowercase extensions
Reviewers List are supported: enter XML, in to accept files with extensions xmi and i in either case. Do notuse '’ use -to
Rules mean no extension, or *to mean any extension.
Schemas el
Services
Transforms Scan subdirectories Iftrue, all subdirectories will be scanned for files to process
Variables I'FE‘SE
i v
Parameters Bickione
Registers . . .
Do not unzip ZIP files Pass ZIP files as a single file for processing (requires ACCEPT FLAT turned on)
Recovery |'Fa\5e
Recycle Bin Pick one v
—

When viewing the configuration parameters for the filel listener, the default path that is
specified in the Input Path field is:

i nayhore\ et c\ sanpl es\ manager\fil el\li stener. f ol ders\ pi ckup

where:
/ wayhone
Is the name of the directory where iWay Service Manager is installed.

This is the location on your file system where the XML file will be picked up by the filel
listener.

If you correctly installed iWay Service Manager and successfully built and deployed the
filel channel, iWay Service Manager will pick up and then move the XML file into the
directory specified as the destination for the file1 listener. The default path is:

[ nayhone\ et c\ sanpl es\ manager\fil el\listener.fol ders\dropoff

3. Browse to the destination directory to ensure that the XML file was moved.
Additionally, the monitor pane allows you to verify that the test has completed.
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4. Click Deployments in the menu bar.

The Deployments pane opens, showing the Channel Management pane.

Channels
Manage Channels which have been deployed.

Channel Management
The channels listed below are deployed. Select a channel to undeploy, repair, start, stop, or deploy a new channel from the repository.

Filter | By Name Where Name ¥ | | Equals v
Channel Name Protocol Deploy Date Version Status Active A-C-S-F Description
file1 file Jan 3 2014 10:12 AM 1 v v 0-0-0-0 Thefilel channel is based on

the default channel. It adds an
inlet that contains a file listener
and completes the sample file
channel.

| Deploy | | Undeploy | | Redeploy | | Repair | | Start | | Stop |

Notice the A-C-S-F column, which now shows a O below the A (Active), a 1 below the C
(Completed), a 1 below the S (Successful), and a O below the F (Failed).

If this is the first XML file you placed in the input directory, and the number for Completed
(C) is 1, then your configuration is correct.

You have finished verifying that iWay Service Manager was installed and configured correctly.
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Chapter

Configuring Basic Properties

This section describes how to configure properties for iWay Service Manager (iISM).

In this chapter:

_I

Configuring Properties

Configuring Properties as Constant Values

Obtaining Configuration Properties From the File System

Obtaining Configuration Properties Using LDAP

Obtaining Configuration Properties Using a Document-Centric Query
Obtaining Configuration Properties Using Special Registers

Using Registers, Register Sets, and Parameters

Configuring Properties

You can provide the properties required to configure iSM in the following ways:

_I

L U o LU

From a constant value.

From values stored in a file.

Using Lightweight Directory Access Protocol (LDAP).

Using a document-centric query (XPath) or (JsonPath, JsonPointer).

Using a Special Register (SREQG).

Configuring Properties as Constant Values

User's Guide

You can provide configuration properties and store them as constant values.
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For example, in the Listeners pane, values for the Input Path and Destination for a File listener
are displayed.

Listeners

Listeners are protocol handlers, that receive input for a channel from a configured endpoint, Listed below are references to the listeners that
are defined in the registry,

Configuration parameters for new listener of type File

Input Path © Directary inwhich input messages are received. A specific file name or DOS-style pattern) can be used. Donot
use file suffix.
cam

Destination * Diirectory into which output files are stored. Specific file name is optional. Use *infile name to be replaced by

timestamp, # by sequential counter

chout

Full path file pattern assering where input files will he moved. Use * in file name to be replaced by timestamp, # by
sequential counter

Remaoval Destination

Suffix In Limits input files to those with these extensions. Ex ¥ML,in Do not use ".'; - mean no extension, ' means any
wml

Scan subdirectories Iftrue, all subdirectories will be scanned for files to process
false
Pick one

Da not unzip ZIF files Pass ZIP files as a single file for processing (reguires ACCEPT FLAT turned on)

false

Pick one

Obtaining Configuration Properties From the File System

A configuration property can be stored in a file on the file system. This method is useful for
large, complex queries used with an SQL listener.
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The formatis file(drive:l directoryl filenane).Inthe RDBMS listener configuration
pane, the query resides in the queries directory in a file named sql1.txt, as shown in the
following image.

Listeners
Listeners are protocal handlers, that receive input for a channel from a configured endpoint. Listed below are references to the listeners that
are defined in the registry,

Configuration parameters for new listener of type RDBMS

Driver Full name ofthe JOBC driver to reach the database
com.microsoft jdbe.sglserver. SQLServerDriver

URL URL far JDOBC driver to access the database

jdbc:microsoft:sglserver:/fiwayntk1:1001; databasename=pubs;Sele

User Mame Database ugerto access inputtable
538
Pasaword Database pagsword for uger
o
Table Mame of database table to access for auiomatically generated SQL; also name of root tag in generated WL
Maximum Rows Maximum number of rows to include in each document
1
SAL Query S0L guery statement to get data. If omitted, ‘select™ from tabie'is used. Do notuse if a listener exitis provided.

_file(C:/queriesisqll bd)

Obtaining Configuration Properties Using LDAP

User's Guide

LDAP (Lightweight Directory Access Protocol) is a well-established emerging standard for
access to corporate directories, such as Microsoft Active Directory and Novell Directory. You
can use LDAP to store security information, for example, user IDs and passwords, and
configuration properties.

iWay Service Manager (iSM) supports LDAP for looking up parameters to be used in processing
exits. In iSM, processing exits include preparsers, preemitters, and services. The LDAP
information is resolved at iSM start-up time.

In LDAP, a directory is subdivided into contexts. Within each context, a filter describes a
section of the directory from which an attribute is to be obtained. For example, in the iWay
Software context, under the filter of <surname='Smith', system='SmithSystem'>, the attribute
password would be Smith's password in SmithSystem.

Using LDAP to store configuration properties offers the following benefits:
- There is no duplication of information in the iSM configuration files.

- Any configuration property can be accessed directly from any LDAP-enabled directory.
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Using LDAP

Procedure:

68

- As information in the registry changes, the change is automatically propagated to iSM
during the next start up, without reconfiguring iSM.

You can use an LDAP look-up request for most properties in the iSM configuration. To use
LDAP, you must define the LDAP directory to iSM. You enter the LDAP provider URL that
identifies the path to the LDAP directory and optionally, a root context, for example:

| dap://iwal dap: 1234/ dc=peopl e, do=etc

After it is provided, the initial context is used unless it is overridden in an LDAP access request
function elsewhere in the configuration.

Some configurations require that you also enter a valid user ID and password on the LDAP
directory server. If you request LDAP access and it is not authorized, you cannot start iSM.
LDAP servers that are configured to provide anonymous access do not require a user ID or
password.

After you receive authorization to use an identified LDAP context, you can specify the value of
any property as:

_ldap(filter;attribute to_get[; context])
The context is optional, defaulting to the context set in the initial LDAP access specification.

Failure to locate the attribute within the context under the filter results in an empty property
value.

You must configure access to an LDAP server before using LDAP as a means of storing
parameters for use by iSM.

How to Configure Access to an LDAP Server

To configure LDAP:

1. In the top pane, click Server.
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2. From the Providers list in the left pane, click Directory Provider.

Providers

Drata Provider

Services Provider

LDAP Directory Provider

Security Provider

XML Namespace Map
Provider

HTTP Pooling Providers
Authentication Realms
Data Quality Providers
Fabric Channel Provider
MQTT Client Provider

TCP Connectian
Provider

Token Store Provider
Schedule Provider
Calendar Provider
SNMP Provider

Secure Shell Provider

The Directory Provider pane opens.

Directory (LDAP) Provider
Directories house information organized by keys and context. The most commonly used directories are accessed through LDAP, the
Lightweight Directory Access Protocol.

Defined LDAP Providers
Providers configured to enable the use of lightweight directory access protocol

[]  Name Description Default

Mo directory providers have been defined

MNew Delete

3. Click New.
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The Directory Providers: LDAP pane opens, as shown in the following image.

Directory Providers: LDAP

LDAP directory.
LDAP Server Definition

MName *

Description

LDAP Initial Context Factory

URL *

Pool Size

Authentication Mechanism

Authentication Realm

User ID

Password

SSL Context Provider

Quality of Protection

Lightweight directory access protocol or LDAP a software protocol that enables standard program accessibility to locate organizations,
individuals, and other resources such as files and devices in a network, whether on the public Internet or on a corporate intranet. Enabling
LDAF for use with iWay Service Manager allows the value of configuration parameters to be retrieved directly from an LDAP-enabled
directory. iWay Service Manager's use of LDAFP follows all security rules for LDAP use and does not permit any changes to be made to the

Enter the name of the directory server definition to add.

Enter a description of the use of this directory server.

Fully gualified class name ofthe LDAP Initial Context Factory, defaultis com.sun.jndi.ldap. LdapCixFactory

URL to reach LDAP directory. LDAP URL's are in the form |dap:/fhost:por] or Idaps:/host:port]. When used as a
CertStore, consider adding the base DM to the URL, for example Idap:#fhost)porfo=Company,c=US

A pool of connections to the LDAP server reduces contention but increases memory use. iWay suggests a range of
2-10 for a normally loaded system.

2

Specifies the authentication mechanism to use. Choose Mot Specified to use JNDI's default. Ifthe User ID and
Password are absent, the default is none, otherwise the default is simple. When using an LDAPS URL, the default
is always simple. You can also type a space separated list of mechanisms to try in order of preference.

Mot Specified
Pick one -

For some SASL authentication mechanisms, this is the domain from which the user ID should be chosen. [f you do

not specify a realm, then any one of the realms offered by the server will be used.

User ID registered for appropriate access to this LDAP directory.

Password for access to the LDAP directory.

iWay Security Provider for SSL Context. This parameter is required when using an ldaps: URL. When an S50
Context is given with an |dap: URL, this will upgrade the normal LDAP connection to one protected by TLS/SSL
using the LDAP StadTLS extension.

Pick one or enter value -

Some SASL mechanisms support integrity and privacy protection of the communication channel after successful
authentication. Choose Mot Specified to rely on JNDI's default.

Mot Specified

4. Type the property values that are specific to your LDAP server.

5. Click Test to verify the provided values, and correct any mistakes if there is a Test Result
Failure shown at the top of the pane.
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6. When the test is successful, scroll to the bottom of the pane and click Add.
Example:  Configuring an FTP Listener Using LDAP

Any property can be retrieved using LDAP. The following image shows a sample configuration of
an FTP listener where the user name and account name are retrieved from LDAP.

_Idap(CN=John Snmith; sAMAccount Nane)

Listeners
Listeners are protocol handlers, that receive input for a channel from a configured endpoint. Listed below are references to the listeners
that are defined in the registry.

Configuration parameters for new listener of type FTP[S] Client (Clear text or SSL FTP Clients)

Host Mame * DNS name (or IP address) ofthe FTP server that you wantto connect to. Use hostport if not standard port 21.
|edasq|28 |
User Mame * |5 the valid user ID on the FTP server

|_Idap(CN=]nhnSmith; sAMAccountName |

Password * Is the valid password for the FTP server
|........ |

Account Mame Is the valid account for the FTP server

Port Restrictions If set restricts the PORT/EPRT command to the following range of ports (i.e. 1000-9999, 50000-60000, etc.).
[1000-5993 |

Input Path Directory on FTP host from which to retrieve files. An optional search pattern may be included with the directory

and will be evaluated as either a DOS pattern (e.g: a* or a???), or as a Java Regular Expression (e.g. *a.* or*a..)
depending on the setting of the "Wildcard pattern’ field.

|fqafeda|dapj1n |

Scan Subdirectories If set look through all sub directories for matching entries.
|false ‘
|Pic:|-c one V‘
Destination Directory on the FTP server into which outputfiles are stored. If missing the home directory of the userused to

authenticate to the FTP server is used. Specific file name is optional. Use * infile name to be replaced by
timestamp, # by sequential counter. If itis unclear whether path names a directory or a filename, iSM will assume
the path names afile.

|fqafeda|dapf0ut |

Obtaining Configuration Properties Using a Document-Centric Query

Using iWay Functional Language (iFL), the internal server provides functions that can address
the parsed form of a payload. These functions require a document to be present and in
process. This differs from other iFL functions such as _sreg() or _property(), which can access
information without a document being present or in process. For XML, the standard Xpath
language is provided, while for JSON, JsonPath and JsonPointer are offered.
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This section describes the use of XPath to route the XML document. However for JSON
documents, the _jsonpath() or _jsonptr() functions can be used. For more information on these
functions, see the iWay Functional Language Reference Guide.

Example:  Using XPath to Dynamically Route Output

The <email> node in the following sample code is referenced by iSM to route a reply-to
message:

<custoner_profile>
<nane>Joseph Bl oggs</ nane>
<emui | >Joe_Sni t h@ bi . conx/ emui | >
<vehi cl es>
<car >JAGUAR</ car >
</ vehi cl es>
</ custoner_profile>

The XPath notation _xpath(/customer_profile/email) shown in the following image indicates the
emitter information derived from the file.

Configuration parameters for new emitter of type EMAIL

Destination * E-mail address of receiver, i.e., user@mail_host

|_xpath(Icustomer_proﬂleremail)

Outgoing Mail Host * Destination email host to which outgoing email is sent; required for handli

|ibismtp.ibi. com

Email User User name at the host to send mail email if secured email system

a5

Email Password Password for the send user at the email host if secured emnail system

Obtaining Configuration Properties Using Special Registers

Special registers are named tokens that contain information available to services. You can use
special registers in:

. Incoming documents
.4 Parameters

d Configuration values

Special registers are accessed by their token name, _sreg(sregname).
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Some special registers are completed automatically by iWay Service Manager (iSM) during
operation. For example, the correlation ID of a message from a queue (for example, JMS, MQ,
or SONIC) can be obtained by _sreg(correlid). An emitter with the property correlid= that is
used to set the correlation ID might be set to _sreg(msgid) so that the reply is correlated with
the incoming message.

You can define other special registers to the iSM configuration by using the defined special
register facility. You can also use a defined special register elsewhere in the configuration and
as a value substitution in a document. This feature enables you to define a value, such as a
gueue manager name, in one place and reference it in another. A system with a dozen
MQSeries listeners would then need to change the queue manager name only in one place.

In addition, you can use a special register in the LDAP function as a value for the filter,
enabling a search on a complex name without having to spell it out in several places.
Procedure: How to Display System-Wide Special Registers
To display system-wide special register names and values:
1. In the top pane, click Server.
2. From the Settings list in the left pane, click Register Settings.
Settings
General Settings

Console Settings

Java Settings

Register Settings

Trace Settings
Log Settings
Path Settings
Data Settings
Baclkup Settings
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The Register Settings pane opens.

Register Settings

Special registers are named variables that reference values which are carried throughout the system. Once defined, these variables
become available to all components of the system. Any changes to the register settings do not take effect until the server is
restarted/redeployed. Listed below are the register settings for the base configuration of this server.

Special Registers

|:| Name Value Description Type
iwayversion §.0.1 system defined (readonly) string
iwayhome C:fiway8/ system defined (readonly) string
iwaydata C:fiway8s/ system defined (readonly) string
iway.startup.time 1530131641341 system defined (readonly) string
iway.config base system defined (readonly) string
engine base system defined (readonly) string
iwayconfig base system defined (readonly) string

The name, value, and data type for the special registers in use are displayed.

Procedure: How to Display Special Registers (Register Sets) for a Channel
To display special registers (register sets) for a channel:
1. Inthe top pane, click Registry.
2. From the Variables list in the left pane, click Registers.
¥Yariables

Pararmeters

| Reqgisters

The Registers pane opens.

The special register sets used by various conduits are displayed in this pane. In this
example, the special register set for a channel called javadoc is shown.

You can use the Registers pane to define groups of registers that can be assigned to
channels and process flows (in ilT D