IWay Software

How-to's

Configuring LDAP Authentication in iWay Service Manager

LDAP authentication in iWay Service Manager (iSM) allows iSM to authenticate against LDAP and associate
an LDAP iSM role to the user.

iSM includes a built-in role for an administrator that allows for complete management and control of iSM
from the iSM Administration Console. Other roles may be added using the iSM Administration Console to
limit access and management of iSM.

To implement LDAP authentication for the iSM Administration Console, each of these roles must be added
to an LDAP/Active Directory configuration as Groups and then associated to users. Optionally, an LDAP
attribute like title, can be associated to a role like ism.admin.

The built-in administrator role is ism.admin.

Additional roles must be defined in the iSM Administration Console and also in LDAP. This how-to describes
the required configuration for LDAP and iSM.

Configuring LDAP Groups

This section describes how to configure LDAP groups for iSM roles. The following steps describe how to
create an LDAP group based on the iSM role and a Common Name (CN), which is the iSM role, then adding
LDAP members to the group. For example, in the LDAP group for the built-in iSM administrator, ism.admin
will have CN=ism.admin.

1. Create a new LDAP Group for ism.admin and then set cn=ism.admin, as shown in the following
image.
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2. Add LDAP users as members to the LDAP group (ism.admin), as shown in the following image.
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[Entry | Displayed Attributes | Paging Policy | Group Membership |

22 ism. admin

Member of |

MName Parent DM

£ Bob Hittner CM=llsers,DC=aethni,DC=ibi,...

ﬂ Judy Herz CM=Users,DC=aethni,DC=ibi,...
Search completed. 2 member(s... E% Add or Remove Members

Configure Settings

| ok || cancel Apply Help




The LDAP group (ism.admin) and the associated members of this group are shown in the following
image.
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The following image shows LDAP user Bob Hittner as a member of the ism.admin LDAP group.
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Configuring iWay Service Manager (iSM)

This section describes how to configure iSM to access and authenticate against LDAP. The following steps
will create an iSM Directory Provider, an Authentication Realm, and define additional iSM roles.

1. Create an iSM Directory Provider to access the LDAP directory.
2. Logon to the iSM Administration Console, click Server, and then Directory Provider in the left
pane.
3. Enter the LDAP URL and Base DSN.
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iWay Service Manager, Managemen CZIINENNT O © @ - s
Server  Registry  Deployments Restar  Licenses  About  Logout
Properties Directory Providers: LDAP
Lightweight directory access protocol or LDAP a software protocol that enables standard program accessibility to locate crganizations, individuals,
General Properties and other resources such as files and devices in a netwode Muerhcr on the public Internet or on a corporate intranet. Enabling LDAP for use with
Java Propert IWay Service Manager allows the value of o be retrieved directly frem an LDAP-enabled directory. |way Service
ava Properties Manager's use of LDAP follows all security rules for LNF use and does not permit any changes to be made to the LDAP directory.
Settings LDAP Server Definition
General Settings Name Idap_console
Console Settings Description Enter a description of the use of this directory server.
lava Settings I
Register Settings |
Trace Settings
Log Settings LDAP Initial Context Factory  Fully qualified class name of the LDAR Initial Context Factory, default is com.sun jndi ldap LdapCixFactory
Path Settings [ ]
Data Settings
. URL* URL to reach LDAP directory. LDAP URL's are in the form idap:ihost{por] or idaps-/host:port). When used as a
Backup Settings CertStora. consider adding the base DN to the URL, for example Idap: :.rnw{ port)/o=Company.c=US
Providers [1dap://iwserv18.ibi.com: 389/DC=aethni, DC=ibi,DC=com
Data Provider Pool Size A posl of connections te the LDAP server reduces contention but increases memery use. IWay suggests a range of 2-
Services Provider 10 for a normailly loaded system.
Directory Provider | [2
Security Provider
XML Namespace Map Authentication Mechanism Specifies the authentication mechanism to use. Choose Not Specified to use JNDI's default. If the User ID and
Trovidar Password are absent, the default is nane, otherwise the defaultis simple. When using an LDAPS URL, the defaultis
always simple. You can also type a space separated list of mechanisms to try in order of preference. w
Pooling Providers
4. Update the required fields for the LDAP Directory Provider.
5. Select simple from the Authentication Mechanism drop-down list. Enter the user ID and

password for LDAP in the corresponding fields.



6.

7.

8.
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Data Provider Pocl Size A pool of connections to the LDAP server reduces contention but increases memory use. iWay suggests a range of 2-
Services Provider 10 for & nommally loaded system.

Directory Provider 2

Security Provider

¥ML Namespace Map Authentication Mechanism Specifies the authentication mechanism to use. Chocse Not Specified to use JNDTs default. If the User 1D and

Provider [Password are absent, the default is none. otherwise the default is simple. When using an LDAPS URL. the default is
ahways simple. You can also type a space separated list of mechanisms to try in arder of preference.

Pooling Providers

Authentication Realms simple

Data Cuality Providers Pick one -
Schedule Provider

Authentication Realm For some SASL authentication mechanisms, this is the demain from which the user ID should be chesen. i you do not
SNMP Provider specify a realm, then any one of the realms offered by the server will be used.

Fadilities
Activity Facility User ID WUser ID registered for appropriate access to this LOAP direstory.

Comelation Facility

[iwaydpot
Password Password for access to the LDAP directory.
S5L Context Provider iWay Security Provider for SSL Context. This parameter is required when using an Idaps: URL. When an SSL Context
is given with an Idap: URL, this will upgrade the normal LDAP connection to one protected by TLS/SSL using the
LDAP StartiTLS extension,
Pick one or enter value W
Quality of Protection Some SASL mechanisms support integrity and privacy protection of the communication channel after successful

authentication. Choose Not Specified to rely on JNDI's default.

Click Add and then test the Directory Provider for successful connectivity.
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iWay Service Manager gement OO0 E
Scerver  Registry  Deployments  Tools Restart Licenses  About  Logout
| Properties Directory Providers: LDAP
Lightweight directory access protocol or LDAP a software protocol that enables fard program bility to locate dual:
General Properties and other resources such as files and devices ina network, whether on the publi: Internet of on a corporate Intranet. Enaﬁllng LDAP fw use with
Properth IWay Service Manager allows the value of ¢ to be d directly from an LDAP-enabled directory. iWay Service
Java Properties Manager's use of LDAP follows all security rules for LDAP use and does not permit any changes to be made to the LDAP directory.
| settings Test Result
General Settings Success success
Console Settings PROBLEM
aava Settincs Success SuCCess
Register Settings
Trace Settings LDAP Server Definition
Log Settings Name Idap_console
Path Settings Description Enter a description of the use of ths directory server.
Data Settings A
Backup Settings v|
| Providers LDAP Initial Context Factory  Fully qualified class name of the LDAP Initial Context Factory. default is com_sun jndi.idap.LdapCtxFactory
Data Provides [ |
Services Provider
o Fraeioh URL* URL fo reach LDAP directory. LDAP URL's are in the form ldap:/host[:port] or idaps://ost:pon)]. When used as a
Sm” 5 .m m CertStore, consider adding the base DN to the URL, for example Idap://hest{:port]'e=Company,c=US
rity Provider
m :H poce Hap Idap://iwserv18.bl.com: 389/DC=aethni,DC=Ibl,DC=com |
i
Pool Size A pool of connections to the LDAP server reduces contention but increases memory use. IWay suggests a range of 2- ™

Add the Authentication Realm by clicking on Authentication Realm under Providers in the left
pane.

Click New.



9. Select Idaprealm from the Realm Type drop-down list, enter a name in the Name field, and
then select the configured directory provider for LDAP in the LDAP Provider field.
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Properties Authentication Realm
Configure an authentication realm to manage access to NHTTP and NAS? channels.
General Properties
Java Properties Realm Parameters
Realm Type Select the type of realm you want io create.
Settings
|daprealm w
General Settings
Console Settings Name * Name 1o identify this reaim
Java Sectings .LUI!S‘JN_OUlhI.‘HLi(dliQH_IL'd||'|1
Reglster Settings
Trace Settin Description Entar a description of the use of this reaim.
Log Settings [
Path Settings
Data Satiings LDAP Provider * hame of the Directory Provider describing the connection to the LDAP server.
Backup Settings
Idap_console ES
Providers Pick one or enter value “

10. Enter the user-based LDAP information by selecting true from the Search User Subtree drop-

down list, and then entering sSAMAccountName={0} in the User Search Filter field.

User Base Context The base of the subtree containing users. Each user that can be authenticated must be represented by an individual
entry that corresponds to an element in this DirContext. If not specified, the top level element in the directory context

will be used.
\ |

A pattern for the distinguished name (DN) of the user's directory entry. Use {0} to substitute the username. For
example, (cn={0}). LDAP OR syntax is also supported (|(cn={0})(cn={0}.0=myorg)). You can use this property instead
of User Search Filter, Search User Subtree and User Base Context when the distinguished name contains the
username and is otherwise the same for all users.

The search scope. Set to true if you wish to search the entire subtree rooted at the User Base Context entry. The
default value of false requests a single-level search including only the top level.

User Pattern

Search User Subtree

‘true |
‘ Pick one v|

User Search Filter The LDAP filter expression to use when searching for a user's directory entry, with {0} marking where the actual
username should be inserted. Use this property (along with the Search User Subtree property) instead of User

Pattern to search the directory for the user's entry.

[sAMAccountName={0} x|

User Password Attribute Name of the attribute in the user's entry containing the user's password. If you specify this value, this realm will
retrieve the corresponding attribute for comparison to the value specified by the user being authenticated. If you do
not specify this value, this realm will attempt a simple bind to the directory using the DN of the user's entry and

password specified by the user, with a successful bind being interpreted as an authenticated user.

11. Enter the role-based information by adding the Role Base Context, selecting true from the

Search role Subtree drop-down list, specifying values for the Role Search Filter and Role
Attribute parameters. Click Add when finished.



Role Base Context The base directory entry for performing role searches. If not specified, the top level element in the directory context
will be used.

QU=Groups,0U=Data Center |

Search role Subtree Set to true if you want to search the entire subtree of the element specified by the Role Base Context for role entries
associated with the user. The default value of false causes only the top level to be searched.

‘true |
‘ Pick one v|
Role Search Filter The LDAP filter expression used for performing role searches. Use {0} to substitute the distinguished name (DN) of

the user, and/or {1} to substitute the username. If not specified a role search does not take place and roles are taken
only from the attribute in the user's entry specified by the User Role Attribute.

member={0} |

Role Attribute The name of the attribute that contains role names in the directory entries found by a role search. In addition you can
use the User Role Attribute property to specify the name of an attribute, in the user's entry, containing additional role
names. If Role Attribute is not specified a role search does not take place, and reles are taken only from the user's
entry.

[en |

User Role Attribute The name of an attribute in the user's directory entry containing zero or more values for the names of roles assigned
to this user. In addition you can use the Role Attribute property to specify the name of an attribute to be retrieved from
individual role entries found by searching the directory. If User Role Attribute is not specified all the roles for a user
derive from the role search.

cn |

12. Click Management.

13. Click Servers.

Application
Management

| Deployments

Applications
Templates

Events

Server Management

Servers

Users
Server Roles

Test Servers

Remaote Servers

14. Click the configuration name that will be using the LDAP authentication (for example, base).



Servers
Server creation and management. Server - a traditional ISM runtime configuration that allows non-atomic deployment and management of

components.
Description

Servers
[] Name Port Secure
base 9999 No

Under Console Attributes, update the Authentication Realm parameter to use the

15.

Authentication Realm that you configured earlier.
16. Enter the LDAP user ID and password that was associated to the LDAP group (ism.admin).
Optionally, enable the Console Tracing option for debugging LDAP authentication issues, as
shown in the following image.

Should console compenents output traces te the system log at levels specified in the system trace settings? Default ig
to cutput only error and warning level trace messages. Change requires restart of ISM.

Console Tracing

¥/ On
Authentication Realm #15M Sacurity
ism_console_ldap
User ID to be used for internal communication with the iSM console. Must be valid in the specified authentication

realm and should have iSM admin authority.

Conscle Admin ID
rh10241

Password for the console admin account

Censols Admin Passwerd

<< Back Finish

Restart iSM and logon to the iSM Administration Console.
To debug any potential LDAP authentication issues, start iSM from a Windows Command

17.

Prompt using the following command:

c:\> iway61 base -u
Configuration of an LDAP connection and authentication for iSM is complete.

Adding Additional Server Roles in iWay Service Manager (iSM)
To add additional iSM roles, click Management and then click Server Roles in the left pane

1.
Click Add, provide a name for the role, and assign permissions.

2.
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Servers
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Click Add.

In the Server Roles section, enter ReadWrite in the Name field, and then select the allowable
permissions, as shown in the following image.

Server Roles

An external authentication realm assigns one or more roles to an authenticated user. Roles are authorized to perform actions on the server.
Role
Name * [Readwrite
Description

General iSM Permissions
Can Add Configurations Permit the holder of this role to create new configurations on the server

. On

Can Delete Configurations Pearmit the holder of this role to delete any existing configuration

| On

Can Stop Configurations Parmit the holder of this rele to stop config and comy ts deployed in those
[« On

Can Restart Configurations Permits the user to restart configurations
¥ On

Can Access Server Settings.  Fermits the user to view and edit general server settings. Requires write permission for the configuration.

|| On

Can Access Channels Permits the user to view, and deploy cl and services. Req write p for the configuration.
~ On

C: ion Spedfic P

base |vIRead _|v|Write | |Monitor

Perform the steps in Configuring LDAP Groups to add the LDAP group for the ReadWrite role.

Restart iSM and verify the new role.

The name of the iSM role must match the name of the LDAP group. For example:

e iSM role = ReadWrite
e LDAP group = ReadWrite

They are mapped by using the same name.



Troubleshooting LDAP Authentication Using the iWay Service Manager Configuration Log (Tracing)

1. Enable Console Tracing. For more information, see step 16 in Configuring iWay Service Manager
(iSM).

2. Click Server, navigate to Trace Settings, and then enable Deep and Debug.

3. Logon to the iSM Administration Console (configuration).

4. Examine the log file from the iSM log directory (iway_home\config\base\log) and look for the most
recent log file. For example:

DEEP (console) LDAP Realm, entry found for csswxz with dn
CN=CSSWXZ,CN=Users,DC=eda,DC=csseda,DC=com

DEEP (console) LDAP User role name cn search

DEEP (console) LDAP Realm, retrieving values for attribute cn

DEBUG (console) LDAP Realm, csswxz authenticated successfully

DEEP (console) LDAP Realm, getRoles(CN=CSSWXZ,CN=Users,DC=eda,DC=csseda,DC=com)
DEEP (console) LDAP Realm, retrieving values for attribute cn

DEEP (console) LDAP Realm, Returning roles: CSSWXZism.admin

DEEP (console) LDAP Realm, Closing directory contex

The ism.admin role may seem joined to another role (CSSWXZism.admin), which is the expected
behavior. It is important to ensure that the ism.admin role (or any other role you assign) exists
within the Returning roles entry in the log file.



